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About Software

Fingerprint Access Control, Access Control based on biometric
solution from ZKSoftware is designed to help you with all solution
which can be use with access control system to limit the areas
where each person is authorized to go, it might every be good to
know where an individual has been.

Who is still doubt, among various biometric systems, the
fingerprint recognition system takes up most of the market, because
it is easy to use as well as economical and capable of developing
various types of applications. The current software version is
Version 2.0 and its main functions are as follows:

®  Multi-terminal networking, real-time monitoring

No matter Ethernet connection or 485 connections, fingerprint
machine can be added into management software. After all
fingerprint machines are added, click Start Monitoring and the
system will start relative monitoring from the first unit to the last
unit.

® Real-time record download

Fingerprint records on each fingerprint machine can be downloaded
in real time. After download, these records will be stored in
database automatically. If there is a attendance software, you can
set database directory of attendance software as directory of the
database to store these records. Then you can check attendance
records at any time.

® Search records and output records in various formats

When there are many fingerprint records, you can search records.
During search, various condition search functions are defined, such
as ID of fingerprint machine, time period, department, etc. Also
records can be outputted in various formats.

® Upload Access control setting

This function is to upload basic Access control setting and user
Access control setting.
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[ ] Department management

After created department, in User Management you can assign
employees to corresponding department.

o User management

This function mainly includes downloading user and fingerprint,
editing user’s information and privilege, creating password for user,
using “U are U fingerprint sensor” to add new user, uploading user
and fingerprint.

® Remote open door

In program, you can click Open Door button to remote unlock the
selected door

® Synchronizing time

Synchronize time of fingerprint machines.

® Upgrading firmware

Upgrade the firmware of fingerprint machine.
° Initialize fingerprint machine

In device management, you can initialize fingerprint machine.
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e Operation procedure steps as follow:
° Hardware connection

This is the first step. Connect all fingerprint machines and PC
together. Use RS232 cable to connect when distance doesn’t exceed
15 meters. Under the condition of distance over 15 meters, it is
recommended to use Ethernet connection.RS485 cable can be used
for connection when distance exceeds 80 meters and can connect
for 1000 meters maximally.

® User management

This step is mainly to register each fingerprint machine or upload
users. When there are many fingerprint records, it is recommended
to use “U are U” Fingerprint Sensor to register users first. Then
upload users to each fingerprint machine respectively. In user
management, you can edit employee’s information, create
password for employee and set corresponding privilege.

® Access control management

For Access control, we define that all users are initialized as invalid
user. User can become valid user in effective time period only after
user is assigned privilege. So we need to upload Access control
setting after we finish uploading users
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1. Installation and Uninstall

1.1 Installs software

Before installing your software, it is better to shutdown other
running application programs, in order to keep away conflict in
installing process.

Note: Maybe some displaying figure does not tally with real
contents please subject with CD you install

Please put the CD with software into CD-ROM, it will be running
automatically and pop-up following interface.

select Setup Language

Select the language to uze during the inztallation:

E - |

[ 1] _H Cancel ]

Select an installation Language, Click Next, enter follow interface
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3

Welcome to the Fingerprint
Access Control & Time Attendance
System Setup Wizard

Thiz will install Fingerprint Access Control & Time Attendance
Syztem on your compter.

Itiz recommended that you close all ather applications befare
cohtinuing.

Click MNest to continue, or Cancel to exit Setup.

[ Mest> |I Cancel

Click Next, enter follow interface:

Setup

How will you uze My Program?

Please specify how you would like to use My Program, then click Mest.

() Attendance

(3 iBcecess controlluze access control that Built-in device}

) Fingerprink reader

I < Back ” Mest = l[ Cancel ]

This interface fully provide with three way the software apply to,
there use method ability to be shifted by the setting, this software
mainly apply to the access control, so select the a Access
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Control Device as example, Choose Access Control Device .

Click Next, enter follow interface:

Setup

Licensze Agreement
Pleasze read the following important information before continuing.

Pleasze read the following License Agreement. “r'ou must accept the terms of this
agreement befare continuing with the installation.

EMD-USER LICENSE AGREEMEMT FOR THIS SOFTWARE A
Important - read carefully;

Thiz End-Uszer License Agreement ["EULA"] iz a legal agreement between you
[either an individual or a zingle entity] and the mentioned author of this Software for
the software product identified above, which includes computer software and may
include associated media, printed materials, and “online” or electronic
documentation ["SOFTWARE PRODUCT"). By instaling. copying, or athenwize
uzing the SOFTWARE PRODUCT, pou agree to be bound by the terms of this
EULA, IF you do not agree to the terms of this ELLA, do not install or uze the
SOFTwWARE PRODUCT.

I < Back ” Mest > l[ Cancel ]

Please read this license Agreement carefully, if you agree to the
terms, select the | accept... button and click Next.

If you do not agree above terms, select | don’t accept...., the step
will exit the installing program and return, enter following interface
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Select Destination Location
‘where should Fingerprint &ccess Control & Time Attendance System be installed?

1 Setup will inztall Fingerprint Access Control & Time Attendance System into the
_J following folder.

To continue, click Mexst If you would like to select a different folder, click Browse,

i [ Browse...

At least 0.7 MB of free disk space is required.

[ < Back ” Mest > l[ Cancel ]

This interface applies to locate the folder of the fingerprint access
control software, you may use the default folder, also can create or
select a folder, and Click Next enters following interface:

Setup

Select Components
‘w'hich components should be installed?

Select the components you want ta install; clear the components you do not wank to
install. Click Mext when pou are ready to continue.

i Fingerprint &ccess Control &T ime Attendance Spstem 11.6MB

Current selection requires at least 12.9 MB of disk space.

[ < Back “ Mest » ][ Cancel ]

After select installing component. Click Next, Enter following
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interface

Setup

Select Start Menu Folder
‘where should Setup place the program's shortouts?

Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Mext. If you would like to zelect a different folder, click Browse.

Firu:ler £l | [ Browse...

< Back H Mest = l[ Cancel

This window is to confirm the folder which is created

Start/Program item. Click Next, display following Interface

-11-
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Setup

FReady to Install

Setup iz now ready to begin installing Fingerprint Access Control & Time
Attendance System on wour computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

[Destination location:
E:%Program Files\EmMethdan

Setup type:
Full

| Selected components;
Fingerprint Access Contral & Time Attendance Spstem
Software Manual

| Start Menu folder:
| Fingerprint Access Control & Time Attendance System

< Back ]| Inztal |[ Cancel

After enter into this interface, it is show that you have finish all
configured to setup, if want to modify it, Click Back to return,
Otherwise click Install, the installing program will copy and
write corresponding information into hard disk, After finish
installation, click Finish to complete the process.

1.2 Uninstall software

If you will not use the software and want to delete it from the
computer, may perform following operation:

Exit from all ZK software Access Control management software,
enter Start-> Setting-> Control Panel-> Adding/ Cancel to select
ZK software and click Cancel to delete it, may be there are some
files which is not to be all deleted, you ability to entry the installing
directory to cancel the folder of zkemnetman

In the Starting /Program to run the access control system, in this
portion of the Base Setup, you will review 6 module of the base
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setup, Access Control, Base Operation, Query, Help. The
equipment must be added before using it.
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2. Base Setup

In the portion of the Base Setup, include Department Management,
User Management, Equipment Management, and Load from USB
flash disk, System Setup and Exit

2.1 Equipment Management

First add equipment, open Equipment in the Base setup menu, the
display interface is following

Device manage
List

- Device Info - Communitian lWiegand] Eiomelric] Powm] Acoess Contlo\] Milare] Other }
» Communication parameter
B Mame
Communication tupe - Device Number
P Address D.o0.0.0 Pt

Caommunication key Test Connection

Communication options

BaudRate - Device Number
PAddess| 0 .0 .0 .0 Met Speed v}
Communication key

5 I~ i r r

Delete Headelians| et [phior |

Click Add button underside of the list, display interface is
following

2.1.1 Communication Setup

Communication Setup: Click Read Option; it can show
communication setup of all equipment to be connected. Like as
following figure

-14 -



Access control software introduction

Connect to fingerprint machine E|

Commurnication type | Seral Port/R5485 -

Machine num.: |1 ﬂ

Fart Number: |':DM'I LJ

Baud Rate (e

Communication key: |

Mame |NEW Unit

Test cunnection‘ o OK J

If pou don't zet the password in device you nob require input passward

Communication type: Change to Serial Port/RS485

Machine num: Input number of fingerprint machine according to
the own requirement. For example, number of fingerprint machine
is setto 1, and its identify ID is set to Machine 1.

Communication Key: it is not required to set under default
condition. If communication password is set in fingerprint machine,
then it is required to enter communication password correctly.

Port Number: Select communication port number that connects
PC and fingerprint machine. Default value is COML1.

Baud Rate: Select 9600 (recommended)

Note: Above settings are used for RS485 connection. If RS232
connection is used, then Baud Rate should be changed to 115200,
which will increase communication speed greatly.

Ethernet

(2) If the Ethernet communication mode is selected, shown as
following :
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Connect to fingerprint machine E|

Communication pe

IP address: | 192 168 . 1 20

Port: |4370

Communication key: |

Mame |NEW Unit

Test cunnectionl | o OK | X Cancel I

If pou don't zet the password in device you nob require input passward

Name: Enter name according to the own requirement. For example,
name is set to Machine 1.

Communication key: it is not required to set under default
condition. If communication password is set in fingerprint machine,
then it is required to enter communication password correctly.

IP address: Default value is 192.168.1.201. IP address can be
changed according the network segment of local area network, but
IP address cannot conflict with other IP address of any machine in
the same local area network. Please notice that to fill IP address of
fingerprint machine should remain the same IP address as that is
edit in fingerprint machine.

Port: Default value is 4370 (no change)

There are two connection modes that have been described above.
You can select different modes to connect devices as requirement
by yourself. After finishing setting, click Test Connection button
on the bottom to test connection . After Connection Success
appears, click Save button to save the setting of this fingerprint
machine. If Connection Failure, please check the setting both
fingerprint machine and communication setting. You can use the
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same method to add next fingerprint machine to system.

After all fingerprint machines are added, an icon of fingerprint
machine that has been added will appear in List on the left of
Device Manager. If you want to edit the information of fingerprint
machine, ability to read the setup of fingerprint machine firstly,
then you can directly modify it, click Apply Setup button below to
complete modifying. If you want to delete one fingerprint machine,
select the fingerprint machine and click Delete button below.

Read Option

If you want to check connection information of one fingerprint
machine, click Read Option to get connection information of that
fingerprint machine.

Device manage EI
List-

Device Info - Cammurition lWiegand] E\omelric} Power] Access Eontml] Mifare} Other ]

B Mew Uint Commurication parameter
& Marne ’Wi
Camrmurication type ,ﬁm Device Humber ’—1
IPiddress | 1921688, 1 248 Furt 4370

Cammunication key Test Connection

Communication options

BaudRate | 115200 - Device Number [4
IPaddess | 192168 1 25 Net Speed [10Mb Ful -

Communication key

[v Ethemet [~ RE3 [~ RE43

A3 ?

Add Delete

Set Options ‘

2.1.2 Fingerprint Machine Information

Click Fingerprint Machine info in the Equipment Management
item, display interface following.
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Device manage

List-

I New Uint Informatian
. User Count
Fingerprint Count
Adrinigtrator Count

Password count

Manutacture time

Capacity

User

Log Count
Super log count
Product Name
Sernial Number

Firmware version

Fingerprint

Device Info ]Eﬂmmunitinn] \N"iegand] Binmetricl PEWEI1 Access Enntrnl] Mifare 1 Oither I

Log

|l

i

Delete

Add

Click Read Option, the base information of fingerprint machine
will be list. Like following Figure:

Device manage

et Device Infa ICDmmumtiDn] Wiegand] E\ometnc] PDWBI1 Access Eonllol} M\far&} Other I

l New Uint Infarmatiary
. User Count 275 Log Count 2
Fingerprint Count 1 Super log count 132
Administrator Count 0 Product Name  A2/B
Password count 1 Serial Number 123000

Manufacture time  2008-04-2513:48:37  Firmware version  Ver 5.22 Apr 22 2008
Capacity
EBR33

50000

Uzer Fingerprint 1500

Log

S £

Add Delete

2.1.3 Wiegand

Click Wiegand in the Equipment Management, display interface
is following:
- 18-
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Device manage EJ

i Devicelnfa} Communition  Wiegand lBiometricl Puwer] Acoess Conllol} M\larel Other ]

i New Uint * Pre-Defined format " Userdefined format
| || Taaltits 0
1D start il
[~ FaledID 0 D Bits ’—
0
[~ Site code 0
Pulse Width Fulze Interval
U secand U secand
[~ UseDefaulk | Use Default
¢ >
Add Delete " Riead Options : |

Click Read Option to obtain all kinds of wiegand parameter which
store in the fingerprint machine; there are four Defined Formats in
the drag —down volume to select. to choose a wiegand 26 or
44444444444444444wiegand 34 is avaliable.

Defined Format: this format has been defined and built in the
system; User doesn’t need to define the length of Bit and the
location of information. There are four default defined format:
wiegand26 with device ID. wiegand34 with device ID. wiegand26
without device ID. wiegand34 without device ID. The wiegand 26
with device ID means that the W26 output format along with
equipment ID and the wiegand26 without device ID point that the
W26 output format doesn’t own the unit ID, Here the equipment ID
is defined by following condition: if there is no set of the site code,
then it will output machine code. And if the site code has been set,
it will output the defined site code (which is similar the machine
code, there different is that this code is defined by user and can
recycle to use, range is 0-255)

Fail ID: Export Fail ID after verified is failure, if it has been
selected; its output range is 0-65534.

Site Code: similar the machine code, which different is that this
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code is defined by user and it can be recycled in different unit,
range is 0-255)

Self-define Format: User define Wiegand output format by herself
Total Bit: the length of output format

ID begin: The start location of the ID code in the total bit

ID Bit: The length of ID code

Pulse Width: the default value of to send pulse width time is

100us, if the controller isn’t able to receive the Weigand signal, can
adjust value from 20 to 800

Pulse Interval: the default value is 900 ps, ability to adjust it from
200 to 20000.

2.1.4 \ferification

Click \erification in the Equipment item to read setting,
following interface display

Device manage E|
List

L] Hew Uint

Devicelnfo] Commumt\on] ‘Wiggand  Biometric IPower} Aooess Contml} M\fare} (ther 1

1:M Threshold | piddie -
1:1 Threshald | Middle X

Only 1:1 verify | Mo -

Only verify |0 card | Yes -
Fegister Mitare card anly | Yes -

< »

Add Delete Read Options || Set Options |

1: N Match Threshold: A predefined number, often controlled by a

-20-
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biometric system administrator, which establishes the degree of
correlation necessary for a comparison to be deemed a match. If the
score resulting from template comparison exceeds the threshold,
the templates are a match (though the templates themselves are not
identical).the default value is high, you can modify it

1:1 Match Threshold: It mean that match fingerprint threshold
after presenting the Card, the default value is high.

Only Verification No. Card: It is mainly designed for ID card, if
the item is choused as Yes, a user directly use ID card to verify
enough, to verify procedure doesn’t need to press fingerprint. If the
item is choused as NO, you must verify fingerprint after present the
card until pass

Only 1:1 Match: This feature is only available to that an user own
fingerprint, 1D card or Mifare card for verification, can configure
Only 1:1 Match, if the item is choused as Yes to this setup, to
verify must first present a card, and then press fingerprint. If
doesn’t slide a card, there is no response to fingerprint in the unit.

Must Register Mifare Card: there are two statuses to register a
Mifare card, if the card was configured to Must Register, it is only
to verify the user who’s ID has stored in the fingerprint machine.
The user No. to be store will not be verifying.

When you choose the item as NO, no matter there are user’s ID
information in the unit or not, it will export as the user and
fingerprint template which is store in the card are verified
successfully.

You can change the option according you actual statue to achieve
the best result.

2.1.5 Power Management

Click Power Management to read setup. The following is display
interface:
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Device manage

el Devicelnfu] Commumtion] Wiegand] Biometric  Power ]Access Eonllol} M\far&} Other I

l New Uint
Idle Option
Idle mintes

£ 2

Add Delete: “Read Options | =¢! Dpfior |

)

Firstly read the parameter of Power Management, modify the state
of Idle Setup and minutes of Idle Time, then click the Application
Option to complete set. When the idle time is 0, then the idle setup
function is invalid. When the value more than 0, the machine will

enter into idle state after arrives at define time.

2.1.6 Access Control

Click Access Control to obtain Setup, display interface as follow:
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()

Device manage

il Devicelnfu} Communition] Wiegand] Biometric] Power Access Control ]Mifare] (ther I

Lock Control Delay(20msz]

I New Tint

</ L

Add Delete Fead ptions || 5= Open ‘

Delay time of lock control apply to determine unlock hour, the min
measured unit is20ms, in the normal condition is 100—200ms.

2.1.7 Mifare Card

Click Mifare , display follow interface:

Device manage El
List-

Devicelmlnl Enmmumtinn] Wiegand] Einmetlic} PDWEI1 Access Control  Mifare WDther 1

Il New Uint

FP count 4| Start sector Humber for FP =
Sectar count for FP 1? L~ Card key ’7 Tadrite o)

<) %

Add Delete {Read Options || = Dol ‘

Fingerprint Amount: How many fingerprints are stored up in the
-23-
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Mifare card

Fingerprint First Sector: the first sector of Mifare card to store

fingerprint
Fingerprint Total Sector: fingerprint hold total sector.

Password of card: Read and write password of card, you only can

set it, can’t obtain it.

2.1.8 Other Setup

Click Other Setup the following appear:

Device manage

s Dewcelnfo} Eommunition] Wiegand] E\ometricl Power} Access Cuntmll Mitare  Other l

il Mew Uint C i =
Restart Device | Power off Device | splEchigepnnt
Update fimware | Clear admin privilege |
Initial Device ‘ Sync time |
Date Format

¢ » Yoice
Add Delete "R

X

This module provide with mainly convenience to configure

equipment.

Restart Unit: in the list, select a device and Click the name of the

device to restart fingerprint machine.

Clear Administer Privilege: this function can clear all administer
privilege which has registered in the fingerprint machine. Firstly

choose the name of the device from the list, then to do it
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Upgrade Firmware: We remind that user doesn’t use the function
random, except user receive the manufactory notice, according to
the guide which factory offer to do.

Initialize Equipment: This function is mainly used to clear all data
in the reader.

Seize Fingerprint Image: This function can be used to view
fingerprint image, if want to inspect fingerprint image, please place
finger on the sensor window, don't move, and then click the button,
and will see the fingerprint

Date formats: Select the date formats from drag- drown box, this
data formats appear on the starting interface of fingerprint machine.

Voice function: Utilize this function to determine the prompt voice
of the fingerprint device on or off.

2.2 Department Management

Click Department Management in the Base Setup menu, pop —up
the Department Management main interface, like as following
figure.
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3

Department Management

£ £ b

OUR COMPANY

Prompt

If pou want to edit department names. what
you need to do iz just to click on the
department name twice or to press F2. If
wou want to modify departments'
subordinate relationship, you can drag the
department to modify to a new superior
department narne.

& -

Click or to add or delete a interrelated

department, £ is to Enroll Department Staff Button.

After established a new department, if want to shift a staff to anther
department, first select the head-office, then click Enrolling
Department Staff button, pop-up following interface.
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Employ Employees E|
Employes Our Department's Emplapess
AC No 1Name 1 A AC No. |Name 1 s
b|1653 1653 = GE E
B 1 |4 4
RE 2 Hais |5 5

j"L LCloze

Select the staff of corresponding department and add it to column, click

enroll staff button.

2.3 User Management

User management provides maintenance work for staff information.
Click User Management from drag-down menu of Basic Setting,
and main window of department management will pop up as

follows::
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User Information Maintenance E]
Llser List
S T Y e
: Department -] [
D  ||Name | = [Departm « |Gend-|T\tIa - |Pliw\ega ~|C " ’17
R |OUR CoP| User| S
11653 1653 OUR COMP | User No 1
2 2 OUR COMP User
! ! ! © Mal " Femal

3 3 [ouRoowe] | _ o] || P e —
4 4 OUR COMP User Title
i 5 OUR COMP | User Frivilege | User -

Card Murnber & P A %

Set Password
Fingerprint manage(Require U.are Ul Scanner support]
j Conngct Device
Ervoll with sensor | Enroll with Fingesprint device
Eol | vy |
From Pc to Device ‘ From Device to PC |
Count & ‘white card by FP device ‘ Empty card by FP device |
[« | D]
FP enroliment status ‘ Impart ‘ Export ‘ |
Please conpect device fist)f vou want to el fingeipint o |0 card

(1) User list Sort Order: Click the name of field. Choose a
triangle symbol which is beside the field, according to ascending
order to arrange when the triangle symbol point upwards, otherwise,
the triangle symbol point downwards that means the sort order
follow the descending order, you can click triangle symbol to
change the rise or down rank.

Statistic: the software can automatically count the total record and
also can count grouping record.

Left side is a user list and right side is a user maintenance setting
area. If one staff is redeployed from a headquarter to other
department, click corresponding the department from down drag
buttons of Department, a dialog will appear and ask whether the
staff is redeployed to this department or not. Here, you can set
user’s privilege. If you want to change one user to other identity,
for example an administrator, first select this user in list on the left
and then select Administrator from down drag options of
Privilege on the right. If you want to add password to one user,
first select this user in list on the left and then click Set Password
to add password. After this user is uploaded to fingerprint machine,
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one user number will be added in password registration. Therefore,
this user can not only use fingerprint, but also use password when
identifying.

(2) Enroll fingerprint State: this item will show every user
enrolling State:

(3)Import:  This function can realize to import data, this
importing software support all kinds of format user’s data file.

This system support following format data to import

MS Excel. MS Access. DBF. XML, Text File. CSV file, we
recommend use the CSV file to import, the following example
which take CSV file to import user’s data is used to illustrate how
to import data.

(1). First click the radio button of CSV file, then select the file that
want to be import.

Import data wizard - Import from 111.csv

Import from -

" MS Excel 3 Phol

" MS Access =2

" DBF =

" RML

7 Tent file

& £yl —

Comma Quote
N H
B ™ &
Source file narne
|E.\Ducumeﬂls and Settings\Administrator\Desktop111.cv EJ U Scannie supped]
Template Optians Connect Device
[ Goto the last page after loading template
[ Save template automatically when wizard closes | Sl ket
Werify
From Device to PC
Help Nest» Cancel E it |
— Empty card by FP device 1
[« | I
FP enoliment status ‘ Impart I Export I |

Elezse connect device firstIF vou want to enroll fingerprnt or |0 card

(2)~ Click Next, the following figure appear
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Import data wizard - Import from 111.csv &]

Step 2 of 3
s || ]
e Select field name from the list bax, then click. at the column ta impart this field to. ] 3 Phat
[Feds | | X Col Number T Skip linefs) {0 -
UserlDr x
B9 Cadcerumbir Coluun 1 | Coluun_2 | Colvan 3 | Coluwun ¢ | Coluun s |
@Name UserID i Name Verify Mode Department (
@VariliealiﬂnMalhﬂd i 7 x g [
B DefaullDeptiD ; b ;553 " ’i
@ Gender ﬂ
B Tie 2 2 ;. = o B -
B Protn 5 4 4 i 1 = W & B
Privilege F [ i i 1
@ Password 5. Scanner support)
@ CardMo Connect Device
@ ¥ enfyPass
| with Fingerprint device
Werify
]
s ¥
From Device to PC
Help < Back LCancel it |
Empty card by FP device |
Kl | D]
FP enrollment status ‘ Impart | Export | |
Elease connect device firstIf vou want to enroll fingerorint or |0 card

The left side list is a field list, the right side is a import file rank,
there are Skip line(s) on the right-up part, that means want to skip
amount of the line, if the first line to be import isn’t material data,
you can fill 1 here, that show to skip the first line to import data.

Fields List Explain:

UserID: The ID only is used in the system interior, it is useless to
import the fields, please don’t use the field

BadgeNumber: User code, this code is that user adopts the number
in the fingerprint machine and the software.

Name: User name, these fields must exist.

VerificationMethod: User’s verification method. This item can be
neglected.

DefaultDeptID: Department ID. If you wan to import the data
from other origin, this item can be neglected.

Gender: Males or Females
Title: Title
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Photo: Photo can be neglected

Privilege: Privilege can be neglected.
Password: Password can be neglected.
CardNo: D card number can be neglected.

(3). First choose the field in the Fields list as to import, then select
the corresponding rank in the right side list. The Fields list will
automatically attach the corresponding number to the name of field,
such as it is, arrange all fields and corresponding rank after to
complete, click next.

If you want to cancel a field’s setup, first choose the field, and then
click corresponding rank, the software will cancel this field’s setup.

(4)~ Click Execute button to run input operation.

Export: This function can realize that the software export user’s
data via all kinds of format which can be support by the software.
In order to it is convenient to supply third party to use.

Following, take the exporting MS Excel file as an example to
explain:

Click the Export button, appear following interface

1. Select the object file which is to be exported
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Export dialog E|

Destination file

|| Select...

v Open file after export [ Print file after export

Export Type lF_ieIds ] Eormats1 Header & Footell Caption &Width] Encel Dptinns]

Formats ] Options 1

E =port to

¥ M5 Excel ™ ML " DIF File

" MS Access " DBF (" SYLK File

" MS whord " FDF " LaTex

" RTF " TextFile 500

" HTML " C5Y File " windowes Clipboard

Tools | Cloze ‘

2. Click Start Export button to export the file via default format,
otherwise, can configure exporting content through to click the
different option card.

Fields: Select the field to be export, the default format is all, it is
only to export field’s content after selected field.

Formats: Be exporting format of defined all kinds of field value.
Header & Footer: The file is starting and ending of the text.
Caption & Width: The title and width of field

Excel Options: ~ Set font

Transfer User’s Information and Fingerprint

(5) Photo: There are two ways to attach photo, one way is
directly import photo into the file, and other way is to utilize a
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camera to seizing image.
(6) Fingerprint Management
Enroll Fingerprint by The Fingerprint Sensor:

To use U.are.U sensor can enroll user's fingerprint under the
connecting condition, click shortcut “+” button to add new user in
the staff maintenance item, choose fingerprint sensor to enroll
fingerprint after finishing the enrollment procedure and close
enrolling interface, the system will store the user’s fingerprint into
the local Database, the new user’s info can be send to the
fingerprint machine via From PC to Fingerprint machine. The
enrollment interface like as following figure illustration.:

Fingerprint registration

0y W
oRo

Select the finger which want to be enrolled to enroll; if want to
delete this fingerprint, please double click this finger.
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Select a user you want cancel, Click shortcut “-” button to delete
the user.

Enroll Fingerprint by The Fingerprint Machine: Use the
fingerprint machine to enroll. Select the fingerprint machine on the
blank area, Click Connect Enrollment Equipment to connect
fingerprint machine, after to connect successfully, the
disconnection will appear, click Enroll to begin registration
fingerprint.

Note: this function only is used for black-write LCD fingerprint
machine, Now the TFT Screen Fingerprint does not support this
function.

Enroll Mifare Card: Choose the user who wants to register the
Maifare Card, then click Through Fingerprint Machine to Write
Card, the software will remind Punch Card, to slide the card near
an appropriate place in the fingerprint machine, after to show
Write Card successfully on the unit, this user's code and the
fingerprint will store in the card. Click Through Fingerprint
Machine to Clear Card to delete user's data in the Mifare, the
program remind Present Card, to slid the card near an appropriate
place in the fingerprint Machine, after to notice Clear Card
successfully to show the operation well.

Note: this feature is available only to the fingerprint machine
which support the Mifare card enrollment

Fingerprint Register Status: to show the detail of user and
fingerprint register

Sort Order: can arrange the record according to the ascending or
descending order in the record list, directly click the head of rank to
achieve, following figure is the process of sort order which
according to the name.

(6> Transfer User’s Information and Fingerprint

Form PC to Fingerprint Machine: the user which is store in the
database will be uploaded to the fingerprint machine, click From
PC to fingerprint machine, pop —up the interface to upload user’s
fingerprint.
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From PC To Device @
1 Uaer Device
Select = |[ID v |Mame | = ||Departmi | Privilege |+ Select ~ ||Machine x
1 1 |OUR COMP/ User [F? |
11653 | 1653 |OUR COMP | User
2 2 |OUR COMP | User
|3 |3 |OUR COMP User|
|4 |4 |OUR COMP| User
g & OUR COMP User W Uset info
W Fingerprint

[ Cache mode

Dielete (0]
(4 Ermor Log
Select Al Invert All close [¥] Select all Irweert All

Motice:the only user information be deleted by canceling operation in fingerprint device, the wser information still store up in system.
Cache made can imprave speed

Upload: Base on your need, Select a staff and an uploading
fingerprint machine, click Upload, it is able to upload user’s data
to the defined fingerprint machine.

Notice: User’s data include user information and fingerprint.

Delete: If you want to delete a user in a fingerprint machine, first

choose user and corresponding fingerprint machine, and then click
Cancel button.

Operation Log: That is an error log during operating process

Batch: Ultilize the function to speed up communication when there
a lot of users are need to be uploaded, if there a few user, do not
use it. (E.g... 30user)

From Fingerprint machine to PC: The user which is store in the
fingerprint machine will be downloaded to the local database, click
From fingerprint machine to PC, pop —up the interface to
download user’s data.
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From Device To PC ]
Device % %
Browse Users in davice
Users In Locale Database New User [Mot In Locale Databage |
[ [ochine < 1~]
F7 ] eader hies ¥ I
‘select hd ‘\D w||Mame |=||Departm!~ |Privilegs [+ | |Sa\ecl 54 |ID b |Nama = ‘F’rivilega"
1] 0
Select Al Inwert Al Select Al Irevert Al
Al Users
W Bowoad 1] Delete (0) ‘ il | Close: ) |
" New Users
Notice:the only uzer information be deleted by canceling operation in fingerprint device.
 Select Users Cache made can improve speed

Select a fingerprint machine No. to download user’s information
which is on the left side list, click View User in the Fingerprint
machine, it is able to display all user in the fingerprint machine,
Select a user to be downloaded, click the “Download” button to
download the user information and fingerprint from fingerprint
machine to local database

View User in the Fingerprint machine: Display all users in the
fingerprint machine

Download: Download user data to be selected.

Delete: If you want to delete a user in a fingerprint machine, first
choose user, and then click “click” button.

Batch: Ultilize the function to speed up communication when there
are a lot of users to be Downloaded, it isn’t need to a few user.

Note: this function only apply to Black-white LCD serial fingerprint

machine, the TFT screen serial fingerprint machine do not support this
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function.

Operation Log: that is a error log during operating process.

Note: In the process of the user management, if the fingerprint
and user will be upload or download, the monitor function
should be shut down firstly, if want to upload, the download
operation will be priors, the operation must enter user
management once again.

2.4. Load from the USB flash disk

Load the attendance data of USB flash disk to the software through
this item, like as following figure:

.: Import from USE flashdisk E”E|EJ
Device ID | Diownload Time | Size | E Mot Found USE FlazhDisk
Irnpart{l]
Delete(D]
RefreshiB)
Close(C]

Load in : On the left side list choose the data you want load in.
click Load in to load data to system.
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Delete Data: On the left side list choose the data you want delete.
Click Cancel to delete the data from system

2.5 Management USB Flash Disk

The Option can be used to download the attendance data, and
download and upload employee data through USB flash disk. This
operation is as following

2.5.1 Load in the User Data

Click USB Flash Disk Management in the Base Setup, and enter
the U flash disk management interface. Like as follow figure.

[l U disk data management =3 EEw 5|

{Trnpart User dat‘é“:‘ User data export | Import sms | Export the sms Data |

Type |A:7Nn |Name ‘EardNumhal |Ehnnsa‘ e
i Impait uger data
Add new user in computer
Overwite computer data

Delete data from U disk
Remove list

Fisfresh

Select Al | ot select i

e registiation. (1
- kot |

Disk. size:63MEFree Space:40MBUsed 23MEB File Time: 200711/30 14:47.50File Size: 28 Bytes

Click Load the User Data from the USB disk button. The system
will automatically search the user data and load it into the system
from the USB flash disk, if a new use is found, the system will
prompt whether add the new user to system or not.

In the list the records with red color show this record do not
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synchronization with data of software, click override to cover
asynchrony data up by the data of computer.

Delete Data of U Flash disk: Delete user data of user data of U
flash disk

Clear List: clear list on left side

2.5.2 Export user data

Click label of exporting data, display as follow

"% U disk data management

Brawse emplopes information: number of employes: 3- Require Export Dats
OUR COMPaNY

Select All to List | Select tofist | Rec Clear Selected | clear selected ‘
(Overzea Dep,

R0 Dep. Ae_No INamE |Ea|dNumber ‘ A A Mo Name ‘CaldNumbel |
L4 3
L4 4
L5 5

v

Browse user Infor User Info

Condition:  |&c_Noo v Add Edit
Export Uzer Data
Input: Erawse Del ‘ Refresh | E; Export user datato U d\sﬁ

Left side is a department list. Ability to choose a department from
the list, all staff information will be appear on the information list,
Double click staff record or selected staff and click move the
selected record to right side add an employee information in the
right side. If there are a lot of staff record, ability to show all staff
information of the staff to be queried through staff information
query function.

Maintained Staff Information
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Add: Add a piece of information of staff.
Modify: modify selected staff’s information
Delete: delete selected staff’s information.

Click export user data to U flash diskette. Then all record
accessories in the ready exporting to U flash to data list will be
exported to U flash disk

2.6 System Setup

System Setting of Access control software mainly includes following
several parts. First open System Setting, as shown in figure below:

System setup @

Autornatically monitor

Iv when program starts, activate automatic monitar

Default device polling cycle [second] 60
F.eep the number of device record 30000
Times of reconnection due to failedure 10

Activate monitor in designated time zone |

the start-end of a time priod iz divided by subtraction sign.the
many time priod is divided by semicolon.E.g
"'8:00-9:00:11:00-14:001.

Download all log time |

many time priod is divided by semicalon e.g |
8:00;3:00;14:00".

Synchronize the time for machine |

Server

[~ Start Metwork Server Addr.: Server Porit; 47110

S EeroTATe |OUR COMPANY

£\ Set database cannestion [~ When stat-up Windows, start-up this program
o Ok | X Cancel |
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2.6.1 Automatic monitoring

Run automatic monitoring when program start-up

If this option is selected, program start-up will enable automatic
poll all devices that has been connected with. If this option is not
selected, program start-up will not enable poll.

Default device rotation periodicity

During device continue poll, some fingerprint machines may
disconnect temporarily due to various reasons. Here, you can
modify device rotation periodicity in second (it is recommended to
set to 120)

Remain device record

Device record number means user attendance records that are
downloaded in every device. You can enter a record number. If
actual record number exceeds the pre-set value, the software will
clear all fingerprint records stored in fingerprint machine. For
example, record number to store is set to 1200, when record
number downloaded is 1201, all fingerprint records in fingerprint
machine will be deleted and record number downloaded resets to 0.

Count for continuous failure retries

Count for continuous failure retry (it is recommended to set to 3)
that is convenience to reconnect automatically under the condition
of fingerprint machine recovers normal connection..

Run monitoring in specified Period time

Here, we can define one time period to run monitoring. If run
uninterrupted polling, it will bring huge burthen to whole
monitoring network. You can define one time period to run
monitoring, in order to reduce burthen of monitoring network.
Please pay attention to time format, such as 06:00-22:00.

Download all record cycle: Set the cycle to download record
automatically.

Synchronize time of fingerprint machines:
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You can define a time to synchronize time of all fingerprint
machines that have been added into device. Please pay attention to
time format, such as 10:00

2.6.2 Parameter of Server

Select start to connect with network function; it is need to input the
IP address and port of linked Server.

2.6.3 Function Configuration

Select the function you want, the three function can be shifted
before use the function you have to restart the device.

Unit Name: Enter company name here.

Set database connection: For more detail see Set Database
Connection,

Run the program when windows start-up If this option is
selected, then the program will run automatically every time after
PC start-up. If this option is not selected, then this program will not
run automatically every time while PC start-up
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3. Access Control Setup

Access control setting is to set unlock time and assign privilege for
registered users. Settings of each user consist of three period time
settings and one group setting. Relationship between period time
and period time is “OR”. Group also consists of three period time
settings and by the same token, relationship between these three
period time is “OR”.

Simply put, if you want to keep a registered user in unlock status.
Firstly the group that this user is in should be defined in unlock
combination (one group can be defined in one combination
together with other group, but these groups are required to unlock
door together). Second, current unlock time is in any availability
range of user time period and period time of its group.

Under system default, a new registered user is in Group 1 and
group combination is Group 1. So new registered user is in unlock
status under default. If a group that user is in is not defined in
group unlock combination setting, then the use can only record
attendance and cannot unlock door.

3.1 Period Time

Time period is the smallest time period unit in Access control
setting. In whole system, you can define up to 50 time periods.
Each time period defines 7 time intervals, i.e. one week. Each time
interval is valid time period in 24 hours everyday. Each use can set
up to three time periods and the relationship between these three
time periods is “Or”, which means the user is valid as long as
identification time satisfied one of these three time periods. Each
time period format of time period is HH: MM-HH: MM, i.e. in
term of 24 hours format and precision to second.

End time less than start time (23:57-23:56) means all day forbidden.
End time larger than start time (00:00-23:59) means valid in the
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time interval.

Valid time period for user unlocks: all day open (00:00-23:59) or
time period with end time larger than start time.

Click Time period from Drag-down menu of Access Control
Setting, window of adding Time period will pop up. Click Add
button and system will pop up a timetable from Sunday to Saturday.
Here, you can define any time period you may use. Then click
Confirm to save the time period automatically. If you want to use
several time periods, continue to click Add. In addition, time
period can be edited and deleted.

-:_. Access Control & Time Attendance Software

AC Timezones option

Add Edit | Delete |

Diag a colunn headet here ta group by that column

Monday

Timezone option

select time zone (D |1 - Description

~Sunday—Monda ~Tuesda thursday Frida atday

Mmoo = fonoo = | Joooo = || [owoo = | Jonoo <= | [oc00 == | fomoo =

|23m9 = | [z359 = || [2359 = | [2359 = | [2358 = | 2359 = | [23:38 =]
0K | Cancel |

3.2 Group

Group function can divide users into groups and combine different

-4 -



Access control software introduction

groups to different unlock combinations, which make group
management of Access control more convenience. So user can
define many unlock combinations. System has defined 5 groups:
Group 1, Group 2, Group 3, Group 4, and Group 5. Under system
default, new registered user is in Group 1 and can be re-assigned to
other group.

Under system default, a new registered user uses time period of Group
1. After the user is re-assigned to other group, the user uses default
time period of the corresponding group. So please make sure to define
default time periods for each group.

Group Setting

Entered the "group" setting ,there are two ways to enter:

1) Through bar options of the system menu: Access Control
Settings -> Group, set up group access interface.

2) Through shortcuts button options of the system : Time Period,
Enter the group setting interface.

Enter the "group setting" interface, shown as following figure.

Group =
Group ‘ Description Timezonel Timezone2 Timezone3d Verification style Holiday take effact ‘
FR/Pw/RF

FR/Pw/RF

FR/FwW/RF

FR/Pw/RF

FR/Pw/RF O

[T TTT~

AN ER Ty
ololo o~
=slaloala
oclolo oo

Attention: When sefting time zone of group, time zone] can not be 0, otherwise time zone of this graup is invalid;
as well if time zone 2 is 0, time: zone 3 is invalid

New | K Delete ‘ B save ‘

Group editing. left click item that need to edit with cursor to enter the
editing state.
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Group
Group Description Timezonel Timezone? Timezone3 Verfication style Holiday take effact
1
2 0 0 1] FP/Fw/RF 0
3 0 0 ] FR/PW/RF O
4 0 0 0 FP/Fw/RF 0
1] 0 0 ] FR/PW/RF O

Attention: 'when setting time zone of group, time zone can ot be 0, otherwise time zone of this group is invalid;
as well, if time zone 2 is 0, time 2one 3 is invalid

[ New | # Delete | B save | Close

Through drop-down box to choose the Time Period .

Group
B Desoription s e Timezone3 Veifioationsile | Holiday take offact
» -
2 0 a FP/Fwi/RF O
3 2 0 a FP/Fwi/RF O
4 3 0 a FP/PW/RF O
a 4 ) o FP/FW/RF O
5
&
7
a
4

Altentior: When sefting fime zene of group, time zanel can nat be 0, athenwise time zane o this group is invalid;
as wel, if tme zone 2 s 0, fme zane 3 is nvalid

[ Hew | 3 Delete | B save | Close

Through the drop-down box to choose verification way

Group

Desocription Timezonel Timezone2 Timezone3

5 FR/PW

B FP/RF
7 PW/RF
8 PIN&FP
3 FP&PW
10 FP&RF

Altentior: When sefting fime zene of group, time zanel can nat be 0, athenwise time zane o this group is invalid; 11 PWERF
as wel, if tme zone 2 s 0, fme zane 3 is nvalid 12 FRAFWLRF

[ New | ¥ Delete | H save | 13 PINSFPEFW Close

14 FP&RF/FIN

If you want to holiday Time Period take effective, selected it by cursor
clicks, if you want the holidays is invalid, it can not selected.
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Group ==

Verfication style Haliday take sffact

Timezone3

Timgzone2

Description Timezane1

FP/Pw/RF
FP/Pw/RF
FP/Pw/RF
FP/Pw/RF

e W
ooola
=solsle
coolo

Attention: When selting time zene of group, tins zonel can not be 0, atherwiss time zone of this group i invald;
55 wel, if time zane 2 i 0, e zone 3 is nvalid

New | X Dekete ‘ H save ‘ Close

Set up is completed, click on "Save" to save

3.3 Unlock Combination

Definition of unlock combination function

Unlock combination is the direct expression for controlling unlock.
For example, if you want that all registered users cannot unlock
door, then set Unlock Combination to null.

Definition of unlock combination is defined to different
combinations that can unlock door, and each combination consists
of different groups. Unlock combination directly uses group
number and does not consider order for identifying user between
each group. For example, “123” means door will only be unlocked
when at least one user in each group of Group 1, Group 2 and
Group 3 passes identification together with other two users. “4”
means door will be unlocked when one user in Group 4 passes
identification together with other two users. System can define up
to 10 unlock combinations at the same time and door will be
unlocked as long as one of these 10 unlock combinations passes
identification.
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Unlock Combination E|
[roup Detail

‘EomhID |Descri|:ution | Group 1 |Gr0up 2 |Gr0up K] |I3r0up 4 |Gr0up ] |

1 1

A !

]

4 .

5 +

B

-

.

9 !

10

3.4 User Privileges

User privilege mainly applies to user access control setting: if a
user whose personal No. is assigned as 1,2,3,4, and is distributed to
No. (1) Device in the default period time, likes as follow, add user
to right list first, then add device to right side list. Click allows
passing.

1 entered the "Access Control Privilege” setting there are two ways
to provided:

1) through the system menu bar options: Access Control Settings ->
Access Control Privilege, enter Access Control Privilege interface.

2) through directly shortcuts button of the system : Access Control
Privilege, enter Access Control Privilege interface.
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2 enter the "Access Control privilege" interface such as shown.

Edit Privilege

D A lwl[Name [+ Gioup [+][ls Use Group [+|Timezone 1 [+|[Timezane2 [+]|Timezone 3 || DoorfAC macking) [+ ]|Verification sl [+]

<Mo data to display>

3Click on "Edit Privilege" button and enter the Access Control
Privilege to edit the interface, shown such following.

i
Set Group Timezone j | j | j Verffication style | Group Yerify j
) by o0 Drag & column head
Department [+ [ID [+ ]|Name [~ [ Grioup [+] > Department [+ [ID
QUR COMPAN' |1 simon 1
OUR COMPAN® 2 >
OUR COMPAN® 3 Tom 1
SR Bl i < <Mo data ta displays
i Access Allow

<< I
Machine IE” Machine Number E”IP Address IE” Machine E”Machine Hurnber E”IF‘ Address Ell Acoess Deny
Mew Uit | 11321881201 | > —

>

Exit

( <Mo data to display>

«
4 m |

4 default users belong to Group 1, if need be assigned to other user
groups, the need for users to re-allocation group. Here we illustrate:
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No. 1 users assigned to Group 1.
First selected No. 1 users, shown as following.

¥ User AC Privilege |
Set Group Timezone | j | j | j Verification style |GroupVenFy j

i header here to gioup by that column

:
| simon 1
1 >
QUR COMPAN |3 Tom 1
AURTHPRIA Tt ! < <Mo data ta displays
i Access Allow
< - |
Machine [ |[Machine Number < ][IP Address [~]| Machine [+ [Machine Number [+ [IP Address _[+]] Access Deny
Mew Uit | 11321881201 | > —
>
Exit
( <Mo data to display>
«
b m I v

5 Click on the "Set Group" button and enter “the group setting”
interface, select group 2.

Group ==l
Group Description Timezonel Timezone2 Timezone3 Werification style Holiday take effact
] 1
2 i} 0 i} FP/Phwd /RF O
3 o 0 o FP/Pd /RF m]
4 o 0 o FP/FWRF m]
5 o 0 1] FP/PwRF ]

Altention: When setting time zone of group, time zonel can not be 0, otherwise time 2ane of this group is invalid;
as wel, if time zone 2s 0, time 20ne 3 is invalid

[ New | ¥ Delete | B save | oK.
6 through the above steps, the users will be assigned to the second
group, shown as following.
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# User AC Privilege (E= o =
SetGrawp Timezane Baj| =l | veification style [Group verly 5

> Deparment [*[ID_ [~][Mame |~ [Group ]
OUR COMPAN 5
OUR COMPAN |3 Tom 1
OUR COMPAN' |4 Thar 1 % <Mo data to display>

ot Access Allow

<< -
Machine [ ~|[Machine Number [~ 1[IP Address [~ Machine ||| Machine Number [~ [IP Addiess_[~]| Access Dery
New Unit | 1121681201 | 5 _

b

Exit

5 <Mo data ta display>

<<
< i | ¥

7 follow the 4-6 steps, set up the group those users respective. After
the setting completed, through ">/>>" button, a single or all of
users will be moved to the right critical areas, waiting for the
Privilege setting. Shown as following

@ User AC privilege (E= (o |
Set Group Timezane | )| B3l | vetlication style. [Giroup Verity -
1hea to groug umn
Depatiment [+ [0~ [Name = [Growp |+ > | [popatment [0 = [Name _(=[Group =]
OUR COMPEN' 2 1 TR COMPaN. 1) simo 2
OUR COMPEN' 3 Tom 1 >
OUR COMPAN' 4 Thar 1
[
$ik Access Allow

<< - |
Machine |+ [Machine Number [+ [IF Addiess [v]| Machine [+ [Machine Number [+ [IP Addiess v | Aooess Deny
Wew Unt | 11821681201 | > —_—

E2d

Exit

A <No data o display>

<«
ol i i

8 in the equipment list choose the equipment that need to upload
Privilege.
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ERsE g | = =1 =] BEAT e Yerifiestion <)

il ~|ws  vE ~E = > Edil v|RS  v|Es ~i|&E =
HE 2

10 B 1 i
1t EEM ! »
4l 1z & 1 J
BLE |13 hEE 1
BVl e | =R
BadF2 vicky 1 PRy ol
S4F W 1 «
Bl e EHE 1+
EEEH v [#RS ~ |TeadE R BB
2 1192 188.1.201
3 1/182.168.1.201
4 1192, 168.1.201 iR ‘
5

>
1/192.168.1.201 7
&

9 through ">/>>" button, single or all of the equipment will be
moved to the right the critical region, waiting for Privilege setting.
Like following equipment known as the NEW UNIT_1 , the
equipment has been moved to the critical region, waiting for
Privilege setting

W User AC Privilege [ol = ===

Set Group Timezone =l = =] vetication style [Group Verfy |

Department [ |ID [ Marme ~ [Group [+ ]| > [Department = [in v [Mame = [Group [+

OUR COMPAN' |1 simon 1
OUR COMPAN" 2 1
OUR COMPAN' 3 Tom 1
OUR COMPAN" 4 Thar 1

<Mo data to displaw>

ENENZ

ik Access Allow

Machine |+ | Machine Number [ |[IF Addiess =] [Mactine = |[Machine Number [+ [IP Address |+ Aggess Deny
T2 1681 201 New Urit 1[1921881.201 —————

ENENENE

New Uit 1[1821681 201
M Uinié 1]182188..2m
Hew Unit 1|18z 188, 2m Bt

1 b

10 after users and equipment is selected, click on "allows" button,
the group Time period which is used by user in the critical periods
will be assigned to the selected devices. After distribution is
successful, prompt will appear shown as following
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Access Control & ...

increased by 1 rights

11 In the "User Access Control Privilege" interface, click "exit"
button and enter the "Access Control Privilege Setting” and
synchronize set up information of user groups will display in the
list. Shown as following, NEW UNIT_1 in the No. 1 user group 1
Time Period.

Ac Privilege option =

Edit Privilege

i ~I[Name |~ [Group =i Uss Group_| [ Timezone 1 |~ || Timezons 2 ||| Timezone 3 ||| Doer(AC maching) | |[Veriication style ]|
il simon i v i [

i 0 Mew Unit Giroup Yerifyi

2) Set up the Access Control Privilege When a user do not use
group

1 if a user belongs to the group, but she/he does not use group Time
Period, then in the "User Access Control Privilege" setting interface,
select the Time Period to be used, shows as below, No. 10 users
belong to the third group, but he/she does not use group Time
Period, and use the 1,2,3 Time Period
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W User AC Privilege = B [k
Set Group Timezene |1 ~ |2 ~| [E | Verfication siyle [FP/RF -
Departmert |+ ][ID ][ Mame | Group =] > [Depanment [+ 1D ~|[Mame  [=)[Group (=
OUR COMPAN: 2 | 1 |OUR COMPAN']1 sman 1
DUR COMPAN: |3 Tom 1 55
DUR COMPAN: |4 That 1
[
i Access Allow

<< - 1
Machine ||| Machine Number [+ |[IP Addiess |~ [Machine ~ [Machine Number [+ [IP Address [+ Aceess Deny
New Unit 1[152.188.1.201 > ———
New Unit 1/132168.1.201
New Unit 1/192168.1.201 55
New Unit 1/192.168.1.201 Esit
Mew Lnit 1/192166.1.201 <Mo data to display> -

| < F
<<

b

2 After completing, in the "user Access Control Privilege™ interface,
click "exit" button and enter the "Access Control Privilege Setting"
and synchronize set information of user groups will display in the
list. shown as following, in the NEW UNIT_1 the No. 1 user use
the 2 group Time Period. in the NEW UNIT _1 the No. 10 user use
group 3 Time Period, the non-use group, but use 1,2,3 Time Period

Ac Privilege option =3

Edit Privilege:

[io ~I[Name __=]|Group < 1[Is Use Group (|| Timezane 1_[¥|[Timezone2 [+ | Timezone 3|~ | DaarAC machine) |~ |[Verfication sl =
Hl Siman 1 S S =5 Hew Urit FE 7w,
4 Thar 1 v [ ] 0[New Uni | Group Verify

3) Delete the user Access Control Privilege
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1 After choose the user who will ready to be deleted and his group ,
move their to the critical areas, and moved equipment whose the
Privilege will be deleted to the critical, shown as below, delete the
No. 1 users in NEW UNIT_1 , who use the Group 2 Time
Period

% User AC Privilege ==
Set Group Timezane | e =] Vertication syle [Group Veriy 5
Department | |[ID - |[Mame ~[Group =] > [Depattmert [=]iD - [Name [+ [Group [+
OUR COMPAN |2 1 OUR COMPAR 1 simon 1
OUR COMPAN-|3 Tom 1 ISt
OUR COMPAN® | 4 Thar 1
L]
1t Acoess Allow

<< - |
Machine | = |Machine Number | = ||IP Addiess [~ | < [Machine Humber |~ Access Denp
New Unit | 1192168120 5
New Uit 1192188 120
New Unit | 1/192.168.1.200
New Linit 11521681200

Ezit

FEEE

b

2 Click on the "AccessDeny " button, the group Time Period
the user use will be deleted in critical area from the selected
equipment. After deleted successfully, the system will prompt
shown as in the dialog box.

Access Cont... [w3s]

delete 1 rights

3 after completion, in the "User Access Control Privilege" interface
click "exit" button and enter the "Access Control Privilege Setting"
and synchronize the set information of user groups will display in
the list. shown as following , only in the NEW UNIT_1 the No. 10
user use group 3 Time Period, Do not use group, but use 1,2,3 Time
Period
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Edit Privilege

I A lw||Mame  [=]|Group [w/[lsUse Group [=]|Timezone 1 [« ||Timezane 2 [« || Timezane 3 [v||DoorfAC machinel [«||Veiification sile [+

1 [ simen I 1] Ll [ 5 75 T New Unt [ PR 7P

After assigned the privilege, ability to automatically produce a
privilege table, click exit to exit, the following figure will appear

Ac Privilege option [_]

Edit Privilege

D Sfwl|Name  [=]|Group [ ]|lz Use Group [*|Timezone 1 [+ ]| Timezone 2 [ =| Timezone 3 [+ | Dootf4C machil+ ]
1 1 1 vl 0 0 0|Mew Unit
10 10 1 0 0 0|Mew Unit
1 " 1 v 0 0 0|Mew Unit
12 12 1 0 0 0|Mew Unit
13 13 1 vl 0 0 0|Mew Unit
14 14 1 0 0 0|Mew Unit
15 15 1 v 0 0 0|Mew Unit
2 2 1 0 0 0|Mew Unit
3 3 1 vl 0 0 0|Mew Unit
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4 through shortcuts delete user privileges. in the Access Control
Privilege setting interface, select the user to be removed , and then

right click this item, the pop-up "delete™ button. Click this button to
delete users.

3.5Holidays setting

These steps is shown

1 entered the holidays set. Choose Access Control Settings ->
holidays set. Shown as following.

# Holiday Setting |[E=0Ech =)

[ No. Beain date [ End date Time zane |

<M data to displayy

[ New ‘ X Delste ‘ H save ‘

2 Click on the "New" button, can add a holiday. The default date is
the date you choose.
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*# Holiday Setting |[E=3EoE =)
[] No. [ Biegin date End date Time zone ]
[+l 1/11-30 [11-30 il

e ¥ Delete I H save I

3 move the cursor to the "start date", it is start date to revise
holiday,

¥ Holiday Setting [E=R[E=E )

Ma. Begin date End date ; Time zone
200711430 -

« +—B » 4 2007 »
Himnoh = f7s
22000 1 2 3
4 5678310
1112 13 14 15 16 17
18192021 2223 24
25 26 27 20 29[Ed 1
2345678

[ Mew I ¥ Delete I B 5ave I

4 move cursor to the "end date", it is end date to revise holiday .
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| ® Holiday Setting = |

Mo, Beqgin date End date i Time zohe
» 2007411/30 >

i« +—F » « 2007 »
Hi=is.E WA
B2HAWH 123
45678310
111213 14 15 16 17
18192021 22 23 24
25 26 27 28 29[ 1
2345678
Clear

[ New I X Delete I B save |

5 moved the cursor to the Time Period to be set, choose the valid
Access Control Time Period .
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% Holiday Setting [E=1FaR|)

Mo, Begin date End date Time zone

@ D e w4

OMew | Xoowe | BEsae |

6 set is completed, click on the "Save" button, the setting will be
saved.

After complete assigned the user privilege, next step is to upload
the user access control setup and the basic access control setup
to fingerprint machine, exit to the main program interface, may see
upload setup, must upload the privilege to N machine prior
selecting N machine, if want to upload many fingerprint, may hold
down Ctrl to select and click Upload setting again, a dialog box
will pop-up, As counting the need to click confirm to upload
Access Control Setup.

Note: when the privilege is assigned to user, because all the group
period time of users is defaulted as 1 group, therefore there are two
kinds of situations occurring:

1st, user use group time period, designated a user in the left side
user list (may hold down the Ctrl key to select), then click
redistribute the group in the user privilege assign which the group
is designated user .

2nd, user does not use the group time period and directly uses the
time period, add a user to privilege distribution list in the right side ,
from three time period option in the top right corner the time period
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is choused in the user privilege distribution list which can use
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4. Base Operation

The base operation fully provide with three sub-module—Upload
Setting, Open Door, Starting/Stopping Monitoring.

4.1 Upload Setting

Choose operation device , click Upload Device, show as
following interface :

Upload Choice ] |

[T AC Dptions

o 0K X Cancel |

Select the Access control setting which you want, the two kind of
setting ability to be choused at same time

4.2 Upload Equipment

Choose upload equipment. click icons to choose the equipment
with mouse, selected this equipment.
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Systemmarage elp

Quary
Q| 8| ¢

=%
nerre | e | o< | APk

]

|

I e I I ] B

EretinErart

Select "upload set up" interface, there are two ways to enter:

1) through bar options of the system menu: basic operation ->

upload settings, enter upload interface.

2) through the system shortcuts button options: upload settings,

enter upload interface.

There are two choices to upload interface elements, the basic setup
and user Access Control Access Control setting, and it is better the

two selected together at the same time to upload.

This can choose to upload multiple machines.
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Upload Chaice ==
[~ AC Options [~ User AC Options
Select J Device number 1 Device name IA
¥ 1 Mew Linit [
I 1 Mew Unit |
|| [ 1 Mew Lnit |=
i 0O 5 New Uit |
[ u 1 Mew Unit a
Select W 0K X Cancel I

Upload success, in its lower right corner the successful operation
prompt  will be displayed, shown as below

W Access Control & Time Aftendance Software Ver 23.2:11 =]
Base | Options ~ Base Operate Query System manage Help
8 2 L] Q ] e =2 1] & L]
Devi PetoDeee | DeviotoPC | _Timezone Gup | Unlock Comb | ACPviege | UpioodDptrs| opencoor | Statmonier
2 8 2 &2 &
| | i |
Newlrit  [EEE  NewUrk  Newls  Newlnt
Envcl Nurber | Name | Tme [ Stsus | Machine | Excepion. I
Name
No
=
(Pitae)
E e val
New risledncoescin i deice
ExcepionEvert
[ el T Titechine [ Event
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4.2 Open Door

Click Open Door to open the selected door remotely.

4.3 Starting/Stopping Monitoring

The monitoring function already run after the program is running,
the information about opening door and fingerprint verification will
not show on the list
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5. Query

These modules include record and alarm record
5.1 Record Query

In Start/End Date, you can select time period to query, Click
Query, list below will show all users’ come-in and go-out records
within the time period. Each rank in the table has drag-down
condition for searching. If you want to do classify Query, you can
drag head of rank to table head of query table, show as following.

2 Search Employee's Checking Record g@@

Condition

Time Fange

From |07/12/2006 81| [00:00
To 732006 | [1Em

Export

Departmen | || Name ¥ (Mo ¥ [Date/Time || Clack-in/out [ [ Device 1D+

Click Output to output fingerprint records in various formats, such
as Excel format, etc. this operation like as user management

exporting operation.
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5.2 Alarm Record

Click alarm record. The following interface appears.

ila pyp fque L]
DeletéWDDB_v_l Iog Delete |
0 er here to group
Operator (= || DateTime | ||Device [ || &larm Type = |EnmalMumber |+

<Mo data lo display:

When the fingerprint identify fail or the Duress fingerprint has been
verified the alarm record will produce.

-67 -



Access control software introduction

6. System Management

System Management includes that Operator Management,
System Operation Log, Backup Database, Clear old Data,
Initialize System and Set Password of Database. Eight

sub-modules

6.1 Operator Management

Click Operator Management in the System Management menu,
Pop-up the main interface of administers maintained, like as follow.

:_ Administrator E][EEI

AC Mo I Name ]

w
(R
[2%]

& Administrator W Edit password s=2= Operation right

Click Administer, Pop-up the two item of Add Administer and
Cancel Administer, and then pop-up a user list frame, Select a user
to be add a administer, and the click Confirm to pop-up a
distributing privilege list. Like as follow
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!

Set Administrator's Purview

Itemns that can be authorized: y *

Item

[*]

FullCantral

Department

X Cancel

Uzer Manage

Devices Liét

S ystem op.t.ions .
 Timezone |

.Group

_ Unlack Cambination |
Access Control Privilege.
LplassEatons

Open ldoor

Starthdonitor

i_og Query

Alqrm Event |
0 perator manage

K EEEEE R E
R

System operate log

-]

Put a tick in front of the administer privilege, and then click
Confirm.

If want to cancel administer, click Administer firstly, and then
click Cancel Administer to complete the operation process.

It is able to modify administer password and operation privilege
after a administer is added

In the administer interface, Choose a administer and click modify,
then follow the system prompt to click privilege to reset its
privilege.

If there is only one administer in the system, a administer want to
be canceled, you firstly find the Database Att2000, and open the list
of Userinfo, delete the field Securityflags

6.2 System Operation Log

The system operation Log is a track record which records this
software operation history, and utilize list mode to record all
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operation. Click Cancel, this operation is availed to delete
operation log to the defined previous date, appear following figure.

EE&X

= System operation, log,

Delets 7/12/2006 ~| log Delste
[«]
D [ Operator || DateTime || Device ~ [Description
1
2 7A13/2006 120321 F |Devices List .
3 | 741342008 2.33:20 Pk |Access Contol & Time Attendance 5
4] 7/13/2008 2:39.28 P | Devices List
5 7/13/2006 2:40:37 Pk Devices List
B T/413/2006 338:27 Ph Access Control & Time Attendance S
7 T413/2006 3:38:27 Ph Access Control & Time Attendance S
| 741342006 3:38:32 Pk tDepartment
El 71342008 33358 Ph | Dievices List
10] 7/13/2006 3 40:05 Pt |eDepartment
11 | _7/1 342008 240:13 Ph _&User Manage
12 7/13/2006 3:40:18 Pk | &llser Manage
13 713/2008 3:40:53 Ph &Department
14 T/13/2008 3:41:44 Ph &lser Manage lod
15| 71342006 3:42:19 PR &l zer Manage
16 7/13/2006 3:53:39 Pk &lrnport from USE flash disk,
17 71342006 3:55:37 Pk Skypstern options
18 741342008 356:22 Pk Timezone
19 7/13/2008 357:17 Ph |Group
20/ |7/13/2006 3:57:54 P |Uninck Combination
21 _Tz:’1 342008 258:26 F'I_v Access Conthl PFrivilege
12/9008 26949 D, Conteol Privilana
4] | E’EI

6.3 Data Maintenance

The Data maintenance is, consist up Backup Database, , Compress
Database, Clear Old Data, threes module Buildup

6.3.1 Backup Database

Click Backup Database in the System Management menu, pop-up
a dialog-box to backup database, you can name it as your favor,
and save it in the defined location, like as following picture:
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Please input backup data file

Save jn: |@' Desktop _v-| - I‘j{ -

3 (3My Documents

\_&.5 4 My Compiber
My Recent  (Wdmy Netwark Places
D RS (CIMew Falder
[CThuru400B33ESD
[C5) ZkEmMetMan_160304_1
Desktop |21 ZkEmMetMan_setup
() FetwFaplus

by Metwark File name:
Places

j Save |
Save as lype: |Microsoft Access Database LJ Cancel

6.3.2 Database Compress

Click Database Compress in the Data Maintenance menu, to
compress database, it is only capable to Access Database.

6.3.3 Clear Old Data

Can use the function to clear old data which are useless to utility,
click Clear Old Data in the Data Maintenance display interface
as follow
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X

Clear Obsolete Data

AL Clock-indout Becord-

Cloze Date | Tuezday | 'JLJ (= 0Ok

Backup to |EEEIIIEETS _il

Click the Menu to choose the date, and than Confirm to clear old
data at once, then old record data will backup in the installation
directory automatically.

Note: The delete content doesn’t include the ending date be
selected. You can choose the operation to backup record data
which is before the close data to your folder.

6.4 Initialize System

Click Initialize System in the System Management menu,
pop-up a warn dialogs box, like as following figure , executes the
command all the system will be initialized, after this operation the
all data will be clear.

Access Control & Time Attendance Software

y ‘_.: Initializing the swstem wil clear all registered data, Do vou want to continue?
L
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6.5 Set Database

Click set database
1. Connecting Microsoft Access Database setup

(1) Provide program to select Microsoft Jet 4.0 OLE DB
Provider;

B Data Link Properties

Fravider Connection] Advanced] all ]

Select the data you want to connect ta:

OLE DB Provider(s)

Microsoft [Sakd 1.1 OLE DB Provider

Microsoft Jet 4.0 OLE DB Provider

kicrozaft OLE DB Provider for DTS Packages
kdicrozaft OLE DB Provider for Indexing Service
tdicrozaft OLE DE Prowvider for Intermet Publizhing
ft OLE DE Frowider for ODBC Drivers
ticrozoft OLE DE Prowvider for Olap Services 8.0
kdicrozaft OLE DE Prowider for Oracle

Microzoft OLE DB Provider for SEL Server
ticrozaft OLE DE Simple Provider
MSDataShape

OLE DB Provider for Microzoft Directory Services
SOL Server DTS Flat File OLE DB Provwider

Ok, | Cancel | Help |

( 2 ) Click “Next” or “ Connect” enter the following interface.
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B3 Data Link Properties

Prowider  Connection ].&dvanced] All I

Specify the following to connect to Access data:
1. Select or enter a databasze name:

E:“Program Filez"ZFK5 oftwarehzk emnetmantatt 2000, mc

2. Enter information to log on to the database:

Uszer name: I.-'h.dmin

v Blank password [ Allow zaving pazsword

T ezt Connection

Ok | Cancel | Help |

Clic button, Can select the database file, the default name is
att200.mdb, according to real condition to renew setup of the
database connection.

2 . SQL Server Database Connecting Setup

First you should establish the empty database on the database
server. you can find a script file with the name of sqlserver.sgl in
the directory of instating CD, the empty database is established in
the front of the searcher of SQL Server, and then open the
sglserver.Sql script files, to run database which is to create this
software.

In the Provider Select Microsoft OLE DB Provider for SQL Server,
click “next” or “connect” to enter this following interface
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E5 Data Link Properties

Frovider Connection ].&dvanced] All ]

Specify the following to connect to SOL Server data:
1. Select or enter a zerver name:

ﬂ Befresh

2. Enter infarmation to log an to the zerver:
7 Usze Windows NT Intearated security

f* Usze azpecific user name and passwoard:

Uzer name: |

Pazzward: |
I Blank password I Allow saving password

3.+ Select the databaze on the server:
| =l

7 Attach a database file az a databaze name:

!
| o]

Test Connection |

ak. | Cancel | Help |

Confirm the server name for storing this database, information for
logging on this serve, and the database name. After run test
connection successfully Click (OK) button to complete settings

6.6 Set Password of Database

In order to ensure the database security, we may give the database
to set a password, when the database is opened needs to input the
password to prevent other people destroy the data

Clicks setup database password in the system administration
menu, inputs your password to press the confirmation, please keep
firmly in mind the password which you set. Has to revise this
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password, enter the set database password interface to input the
new password once more.
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