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" BE. RSN EAHRA, FFHENST R MESRS
AR A
1E SR
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Al

FIE FFRNH

1.1 FE&EEN

B Internet iAW R g, H P IEAE R SR CEZRRRIE . fE,
HRAEARR Mb 55 3258 1) = 1) Internet FEA . TG . WA AURE VOD (Video
On Demand) Z5 %MV 45 SUBEA,  FH P 0 b 5 4 1) i SR ok i . LA
KW N DRI SE ARG A R TR B R o T A5 52 T 3 (9 O3 o TGS IR K e
5Ealr e i disk, A ARRIEAFRE % 2 FHk, T Quidway
ETIIYONCENE TN

Quidway S2000 F 41 LK M AZ L2t A A F] B FEFFRH L2 Jz2 LUK AZ
Bl SALZ ) — 2B hfe. BTt E i s h.

e S2026 LIAKMAZHAHL

e S2008 LIKMAZ b

o S2016 LAKMAZHHL

e S2403H LILKMAZHHL

S2026 LIKMAZ b 24 AN[EE [ 10/100Base-TX Hid Mg, 1 4
Console 1% 2 MM AL HGFE .

S2008 LI MIAZ el et 8 4 10/100Base-TX [43& Wi 1, S2016 LUK AZ

B ALt 16 4 10/100Base-TX Hi&E M i . AN & EHME 2 4
10/100Base-TX Hi#E W FA47u 1. 14> Console [ 1 AN B Hddifti

S2403H LK MAZ #HIELAE 24 4 10/100Base-TX [ W LK M 1, 1 4
100Base-TX 473 1 (100Base-TX A7 H Sz bnE H A 1 4> MDIX 3 i
1/ MDI 5 11, 5 MDIX 35 1R MDI 3 I ASRE R T4E) « 14 Console
% LAY Bt

Quidway S2000 F 41 LLK M AZ bl RE Y55 a0

e Internet FEATHIA

oAb AR X [ 41

o IRALHUBIRSSThRE, SCRPARE Y WIURS

FEASCH Quidway S2000 F 41 LK M AZHALTHIFR A S2000 F 41 LK M A8
Hlo
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1.2 TheessiEsak

F1-1 ThEed4sIE

it AR
Y4 IEEE 802.1Q Fr#fE) VLAN (Virtual Local Area Network)
VLAN SCHRFEE T 1) VLAN
¥ ¥ GVRP (GARP VLAN Registration Protocol)
e B L iﬁiﬁﬁ%ﬁ]\u&wﬁihwﬁd]\ix, F#¢+ |EEE 802.1D ) IEEE
. Y FF IEEE 802.3x yitds (4AXT)
o IR CERT)
] KA SO R BRI
X ¥ GMRP (GARP Multicast Registration Protocol)
AR % ¥ IGMP Snooping (Internet Group Management Protocol
Snooping)
i V2R SCHF R SR
Bifg SCREHE T I BB
ggﬁiguamy O | #FaE T 802.1P 1) QoS
SCHRERI 43 90 BN 11 A fR 4
R
SCRF 802.1X AIE
SCHRF AT LG
Rl Console FEATAC B
SCRFAERE DU 3 A ] Telnet BEAT TG
SCFF SNMP B (SCFF#4 Quidview [ £4¢, SZHF RMON
(Remote Monitoring) 1, 2, 3, 941 MIB)
SRFRGHE
P HE R

Y ¥ HGMP (Huawei Group Management Protocol) V1
SZFF HGMP V2

SCRFIAE B

% #F PING. Tracert

ST Telnet HEATE R 4Ed
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Y HEiE T FTP (File Transfer Protocol) « TETP (Trivial File Transfer
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Al 302 5 B LUK AT HAL

FH2E ERLURMATHAL

2.1 @7 Console Oi&ERL BINE

B0 WK 2-1 R, EAHECE RS, NS ML (B 1R D iE
RCE A5 LUK N AZ ML Console & .

RS-232 Hi10
| / =
CE s
\
Console 1
fic & FL 20

[El2-1 &3t Console AEE A AL BEINE

b AR s AT 4 B RS (ot Windows 3.X [ Terminal 5% Windows
OX MR &) , W ELulfES408: BEFE N 9600bit/s. 8 17 HHH AT «
1 fPAsE AT . R AT, PRI AY ) VT100, WK 2-2 &K 2-4
v

TR AR LT
BRI
fcomm1

EMr (1)

El2-2 FEERE

2-1
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Al 302 5 B LUK AT HAL

S AP IR FETRRIF EEET L

EF R ) [ E e =l
ES E): [

BESHE: |

e e

E2-3 EEimHigE

com Bt HE|
HORE |
#ENFE (B):  [os00 =]
HEED: |5 =]
TERE: [X =l
BilrE: i =]
GRETRH ) (GGG ~ |
BEw.. . | EEBIAE @ |
T g | mAEw |

El2-4 imABESHRE

S —

B BURMASHAL L, 20 1 WoR ORI AZ#BL HRLE R, AR
JEEERI P BEARIEE, 2 ek LAy 4738 51F (Wi<Quidway>) .

UL HEAL, BUE KM ACHHLEEF DKM A HALIS AR . F 2
T LIRS A <27, BARMECE Ar 21 2B AR P DR S E A A
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2.2 j@id Telnet B2 ELBIME

2.2.1 BEHHN Telnet B LK M 32 #4

W P C 408 id Console M IEAHRALE LUK AZ LA VLAN 2 (1) 1P Hy
Hl (78 VLAN #2208 N i ip address i), JF O35 5E 5 4 0mAHE ) LA
K P R T8 H# VLAN (FF VLAN #LE R port 154D, IR AT BAF)
H Telnet B B LUK MAZHAL, SR 55 PUK A A LIEAT L E .

F—: 7Rl Telnet S LUKMASHtL 2 1Y, 752l id Console H7EA #t
Bl ETCBEACSE 1 Telnet 2 ZFEAE 4,

) 15FA:
Telnet A P A KET, $4 F ZHATH AAE, 2o R XA B E 1 4 mid it Telnet
Bk, W A%ART “password required, but none set.” .

<Quidway> system-view
Enter system view , return user view with Ctri+Z.

[Quidway] user-interface vty 0

[Quidway-ui-vty0] set authentication password simple xxxx (XXXX f&Ak 15 &
1% Telnet H P 5 114D

b WlEl 2-5 P, AL ECEIEL, R AR AR R R DL
PNEEE /NP N EEE

CAE,

| >
’ DPNCE I
Ethernet

HE%% TJ’FJ& L A AL IPCHL,
izfTTelnet

ii.l:l
O

E2-5 @ EEMEE A EEIE

=00 R IS1T Telnet F21F7, BN STMIAHIE 1 LUK TS VLAN
Empmm,m@26%mo
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Al 55 2 3 G DUKMIAZHpL
BT 71X

IR AR Eﬁ:% j{%ﬁﬁ Internet BHERE
Bl s Windows AT

T3 @) [telnet 202 36.160.92 =]

[ me | | = | [dE®. |

El2-6 iz{T Telnet 125

FIU. &l oK “User Access Verification” , JfHE7 5N LB
B4, DA IERE N LA SATHORTF (<Quidway>) o 1Lt
I “Too many users!” {1427, F£7x 41T Telnet 2| LUK A AL H g %,
MRS PR % (Quidway R4 LUK M S bl 2 a1 5 /> Telnet A 7[Rl %
D o

FD e AHAN N A BC B DUK A LA UK A B Ls A TR .
LW AT LRI SN “27 , HARKIECE ar 2 S 5 A P LU B 2 A A

AR

(1) &1L Telnet A B IEAUE, TEMIR RAS BT K telnet 4549 KA L
49 VLAN 421 69 IP 3bik, F 0453 Telnet 42 b7 F .

(2) Telnet /A P A F 0T, #8 TTVA35 BI04 B30 4 0 &g b,

2.2.2 B LXK Telnet Bl LAK W 3 #4

WP C&iml Telnet g2 — G4 L, AT LB Z A # L Telnet
B — G EATRCE . AAZHNED Telnet &5 i, WA pLE R
Telnet M558 U W & A HAUAH I (¥ oty 17 [R]— JRy s iy, UG 1P il
VIRCEAE — M B 0], P& A Wb L 207 7E FAH 20K (1) B i

fie &R 2-7 Fros, H P Telnet ?U*Aui(ﬂi?ﬁd‘ﬂjﬁ, Al LA telnet
A PSS e LUK M AZ el o g7 e B

= =

PC Telnet Client Telnet Server

E2-7 21 Telnet Client BR %

2-4
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Al

55 2 3 G DUKMIAZHpL

$—2: Jtiliid Console HTEE A Telnet Server [FIAZ#AL b HC & AR S % 1
Telnet H ' ZFAUE T 4.

1520
Telnet A P &, #8 F 3470 490G, W RAA BeE v 4 midid Telnet
Bk, W AE%sERT “password required, but none set.” .

<Quidway> system-view
Enter system view , return user view with Ctrl+Z.

[Quidway] user-interface vty 0

[Quidway-ui-vty0] set authentication password simple xxxx (XXXX Z&AK H
[1)i% Telnet H 7 & 114

Bk PEREEN Telnet Client H9LUKIMAZ#bL (B IR 2% A
AL Telnet 2 LUK AZHHL” —5) .

% =0 {E Telnet Client (1] LLK RIAZHAL_EAEUNT $54% -

<Quidway> telnet xxxx (xxxx Z1F 4 Telnet Server [ LLA A B b LK FHL 4
B IP Hidik, TN, WIASHHL e ZAT AT Dh g D

HIA: MACKEREROL, R HIGSTIRAT (W<Quidway>)
WL “Too many users!” 7R, FRox T Telnet 2 LK AZ #4111 H
Pk, TNERE IR

b AHAN N Ay AL B DUK A AL AR A A Ls A TR .
LW LIRS SN “27 , BRI E Ar S ESH A B P UG & 5N A

2-5
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Al % 3T A ATHN

Quidway A1 LUK RIAZ HAL 1) ] 7 S i — R AN ECE & LS i AT HE 1, T

] BB A BELUK AL i AT 36 A I R ke

e  iliil Console HHEATAMALE o

o I Telnet FAT A HE Bt FHC B o

o EEAMRITHRLI, BRI IR ALK A AL

o JH AT LABH S EEN 2> LIRAFAE LR B o

o HRAEMZKIAMTA, W Tracert. Ping 2%, M2 WM 48 275 1%

o IRUERNEFEE. AETERMINAER, HBIS g ik,

o I Telnet fir & BHG &I B E LUK A Hed L

o ARUEFTP RS, TR B FECCrE.

o TRAtKL Doskey HIThRE, AILAFHATHESC P S A2 o

o THAATARREAS N B R IA GG VLRSS R T, P HAR s o
SRS 7 RV AT %

Quidway F 4 LLK M AZHMLIR 4T R 23 GOy 7 28, B i RAUH i

RN

WRAITRI NS ME . WS IEH. TEY AANEH, FAwr:

o BUY: ZHNEEMmASAM%ILH T a4 (ping. tracert) .
F RIS S )i 4 (language-mode) LU telnet dy 445, %
Gl i A SOVFHEAT IC & SO ORAE R B A

o ¥Y: HT ARGV WS HE2W S, W display. debugging
A8, RGO A AN FRVFREAT I B SR AE A

o MLEN: WHNEMS, WM. S NMEZIRI a4, XEH]T 0
FH P 3R A e M 25 IR 55

3-1
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3 AT AT

o EHHIY: RRJRGIAEZIT, RGEHEBIM ML, X aLxhk5s
USRI, BFESUERS. FTP. TFTP. XModem F#k. /&
M4 HBCE 5.

[0S s I R 3o 4 AN, 2300 5t ZONAHS I, BIEAS ] 2553

M Es)a, Heg AT a8l T B 2204 .

AT BRI ARER AN, HAEAEH] super [ level T4 AR5 V)

WeR gy, AT S uE, RIFFEmAD AL (Wi es

ffi 4 super password [ level level | { simple | cipher } password 1 &

TUHO%) o TR, e A LEAZIPTE AR N4, R =0

PWHRAIERIR) I 4, WIS s 2O, B MORES ] B0 AAZ

T i AT BT AN [R] R TC B 2R S, e AT R R XA X,

a5 LURM A AU IER WA ALK, & S A E B AT RS S

THE B W B ThAE, i system-view SEANRGEME, FERGHE T, A

DUBHE N AN [7] £ i 2 1 N AH I PR P& o

T AR A T AL -

o ALK

o RHEMKE

. DA 94 iy 11 40 <]

e VLAN LK

e VLANF:HHK

o AR

o ALK

e  FTP Client 1

e  HGMP A

. lanswitch .14

o ERHIK

o JEAACLHA

e RADIUS R& #5410

o ISPIHMLK

PP G A ) B ] 3-1 s :
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Al
DA I 355 1A

F 7 AL

R

HGMPHL &
LB

E3-1 fEXAREE

RADIUSH %5 #4141 B
ISP K

VLAN#Y &
VLAN$ FIAL ]
> FEARACLAL ]

FTP clientfi

A3t R

Lanswitch#{ /%]

Fom MBI D RERF L« BE S A A 25 40 W sk 3-1 B

#3-1 S EREFETIE
E INgE RBIRF HABE BH&S
P A AL ] e N . e
. e n e . SR | quit BT 548
i RAEMGEHE . . N
H R El Erﬁmﬁﬁﬁ4 <Quidway> GEGEA  |Hblig
TEH PR -
s P . quit ¢ return
AL ll'E RAE S [Quidway] N . S L P
system-view
ERGEMET
. NN e LUK M i H 2 | [Quidway-Ethern | £ : quit IR [A &4
DN i " N
DR P H AL A et0/1] interface LK
ethernet 0/1
. . . ERGME T |quit BFIRZ
% .
VLAN #LK fit'® VLAN S5 DWMWVMM]@AWml W
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Al H3F AT
A IIRE N AT RE®E
o . ERFMET
VLAN Fil _ | N
SN . . a - t iR [E] R
VLAN # CIRLE] | VLAN 3T 3585068 R 1) %?e”r'g"g:i’]v'a”' interface %ﬂfuuﬁéﬁ
IP OS5 vlan-interfac
el
ERGEME T
o 1 sy |[Quidway-luser- | B qUIt BB
userl
ERGMET
. . T ) . YN quit IR R G
Mt | BCE S S Z 4 | [Quidway-ui0] User-interfac |1
el
L fii & FTP Client AR | quit &EH S
1)
FTP Client #{ & % [ftp] B ftp WP
ERFMET
LTRSS EN
HGMP ¢ S re s [Quidway-hgmp] quit JZFTR 5
Bl MK
hgmpserver
enable
7E HGMP ¥ 14
. s T 2 o [Quidway- TR quit & A
lanswitch B TSR IAIL | answichvore- | |HGMP LI
1/0/6-/
- s o g [Quidway-cluster | fTERZHEIT | quit R8¢
LRI BLEER S ] # cluster | H
N ‘
S AL | FEER ACLINT | [Quidway-acl- %ifgf'ﬂ quit JE RS
Fd I_[I_l o = XM R
] basic-2000] number 2000 | P
-
RADIUS Jli% % | U7 Radius BHY | [Quidway-radius | -2 0BT o it i
4191 P4 B 1] BE radius 1y g
scheme 1
ERGMET
ISP L AL E ISP 45 AHC | [Quidway-isp-hu |#E A domain | quit R[H[FREE
7 Jeg Pk aweil63.net] huawei163.ne | #LKl
t
A4
3.3 WEITHM
3.3.1 WS ITELE
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Al

o Y

MR AR FEL R B R SR T BE R, 2 nlis T

(1) AL RET, BEA<?>IRIBOZAE T I 4 SR A
<Quidway> ?

User view commands:

language-mode Specify the language environment

ping Ping function

quit Exit from current command view

super Privilege specified user priority level
telnet Establish one TELNET connection
tracert Trace route function

(2) BN, EREUSKTRN<?>, WEARALE O, WA 4
OB 7 S LB B IR
<Quidway> language-mode ?

chinese Chinese environment

english English environment
(3) WAL, JRIELERMRM<?>, WRZALE NS, WA AR
A EiHBLS
[Quidway] garp timer leaveall ?

INTEGER<65-32765> Value of timer in centiseconds
(LeaveAllTime > (LeaveTime [On all ports]))

Time must be multiple of 5 centiseconds
[Quidway] garp timer leaveall 300 ?
<cr>
<cr>RNZfL BELSH, AEREEN T DTz WER, HiREA
[EE I E7 K
(4) BN -FRE, HE%E<?>, FIHLUZ TR PRI LT 4.
<Quidway> p?
ping
(5) BA—mwL, G —THRRES, MG LUE TR IR
KT
<Quidway> display ver?
version
(6) AT HIRA KRB THIET LA TBE, 4% F<Tab>8, WURLUMA 75
TF Sk SRR 7 ME—, AT Lo 5 B OGBE 7
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Al % 3T A ATHN

(7)  LLEEEMEE, BT UT language-mode iy Ak 30 iR .

3.3.2 SITE RN

AT AT R R A T 8T )RR -
o CNTHEFT, $EoRAE BN B AE B AT LU b S S AN .
o AE R E R BER, $ROE TR IhRE, X A DA =Rk
FE, Wk 3-2 P
%*3-2 RRIEER

ERESS T
i WoR i g <Ctrl+C> 511 B Rl iy & AT
P ORI B\ 4 e YRS SR R
NG INIER PR T AT

333 S ITHERS

i AT DS IAEL Doskey Lhfig, K1 B KD L& A BhORAE, )]
CABE I I ] fir AT 8 D ARAF RO P e i %, PR AT a4 1 s
JUEREORAE 10 500 dn . BRAEIIER 3-3 FTR.

#*x3-3 AL WS

B®IE R “#R
R A display history-command | %< S8 4
o . . WA BRI sy 4, WE
H —% e JCAREE B
gi_E—& D mA | bR t si<Ctri+P> i E A
s . . YRR T D7 sy A, TR
Vil R | Pl | s<CtrieN> E s

AR

J AR a4~ 4Ti5 ), £ Windows 3.X #) Terminal #= Telnet F#f 2
Ay, {223 F Windows 9X #RLsE, . L RArEA R, XAHT
Windows 9X #4948 LR 44555 Af X A ANAEAE T ) AR PT L, 3K B = vA R 40648
<Ctrl+P>Fa<Ctri+N>£ KA t . | RAFAEAF|E A E 49,
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3.3.4 WMEITHIRER

P P BN a4, WORSE S AR A, IR A PRAT, 7 D00 A 4R 7
AR, W AR B Ik 3-4.

RXHIRER

HIRIRE

Unrecognized command

BT B E A4

B BB T

SRR

SRS

Incomplete command

i o ANTERE

Too many parameters

MANZHRZ

Ambiguous command

WANSHAYI

3.3.5 S ITHRIELFMN

AT QR TIRA M ar S g Th e, SCRF2ATHI, RS MR AR

2k 256 474,

4 3-5 iR

R3-5 WIBIIRER

peptikigid

A HRZEIT DR, WHEA B HDEARALE, JIf Ak
i

1E ¥4 Backspace

B CAR LB RN FAF, Jehrinks

JE AR~ B <Ctrl+B>

S 1A e Bl — A AL E

Fehr g — mi<Ctrl+F>

PIR AN SY > 22) R M R A

kRt t si<Ctrl+P>
TGk | Bi<Ctrl+N>

YN/E Sis

Tab %

BNASSERE M O TG 4% T Tab 8, RS AZHATHA B
R 2 VERC A B 7 ME—, WA S HI e 58 B R G B 7R AR
JEEATFIAT s X T PSS HL AR VL AL
REETAME IO, REAMAEMEN, AT R
LIPS
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F4= /o HmbEcE

4.1 MASEEN

P i P AR P A LR AL 1) g — B vk, FH ORI R A P 11
JEIE, T B

H il S2000 41 LA A 4L R L & 7 XA

e il Console A M &

o HITLIK MG A Telnet AT AN M 5ie FE 6 5 fic

5 I ey Ot RN P PR S A e P B -

e AUX /" FHHE (AUXD)

AUX Fi 941 F T8 Console FUt LK A ML T s ], 4 & LAK I AL
Hbli 2 L1

o  VTYHIJ'HHI (VTY)

VTY H7 St s Telnet X LUK RASHMLIEA TV IR, B S AZH LR 2 7]
LA 54

AR

# Quidway % 7] vA KW AT, AUX 9 4= Console 2 & F—A1, FivAf
PREER P AR AUX 7R P ORE £ A,

R S (R A PR 5 e A0S 2 SORIAR R i 7 2

(1) x5 77, SR AR

o AUX M Ftiing 5 HAES 42, N 0;

o VTY I/ FHHE AUX I S Z G o 35— VTY HI4a%5 4 5t AUX
X1,

(2) ARSI IR S . g S S AR R AL 5t
TR G o JESF R RN

e AUX /' FHMZH 5 : aux 0;

o VTY M/ FHI4'T: HB—4 N vty 0, 340 vty 1, HKIEEHE.
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42 AR EEE

EPRE TR EkA

o HEANH P FHALE

e JitE AUX (HJl Console) )&
o EZuN)EME

o JHSEH

o MEHEEEMIIGE

421 tNFHR A ERE

A DATE L T A iy 0 AR (0 SRR o T BARE N B S AL
XA SR HEATHCE, T RABE A AN SR 1 ] 2 A
e

RS N AT R AR E .

F4-1 EANAPRREAE

BRAE &s
HAB—H P R IEEZ AP | user-interface [ type ] first-number
Sl [ last-number ]

4.2.2 Bc& AUX (Bl Console) OE

ATLLE G RS A E AUX (B Console) )@, BIEHEZ., Wiy
A B RN BHEAT

AR SO E R T AR E AR AUX P LA IR R - T) .
1. fi2 & AUX (Rl Console) MBYEHIER

+4-2 BE AUX (B Console) OBYEMIREER

BRIE ws
fil & AUX (Bl Console) (& % speed speed-value

P AUX (R Console) 1[4 s 2 0 il 44 {H undo speed

BT R, AUX (E Console) 13 5 {13 % % 9600bit/s.
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2. Bt & AUX (Bl Console) ABYRIEAT

#4-3 B E AUX (B Console) OBYRIEA

1RIE we

flow-control { hardware | none

) 11925 5 =
B # AUX (B Console) w7 = | software }

P AUX (H) Console) DRt A% 752 | undo flow-control

BB UL, AUX (Bl Console) H 74T none, BIARMEATHiE

3. Bit & AUX (Bl Console) AOBIRRIEH

*4-4 BLE AUX (B Console) OBIRIEA

1BR1E we

parity { even | mark | none |

b 85 I 7
B E AUX (B Console) I 56 )5 =X odd | space }

P AUX (Hl Console) HRE 7 3 ik 773 undo parity

BETEGL T, AUX (R Console) #4577 20k none, BITEA ST .
4. Bt E AUX (B Console) ORYELE{T

F4-5 B E AUX (B Console) OBYIELEfI

18RI we

il & AUX (Bl Console) {5 kA stopbits {1|1.5]|2}

A AUX (Rl Console) MIf{51LA7 Ky {H | undo stopbits

g el s, AUX (B Console) {1474 1.

5. it & AUX (B Console) OHIEIREHL

*4-6 Bt E AUX (B Console) OBYEIE(LL

1BR1E we
fid & AUX (Bl Console) M % AL databits {5]6]7|8}

P AUX (B Console) UEURAT Ky 4g (i undo databits

BatEMLE, AUX (HI Console) 7R3 fr A 8 £7.
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423 EeELinEME

A DA T ) iy G B 2 S T, A SR B/ O% AT A A 55« IR TR E
B S RO 20 B AE ) — BRAT B DL R e i 2 B X KN
AR AL N AT R ARG E, BRI P SRR AR L
AT

1. RENIK A& imAR S5

HORMIE I F i (0 2 e 55, T I P SR AN RE S LK I AZ Lo
XA R M AT Sl i i Frii ok R, AR nT AEAT #R A . (R

ﬁﬁFLtHlZﬁHFEQﬁF R ANBEFFUCE o AT A Bz 1 P Ji 1 11 28 3 i 55
Ja s A REIE L 7 S S SR UK A Heb L

R4-7 BIIKRNERRSE

%
&

B
RIS shell

PR e undo shell

BRATEOUR, LERTA I P S e B 2 R 5

TR

. Aok AUX (Rl Console) AR Sl /2Bl & [, 4 7 %4, undo shell
i A1E AUX (Bl Console) HIANSFE, Heg H o Shilib 5 Fr.

o HIPREEE B BRI P A B A A A .

o IEARAMEVERIH S B EAEH undo shell @4, ASTREL T
Ao

2. BT FEE

*4-8 WER FBRETEINRE

BR1E we
W H R IN Wt T e idle-timeout minutes [ seconds ]
P S3 F FB I I 34 S B 1 undo idle-timeout

S TOLR . AEPTAT I S R B Tl IN WHOELhRE, I TRD8 10 b R
AR, WER 10 2Bk L SISO H P 3EAT B, WRZH P St A 3)
Wit
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idle-timeout 0 &7~ PR I Fh WTIZER TN BE

3. REBERRPRE

ZBC EAEST FORBIAE A - Fm, SR AN S . Bk
JURGTTIS, HE R A A TR AR

F4-9 HEBFARRE

BIE
B St lock

5
A

4. REXRIHFREN—FITH
iy

AR RS BT T bR RE S Bos VS FIN, TR LU T dr 4
BOE R LR s AT R, MRS R LB T AR

5Lk

F4-10 HELZFEREN—FITH

BR1E we
W A DRI — BRAT 2L screen-length screen-length
AT 28 B e — BRAT R B8 undo screen-length

BURIEDLT, 2l bt —BrATECk 24 17
screen-length 0 £/R KP4 BRI
5. REMEGSE XK/

FR4-11 REREHSERRX KN

BIE we
a IR S A RN history-command max-size value
WAL I3 2 A A R X RN A B i undo history-command max-size

B TEOLR, g X 2 10, BRI AR 10 4507 i 4

424 APERE

A ARSI s ey S e T X 5wl AT ) ) i 2 3 1
BEE - AL FHHE 5% Ja ] LAV ] ) i 2 20 PR B0 LA R i 0 (R e
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54 AR

1. IREFPEREIESN

AU T LR i BE ™ 5 SR N 7 75 BT I, AR B ARE T 4R
No

T RITBLE FHEAT R SO

F4-12 WERAPRERWIEAR

BIE we
BCE S P AR DT X authentication-mode { password | scheme }
WENE T AR authentication-mode none

BB TEMT, Console I P & s AT BT A dil; 1 Telnet H P &%
TR T DA UAE .

(1) A4 RE

i /i authentication-mode password 74, F/Nir B 4T A 14 GF,
PR T B DL P ar S lcE D45, A REIh B k.

AR S N T R A

F4-13 EEARMGIEHOS

#BE we
- AT ] A set authentication password { cipher | simple }
BB A IR 12 password
HTH A H 50 (1) 11 4 undo set authentication password

# WEHSMN VTY 0 H 7 S5k i i Bk A E, HIGUFE 4
huawei.

[Quidway] user-interface vty 0

[Quidway-ui-vty0] authentication-mode password

[Quidway-ui-vty0] set authentication password simple huawei

(2)  AHh Bz i H 2 44 F0 A I E

{fiH] authentication-mode scheme iy 4, KNy BT AR E G 7 44

FTE AR . 9T 58 7 K A DA GE I 2 228 Sy DA UE PR TC 3 T, T4 A 251 L
g RN

AN LA P 44 8 1 AIE A B A G B R
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54 AR

# WCE TN VTY 0 7 St 8 e i 75 Bk H 7 2 M A 560E, HE s
F 4R 4437) 5 zbr A huawei

[Quidway-ui-vty0] authentication-mode scheme
[Quidway-ui-vty0] quit

[Quidway] local-user zbr

[Quidway-luser-zbr] password simple huawei

[Quidway-luser-zbr] service-type telnet

(3) AL

[Quidway-ui-vty0] authentication-mode none

(BRI (73

Telnet A P A FKET, #4523 470 4GAGE, W R % A fe B 2 4 fid it Telnet
Bk, W As4RT “password required, but none set.” .

4o 4% ) authentication-mode none 474-, | Telnet A F & F it R F it
ATV A9 384E

2. WERPERRE A LT E RS R
AR DA i B B T 6 s vl AT 1) i 031 o
TEAEAH AL N T R A

FR4-14 RERPERBALLFRIMHSES

1BR1E we

BEE TR H P8 3 v AU A i A 2 2 service-type telnet [ level level |

PR 5 R 85 e mT RAVT 1R () i 4 0
A I

undo service-type telnet [ level ]

AT, SR ST LLYT ] 1 & 20 1 4.
3. IRENA A REERREF LU E R 6 SR A

AT RUAE LA iy & B¢ B P Ft i 6 s al AYT ) R i 200, AT %4
NG A A2 o

AR SR N T R A
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54 AR

#4-15 WENBRREER B R LA E SR

1R S
Y M ST 28575 T LA 6 fir & 3 user privilege level

WS P R85 AT LAV W 4 2 g | HnOO user privilege

level

SRR, N AUX T e sk m T AT R e 400 3 9, A VTY
F7 B 65 s J T LAV ) B i 2000 0

152 AR :

F PR T KR AR, HAT T F) 69 AR AN IR TR P 8 & T vAis 1)
B AR R 5 AR PR B T e ) e A B A 69iR E, e REAE R,
WA P8 F T vAds B e arABR A . Blde: 2R P =T 2435 19 69 A 25 5
A& 3K, MAVTY 0 A F & A KA feir B 694 BAl 2 14, Wiz P A
VTY 0 XK A %0, Tlizle) 3 BBV T 644,

4. KB SHIRA

ATDAE I PL N A B R e A N R e a2 g0 . i A BUR I S
WM. BeE. EHEAANGON, AR NARR 0 1. 24 3. B ELG A DIR P H
Pl IR e ar A BUR .

HERGEBLE R R AU

*=4-16 R EWSHILF

#B1E we
. N . - d-privil level level vi i
B s L e oy A ggrr:]wrrnn:nnd privilege level level view view

PSR ML P i 1 & (200 A
B {H

undo command-privilege view view command

0 588
HR P RE B BOR A BA, BT R 4 3 A b d TAR
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425 BLEEEREINEE

1. fRiEwm<S
AT DLE R THI ) i A SR P SR 2 AR v S T RE
THEH P AL R BT R AR &

F4-17 WEERPRREZEERES

1BR1E we
BEEAE 7 S 2 AR B send { all | number | type number }

2. BHITHL

AT LA T iy PO B SR I F B AT A & . R fr S B B A BT
Ja, A EGE G RIN, RG0R H AT Z A4

T H I PV R AE LA DL N fr AR telnet @4, T AZNER DG E
T o

A R R TR

#4-18 REEHMITHS

B we
W BEPAT 4 auto-execute command text
HH AT a2 undo auto-execute command
TR RN
Zam 2 WA S B REAEHZH P A AR R AT H RS, 75
HETEAT A

o  {Ffit® auto-execute command @A IFRAEECE (FUT save #1E) 2
A, AL DU e F B S R G DL L B .
#ECEHP A VTY 0 &% )E, H3IHUT telnet 10.110.100.1 7 4.

[Quidway-ui-vty0] auto-execute command telnet 10.110.100.1

PPN VTY 0 Gk, ¥ H3#UT telnet 10.110.100.1 74,
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54 AR

4.3 ARFAmERFAER

1ETE LR BCE 5, fEITAPLE N AT display dir4 Al LU R ECE f5 ) At
iAW A E B E BRI IERC B R RECR .

FEHIP AR, AT free dir&n] LUR BRI St 1045 5 o

%*4-19 AP REERFEK

HRIE we
THBRRE A P S free user-interface [ type ] number
BoRH P A RE R display users [all ]

SR P I A0 B e N — L

display user-interface [ type number ]
[ number ]
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FEE5TE RFZIPHE

51 R% IP

PEE R IPERE

EM])

5.1.1 &I2 VLAN

5.1.2 IP ik

T R LUK A ML R4 T Telnet. M2 FEET PR, 020000 1 ¥ B A AL
) IP Mok A RESEIL. Quidway F 41— )2 PLK M AZ L [l i) L BE 5 —A4~ VLAN
S V) VLAN 3% 11 0] DABCE 1P #ihil, 1% VLAN B % 3 VLAN.

1. IP it By EFIR T

IP ik A BU4 AT Internet B AR A B —A> 32 LURFK I Mtk 1P ik
AN B A W2 587 B (net-id) FIENLS 7B (host-id) . IP #
b rh 5 B B 9 ) R A by (NIC) #4720 E . T 518 1P Mk ()
B, P b RIS R ER

1o ! [ ] '
[ Lo | o | |
1112113114 15 16 17,1819 20121 222324125126 27128 29 30 31,
o i Lo | oy | I
| | |

-
-
-
-
———
-
-
-

-
-
e
-2-

A?S 0 net-id host-id
l l

B% 1lo net-id host-id

| | l
Cgs 11110 net-id host-id
DX [1(1{1]0 SR

l l l l
EX |1]|1]1]2]0 5% 5

net-id: M85 f5; host-id: TS

E5-1 2 IP Hei
Hrdr A, B. CZEHulik h#d% (unicast) Hulik; D 2KHbhlH 4% (multicast)
Hodilb; E Ml CR B bk, CLAR kIR k& . HRr KREEH I 1P i
HHE T AL By C =2KHuhl,
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Al

FEE5TE RFZIPHE

IP Hudik SR o HHE 5 il sk o BEAS 1P Mok 2278 hy U NBUS BRI 4 A
b, RN OO N — AN, 4110.110.50.101.

FEAE 1P Mk i S50 08— 2% 1P Mk 2 OR B A R &), —BAMER . T
FHNH A E A 1P sk Ve

#5-1 IP it £ R IEE

4%

HIESE

AR IP M
B

it AR

0.0.0.0~
127.255.255.255

1.0.0.0~
126.0.0.0

42 0 (M ENL SRR % 1P bkt ¥
gerdit, T R4

4 1BV ERoR) Hhk, B i
W2 LA B LA T

IP 141 0.0.0.0 HI-1)id sl Ja AN FHAEH Y
FHLs

P 265552 O 1) 1P b1k 7 2 Rip Y 265,
ATELEALER 51T B R R 24T AN S
TEHM %S

B a0 127.X.Y.Z R k#5444 B 41
(B, 3% B AN Hhk () 2 SR 25
B % b, e AT P A B I 1
WAL

128.0.0.0~
191.255.255.255

128.0.0.0~
191.254.0.0

42 0 M ENL SRR % 1P bkt
st T RS R

4 1 BNV IR R Hihl, B
W2 LA I ENLEEA T 4

192.0.0.0~
223.255.255.255

192.0.0.0~
223.255.254.0

42 0 ) ENL S IEER R % P Huhik it ¥
Zer i, T R4

4 1 BNV RN HE, BRI
W2 _EFTAT I LT H

224.0.0.0~
239.255.255.255

D Rtk —FP AL L .

240.0.0.0~
255.255.255.254

REA IR .

g

>N

Hhuik

255.255.255.255

255.255.255.255

255.255.255.255 T+ Rk M) 1% s
ko

2. FMF0Eag

1F Internet G K E 4K, 1P HulbVERESR L . ARG 1P bk 40 /7 =X,
X IP HhE PR B AEH M . o T Ao CAE W IP Huhk, AMIHEH 7 il
iy (mask) FI7 M (subnet) ML
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Al

FEE5TE RFZIPHE

5.1.3 F#SHEH

FEAD L —AN 1P HUHEXT V) 32 A 507, XU E 2y 1, A28 0.

JEOU) FIXde 1R O A LMER LS, Ak —MAE R v EEAD I, AL T 4R 4t
M JLAL R E N 1o HERDETLAE 1P Sk A AN R4 1 W iRl R AL

IP bk SRS A 1 DT I PRI 23 o - Xtk A 57 D02 = MLk

UAHEAT RIS, T AR R S BRI, I - R HERD <17 (KR
FE ML A RE . BT A S R () FERS BRI 255.0.0.0; B ZRHiAE()
HERD IR A 255.255.0.0; C Kbk RS (1 ERINE A 255.255.255.0.

il FERLAE— AT LU dE 1600 2 )7 BN A KINZEEL 6 J7 2 6 ML B 2K
W28 53 B VT 22 /NI I 4% B — NN IS AR Z T i—A> B 2R 2%
Hidik 202.38.0.0 #h Al LAA Y 255.255.224.0, fUiZM k5K 8 AN 1M
202.38.0.0 . 202.38.32.0 . 202.38.64.0 . 202.38.96.0 . 202.38.128.0,
202.38.160.0. 202.38.192.0. 202.38.224.0 GiEZ W FED , TEA 1M A]
PLELFE 8000 £ 4 FHL.

Class B ’11001010, 00100110, 000 00000, 00000000 ‘
202.38.0.0

Stansard ]11111111,11111111, 000 00000, 00000000 \
mas

255.255.0.0

SUbnetmaSk’llllllll, 11111111, 111 00000, 00000000 ‘
255.255.224.0

Subnet Host
number number

Subnet address:

000 Subnet address: 202.38. 0. 0

« 001 Subnet address: 202.38. 32. 0

© 010 Subnet address: 202.38. 64. 0

e 011 Subnet address: 202.38. 96. 0

e 100 Subnet address: 202.38.128. 0

¢ 101 Subnet address: 202.38.160. 0

110 Subnet address: 202.38.192. 0

e111 Subnet address: 202.38.224. 0

E5-2 1P tuhtF X 52

T A o — Al e 24 B 0 T U B . i A ] T M A EE
B2 rh o 5 B Y BN R A A i o nT DLCScE P 2 (KPR RE, R RN IR
L[N PRAIE A 58 o

A6k )2 AN LR I AZ AL T DARC & i 2 8 i, Tl ek X 4 5o A e Lt A7
Vi
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52 RFE IPE.E

R4 P ACE O

o BUZ/MIERE L VLAN 21

o B VLAN #2 LUR 2 MR 1P Hihk
o WAL VLAN £ ¥R HiRFIF

o FITFIRMIEH VLAN $2 1

o TCE TN RN NI 1P Hudik

o UEEEMH

o TS HMELA LR

5.2.1 IiZ/MREIE VLAN Z0

RS N AT R AR E .

#*5-2 tIE/MIRETE VLAN 20

B®AE i
B IFHE NS VLAN 42 DA interface vlan-interface vlan-id
I 3 VLAN 1 undo interface vlan-interface vlan-id

T B RIS, EANS BTS2 J B A Y. vian-id ) VLAN. 1H VLAN1
BB I VLAN, ANERE,

5.2.2 AEIE VLAN #ZO 15 /MR 1P bk

AT DMEH LR a4 0 B VLAN 32 0455 1P bk, A nl BLSEBLNT PAK MRS
PHLHEAT Telnet. WAL FEETBE,

THAE VLAN 4 R R 2EAT R P RC

F+R5-3 HEIE VLAN #ZEO4E T /MR 1P Hbht

HR1E we
fic & P VLAN #210 IP kil ip address ip-address net-mask
MR BE VLAN #% 0 1P dhik undo ip address [ ip-address net-mask ]

BRATEmL R, P VLAN 3101 1P #ufil,
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5.2.3 AEIE VLAN #ZEOE THAFH

AT DU i iy K 2 A B VLAN 2 IR 74
THAE VLAN 45 R R 2EAT R U RC

R5-4 HEIE VLAN EOEEHRFRF

HBR1E e
JEFE VLAN $2 L H8 8 — /MR 7155 description string
PRALE R VLAN 42 H R RR 745 8 548 ik undo description

BATEOUT, BB VLAN 2 1R 745 5 ) “HUAWEIL Quidway Series,
Vlan-interfacel Interface” , Hr Vlan-interfacel 245 VLAN 2 1142 1
g o

5.2.4 ¥TH/XKAETE VLAN £0

MR VLAN 3RS M B i 2 5, v DU S i fay 247 I
P VLAN B0 I RAARE T VLAN 32 CERAERT, T m] LA T T dr 2
A VLAN #10,

IH/E VLAN £ R R AT FAIBLE -

3*R5-5 FIFFEXRFERE VLAN 0O

BRI ws
A VLAN £ shutdown
TP VLAN £ 11 undo shutdown

ity ZERE, FTITOCHE B VLAN 45 #0155 B VLAN LUK
W3 11 FRIFT I R ATIR S BEA 50 o

B il R, 24 VLAN #2006 VLAN R BT A BLR M5 IR 4 down
I, B EE VLAN 221128 down IR, RESGHPIRES : 244 B VLAN 42 F1 X6 Y. VLAN
AU BOR RS AL T up R3S, VLAN B AT up R,
BT FRIRAS
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5.2.5 BLE XM AFAXTLHY IP Hudit

AT DT A A 245 0144 5 WL 1P HuMEAG B, M A telnet 463
A, PTUAEAAE ] B4, dR Gty 1P ik, i AN A HE TR 4210
IP Hbdik

THER G P AT M AR E .

%5-6 BLEFHAFITRIAY IP Hbik

#BRAE we
Jic B SEALA A 1P Stk ip host hostname ip-address

I EHL AU R 1P bk undo ip host hostname [ ip-address ]

FEETEOL R, BTN S AL IP kR A

5.2.6 BCEFRASIGH
AL DL R A 0B 4 S it el T 090 2 06 28 B WL 77 1]
THTE RS E R BT R ABCE .

R5-7 BLEBTIKE

1R1E we

ip route-static ip-address { mask | mask-length } { null
Bn—4# A5l | null-interface-number | gateway-address } [ preference value |
[reject | blackhole ]

A en undo ip route-static ip-address { mask | mask-length } [ null
AR — S s o null-interface-number | gateway-address ] [ preference value ]

5.3 &% IP R RFAIER

FESE IR E S, EFTATRLE M T display 4l LU RICE R R4 1P
iAo, W A A B s BRAERC B I ECR .

#*w5-8 R4 IP RRFAIFIR

#BR1E

%
e

BE M EPFST R IP Hilk | display ip host

TEEH VLAN 10 1P A1 515 B display ip interface vlan-interface vlan-id

TEEH VLAN 2 55 B display interface vlan-interface [ vian_id ]
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ATl 5 H AL IPAE
#BR1E we
A M HRMEE R display ip routing-table
A MR E S display ip routing-table verbose
e ] f v display ip routing-table ip-address [ mask ]
e i [ longer-match ][ verbose ]
e 1 ; display ip routing-table ip_address1 maskl
AAHRAE H BRI F [ Py B ip_address2 mask2 [ verbose ]
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1.2 DUIR I TITIE B vttt ettt b et 1-1

1.2.1 FEN LI HER TR oottt ettt 1-2
1.2.2 FTFFIEPT LI EI T 1ottt 1-2
1.2.3 XF LU IR EIFEATHEIR Loooveieees ettt aenas 1-3
1.2.4 BB PRI T IR R oot 1-3
1.2.5 BEB LUK HEG TIIEZL oottt 1-3
IR & R N A B R 1-4
1.2.7 BEE LRI DI EEEE oo 1-4
1.2.8 BEE LIRS T3 REEAMBIEL oo 1-5
1.2.9 W EBUE I HOA Y IMACHEHE R 2L TA] .o, 1-5
1.2.20 BEE LUK I IBEEEZRTY oo 1-6
1.2. 11 2517 LA P A FIFE R VLAN L 1-7
1.2.12 BEE LUK TIERATVLAN ID .o eeeeeeeeee s sen s en e nenean e, 1-7
1.2.13 BEE I EVLANZEIEREFNE (oo, 1-8
1.2.14 BB LIRS FTERTHE I IIHE ©ooveeeee e 1-9
1.3 PLREG BRI oottt 1-9
1.4 DUK IS T EZED oottt ee ettt ettt ettt s s eseenanans 1-10
1.5 DU T oottt 1-11

g =) b T O 2-1
2.0 DL T ZRTATAY coeeeeee ettt bttt ettt a e s s s 2-1
2 ) G N 4 TR 2-1

P2y B A D N AR NS -1 8 U 2-1
2.3 LUK B IRATIIR ot 2-2
2.4 LIP3 I ZETR LS oottt aens 2-2
2.5 LUK IR B oottt 2-3

I b T RO 3-1
3.1 PUR R VBRI ettt ettt a s 3-1
3.2 DU VBB TIE T oovveeeeeeieeeee ettt bbb bbbttt 3-1

B2 L FEEBIIBIN T oottt bbbttt b et 3-1

B.2.2 T B EEIBIM L1 oottt 3-2
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Uity 11 1 DKM AL E

H1E PUKM g O EE

1.1 UKMimOENT

S2026 LUK RIAS ML 24 AN 52 1) 10/100Base-T LU R 1 K& 2 AN e
Hiluififti, 4% 10/100Base-T fibt, 100Base-FX Hififith, 100Base-FX
2R b K HE B AR,

S2008 LK MAZ #ALEEAL 8 4 10/100Base-T LIKM 11, S2016 LKA
#HLPE ML 16 /> 10/100Base-T DL K M ufi o S48 #H B $2 4L 2 A4

10/100Base-T AT LK H A 1 AN R fidudfifli, SCRF 100Base-FX Hifsi
FEHF1 100Base-FX £ itk

S2403H LI AT AL 3Lt 24 4> 10/100Base-T VLK /i 1,14 100Base-TX
FATRUKR MG 1 (3B 14> 100Base-TX EAT 3 A F M 1 4~ MDIX i [
1A MDI S, AR EER 1 AN TR M 1 AN R A, S
100Base-FX Z sl 100Base-FX Hfibib

S2000 Z 41 LA A $ATLSZ 5 (19 LA 9 i 1R R

e 10/100Base-T LI M 32 MDIMDI-X H &M, A LLTAEEXT
AT AR R, nT A oA 90 28 15 2% Bl i e 1A SRR R,
1 Bl P de A3 1 AR 7 2RI, TR TR A 3R 496 (1 T R A

o 100Base-FX 255/ HuASE Lh K 1o sify 11 1 38 2 S X T RE AN 75 P EAT G
B, %N 100Mbit/s, TAEEXN TR T,

JURH BAK P9 3t 11 PRI B SR A AR ), R T —i2 /4.

2 ERR:

S2008/S2016/S2403H VA K M AL H RAEE T v AB A, S2026 VA KM 3
B Y B AT F2 S2008/S2016/S2403H vA A M L4 ALEY il )

1.2 KM OBCE

DA 94 iy 11 T B 4 -

o HEALIKR G ALK
o FTIFRMILLKM M
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Uity 11 1 DKM AL E

o W LIOK MG IR T A

o BEE LUK XU T AR

o WHELLKMI g

o T LUK i 1) £ 5 R

o T E LUK i 1R LA

o WE LK L 37 KA L

o WEBUE I LXK MAC il 1) 22 44 it 1]
o EE LUK R B

o HEET LUK M A FE E VLAN
o WHELIKRMIEYE VLAN ID

o WCHG M VLAN i yERHE

o WCE LIRS FVER]E] i D fE

1.2.1 #HEAKXMim O E
BN DU W g D HEATRC &, B 2 e N DA 9 g 1A ] o
WAL ARG R BT S AL &

R1-1 FEANLUK WG O AL E

B we
N - interface { interface_type interface_num |
HENBLK I3 1 B interface_name }

1.2.2 $TH/KALKXMizmH

2 AR S O N RC B F 2 )5, rTRMEA BLR A 9T T om A48
A o VAN R A, n] A DA i & 56 P 1

TELE AR Wi PRI N HEAT R A

F1-2 FTF KA LUK Wik H

BRIE we
K AT CAK I ity 11 shutdown
FTIF LUK W 5 undo shutdown

BTN, O FT IR .
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1.2.3 34BUA Wi O kT4
A DAATH BAT Ay 2 3B i I RIR A5 R, BAX 2025 i 1 o
TEAE LUK M i AL EAT R AR

F1-3 FLUK MmO # TR

BRAE we
BE LK 9 o 44 R e description text
TR DA I sy 11 4138 4 undo description

BRAAREALE, i IR PR R OSSR
1.2.4 B UKMix AN TIKZS

4 75 B i 1 A0 R0 a1 [ I m] AR Sl €, g LUK S 11 ¢ Bl 4T
JE ks A B ] I 221 R A et et e A I, ) DURg i 1 ¢
FONER w2 B 0 B O ARSI, i R0 TAR S A s 14 AT
Xt S g 11 9 B0 IR A

TEAE LUK R I RE &R 3EAT T 1 C

F1-4 RBLUAMEORTIRE

BRAE we
BB LU 9 5 1 R TARAS duplex { auto | full | half }

PR LK 3 X TARZ NS4 {E | undo duplex

LTI L, 10/100Base-T LUt 37 5400 T 2 Tk [ P iifi et
Al DL T B R . 100Base-FX 255 B LK M i 1 R 4 W B 4
KA, AR P TR E

BB TR, SO TRASN auto CABPRED RA,
1.2.5 & B AKX MiH OERE

AT LA EATR i &6 LUK 9 i 1) PR A EAT BB, 2 U i R P
R, i 11 AR T4 e AR g TR S g 11 XU ) 1) B R 170 2 o

AR LUK R LI R 3EAT 41
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i 11 51 DUK K
F<1-5 WEUKMim ORE
#B1E we
PENER Y WNCE NS speed {10 | 100 | auto }
it VYN Piufiipre: speed {10 | 100 | 1000 | auto }
P SZ LK ) g 1 PRS2 Ay A (i undo speed

TR L, 10/100Base-T LUK 132 FF 10Mbit/s. 100Mbit/s =k H 3
P TA/EER, AT DA 7 B L . 100Base-FX 22/ Bt LUK ) st 1111
TAEHZ I R E A 100Mbit/s 3%, ARV P g TR E

BRI, LUK L4 T auto CHERRD IRE.

1.2.6 &E AKX MR O M8

DA A i 11 PR R AP A T R e B AT SR e, ] LA T i 0 99 2 A k47
B
AR LUK R LI R 3EAT T G

F1-6 & ELIKMin A ML

BRIE we
T DA P i [ T 1 ) 4 [ 2 1Y mdi { across | auto | normal }

PRAZ LUK 43 1 P LRI 845 /6 | undo mdi

TR RN, %% E H 6 10/100Base-T i 1164 %4 .

BAATEOUT, ui N RAL, auto CHUID Y, BURZRTLL A 2R b
BT I 1) R R A

1.2.7 B KX Min iR ET 5

A S A S AL M LERTT IS T RIS )E, W R A A LA AT 2
R 1 X i AT B ACIE T SR T RN i A A LT I b AR ST s TR S AL
BAUAERNCRIZ I S5 K8 W 1 A AR RS SRR . AT e 1
WICFE RGO R A T DA DA iy 6 LUK W9 3 15 785 T A2 2
REHEAT AL

TEAE LUK M AL N EA T R AR &
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F1-7 WELIKMiE QR E =4

BRI we
T DA W 3 1 Fy o o 42 ol flow-control
K AT A I sty 11 PR 97 o1 undo flow-control

SR OL R, S U R R O SR AR

1.2.8 WEKMin O #EXFAIH L

AU T BLI ) i 4 R 1 B Se VR I R 3k R RN, ) R
HH P BECERE, RGN FRRAEZ AR, )RR U )
BRARRN A BV L AT A b R, e a2, RUE R Z5lk
SRR . D Ha KR R 2l B2 1 0 EEAE N 24, o) i
By RoR SRV )RR 2 o 100 I, RS AN Z b
1) 5 KA

TEAE LUK R L &R 3EAT T 1 C

F1-8 WE UKW A T B RIS L

RME we
BB DA Y 1) 4 AR EE 4 broadcast-suppression pct

P SE CAK IR g 11 FRT T 47 DA A0 B 451 4 k48 {E undo broadcast-suppression

BRAANEOLT, SVFELL )RR 100%,  BIANK T R AT

1.2.9 & B HiEism O3 A MAC Hthlik R ey LB E

X LB o A R T T K2 2] MAC HLhE S UK W9 3 1o 78 LUK
i 1 A8 4 mac-address max-mac-count ¥E 1 I RENS 2 > ik
HuHEEC LS, 2% 2] B0 MAC Hluhk S 0K R Y. 1) o e ok, thinie & 1
IROREE I MNE R 5, Wk 1 B 525220 54> MAC #idit, I HiX 54> MAC
IR AN S Ve B, i AN T2 ) SoAh ) MAC Mk WS MAC
i hako6f B R ML TR AS 0, e A9R o i 1 B R —A> MAC il 32351, M
I3 % MAC HitiE7EIX 5 4~ MAC Hihik DAAM EHUKEANGE B i o] DL i
TE BT i 0 Y. ) MAC Hitik 2 (1 2 A1), AT IS ) AS B 19X ) S ALK R
MAC il R4k, A AR AL EL B .

ARG P AT AN E .

1-5




Quidway S2000 RFI LKA HHL HAEF M
Uity 11 1 DKM AL E

F1-9 & EHEROXT AR MAC bk 3R A9 (L A8

181E Be
BLF B2 0 LX) MAC S22 19 lock-port mac-aging { age-time | no-age }
EALI i)
WS BRI LI MAC HLAER ) undo lock-port mac-aging
A 8] BE

ZH no-age £/RAK MAC Hiht 2 I53E4 724k
B DL, BT b RN MAC Hulk 2 (2RI TR D 1 /N

1.2.10 &8 AKX MmO By aEeg LR

DL W i 1A =P 257 . Access. Hybrid £1 Trunk. Access &7 1 [
HEEET 14 VLAN, — B8 AU s Trunk 2888 AT LS
FZA VLAN, A LUICRIE 3% 2 A VLAN [ SC, — B T A8 b L2 Ta) i %
(3 11 s Hybrid 2828 (135 0] LLE T2~ VLAN, 1] UEIRCRIT R 1% 2 4~ VLAN
PR, ATCAH ALz &z, nT DUH &8 7 -5 L. Hybrid
it 1A Trunk 3 E1 A9 AR [R) 2 4078 T Hybrid S 1A LA f ¥ 24 VLAN IR SR
IERANFTRRZE, 10 Trunk i 1 SSVFERE VLAN R SCRIER AT FRZE o

TEAE LUK R L IR 3EAT T 1

F1-10 RE LK Wm0 B HERE LR

B1E we
B E i 1o Access i port link-type access
W 1k Hybrid i port link-type hybrid
T 3 1R Trunk i 1 port link-type trunk
Wi 2 3 1 () BE S S B AR 1K) Access i undo port link-type

SRRty ] DU AEE— B ORI AZ#eL L, H Trunk i F AT Hybrid i
2 [ANBE e, BBV Access i I, FEUEE oAl 0, )
e Trunk i HANRE B BB Hybrid I H, RSB Access i,
o Hybrid 35 H

AL, IOk Access i I o
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1.2.11 B ETLAK MmO ZE$EE VLAN

ATC B AT A4 1 1 LUK R g I 245 52 19 VLAN H . Access i I H BEIIA
F] 1~ VLAN w1, Hybrid % 81 Trunk i H ] BUIDA$] 2 4> VLAN H,

TEAE LUK R I RE &R 3EAT T 21

F1-11 BYHETLLK MmO MMAE$EE VLAN

#B1E we
12477 Access it 1IN AF 45 € VLAN port access vlan vlan_id
Jr Sl e P A 2 port hybrid vlan vlan_id_list { tagged |
24107 Hybrid 3% H i 245 € VLAN untagged )
T Trunk 32 1145 5 VLAN plcl)r}t trunk permit vlan { vlan_id_list |
al
12417 Access it I MR E VLAN JIHER undo port access vlan
47 Hybrid 3 AR 2 VLAN IR undo port hybrid vlan vlan_id_list

undo port trunk permit vlan

T Trunk 55 10 AR E VLAN A B {vian_id_list | all }

TEE R AL Access Hi I VLAN 220 O 24748 F HORAE S VLAN 1;
Hybrid % FUIA VLAN D24 A7F7E; Trunk i EIIA) VLAN ANEE &
VLAN 1.

PAT TABCE, 457 LUK Wi gk o] LU 48 2 VLAN 4R 3. Hybrid i -
F1 Trunk i AT LUIIAZ]Z A VLAN 1, TSI ARAZ #e LB VLAN 5%
S AS ML AR VLAN (T8 . Hybrid S 4 w] DL E RS VLAN [958 3037
AR, WREEANFTRRSE, NSZBINRE VLAN $SCHAT AR AL B RE ST R 3
fillo

1.2.12 &ELIKMim O 4 VLAN ID

Access Ui [ 1HE T 14~ VLAN, FrLlE sty VLAN e e e R VLAN,
ANFH s Hybrid S R Trunk s U T2 > VLAN, BT DLAG 283 B 64 VLAN
ID. W BEE T U 1 EAE VLAN ID, i B EIANH VLAN Tag 14k 3¢
Jeis PR R S R B T4 VLAN [ 15 2405 R 2545 VLAN Tag 11
CHE, W ERZIR S VLAN ID S ELE G VLAN ID AT, U R Gk 2 da
3T VLAN Tag, 2RJ5FFRIEZIR

AR DK Wi KL IR 3BT T G
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+1-12 & E KM im Q54 VLAN ID

BRAE we
W Hybrid %5 D84 VLAN 1D port hybrid pvid vlan vian_id
B Trunk 3w D E4E VLAN ID port trunk pvid vlan vlan_id

P Hybrid i 11954 VLAN ID i | undo port hybrid pvid

P Trunk i K54 VLAN ID A#4{E  | undo port trunk pvid

R SENNINpE

e Trunk ¥ I ABEFN isolate-user-vlan [ I it & ; Hybrid i £ @] LA
isolate-user-vlan [q] i fc & . {H 4 K54 VLAN JE7E isolate-user-vian 1
FEAL T WK VLAN, WA VB Sk VLAN 1D, AT 7EAR BRG] S
A HedATIE L

e /K Hybrid i 3% Trunk i 1 FEAE VLAN 1D FHAHE R0 5 A2 LI
Hybrid i [T 5% Trunk 5t 1545 VLAN ID 22080, 5 WSO AN RE IE
Tttt .

Bl R, Hybrid S EAT Trunk 56 645 VLAN & VLAN 1, Access i
HP)848 VLAN & A5 B & T 1 VLAN,

1.2.13 g Hix O/ VLAN T iESE %

TP S ) VLAN L DIRE S, 1% B4 VLAN Tag RS, 4
HIKriZ VLAN 215 m] DU 0 FOE R, ASREIE I WL g . 10224 5% A i 1
I VLAN REUE DD RE i, 24 i%m HECR)H AT VLAN Tag 1R SO, 2 #Ili% VLAN
R DR B IS T, DR CE IS I, WK
SCRT LA R B Ttk VLAN (i o 5000, Kol 57

AR LUK R LI R 3EAT T G

%1-13 & Eis O VLAN B9 BTN

BRIE we
M3 O VLAN Kt g i g port vlan filter disable
AT 1 VLAN 3 a8 Th e R 88 T R ES undo port vlan filter disable

Bt UUR, B VLAN [t yEshgE 2 FF a1 .
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1.2.14 &5 LUK Mim O ERE] 50 Th g8

A FH DA AR IC A 55 0 LA S 10 A [ S 00 0 9 O I M g 10 A/ P A
(] 5 20 PRI ] P R S B S0 % A i 2 15 e A B PR el o S R R B K
IRERIE], AT 28 %0 AL T 52 4% TARIRES

THAEAT ML R HEAT R AUBC .

F1-14 W ELIK M IR E Y T sg

BI1E we
S VBRI 2 A R GE VLl R _
ig;g;gbg) e CRABLIELL loopback-detection enable
R PR B VAR I Dy e (R0 B L .
ig%g%g) e CRABLIELL undo loopback-detection enable

TFJ Trunk H1 Hybrid 3 H FR[A] W 052 42

o N . TN loopback-detection control enable
Hife (R SR R CTRLED P

KM Trunk 1 Hybrid Sy I EA [m] ] 52 4%

o N . TN undo loopback-detection control enable
YR (R SR R CTRLED P

T2 I I 00 ity 1) A/ AR [ 47 20 4 B (1) o . .
N . loopback-detection interval-time time
kG (CREHLED P

WAL N 3 1 9 ARSI LAY I 7] undo loopback-detection interval-time
(BB AEREE (REAED

Wi Z2 g%t Trunk A1 Hybrid St 11 BT A
) VLAN HEATER[E WS (LA M 40 | loopback-detection per-vlan enable
KD

HC AR G LU 1B VLAN JEAT 36

B LA T3 TR D undo loopback-detection per-vlan enable

BRAAREOLR, i VIR A0 D RE AL T FF RS, e B 0 e B 1 (R B kg 30 FP
Trunk A1 Hybrid ¥ 1 _EIR[E] 2 #2 I REAL T FF IR A& REu% Trunk Fi
Hybrid i I _E BT 1 VLAN BEA7ER A0

1.3 KIKMim A <FHiE

PETE R RCE 5, AETARLE N AT display il B /R e S BLK R S
AT O, B F B s R IERC & I ROR .

PR R, 30T reset fir4 Al LU BR DUK MG LSR5 S o
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FELLK Wi LA R, ST loopback #ir 2B AT FRBEIR, AT LU 56 A M S
FURAS IR AR, Bemy, S PO AN BEIE M AL A 8 00, AEPRAT — s I T J 24

[EHUE A SR A

F1-15 LIKMim O 2 RFEE

#HR1E

AN
AN <

B DA I iy AT A ] 0k

loopback { external | internal }

7R FR TR R

display interface { interface_type |
interface_type interface_num |
interface_name }

7R Hybrid % 8% Trunk i 11

display port { hybrid | trunk }

SR E Ui 16 I ) MAC Hiht 26 (0 3%
A

display lock-port-mac-aging-time

S 1A [ 0 ) BE PR T I i 0

display loopback-detection

PO R R )

reset counters interface [ interface_type |
interface_type interface_num |
interface_name |

7 BT R

o WRNFOHAT T shutdown 4 J5 WIARENETT loopback H[HIMINA; 7E
HEAT IR0 I 28 S8 % 28 1 A8 i 1 - 3E4T speed, duplex, mdi,
shutdown #4F; L8k DARSCREFRRIER, 7R Lt 11 _E 3T 2R [RI

W RS R,

. 2 802.1X M REST, i 5 EANRER TG B o

1.4 LLKMim OB & 2415

1. A EK

DA MAZ el Switch A 5555t A2 4L Switch B {4 Trunk %t -1 Ethernet0/18
FHIE , A1Ks % Trunk I G E $445 1) VLAN ID, KilE port trunk pvid vian
A WA . port trunk pvid vian [ 3L 8 H & BB B bR s,
% Trunk i R R SCARAT 845 VLAN ID FRAFT VLAN.

1-10




Quidway S2000 RFI LKA HHL HAEF M
Uity 11 1 DKM AL E

2. A [E

= S
= =

Switch A Switch B

E1-1 BLE Trunk im0 BIERE VLAN ID RHBIE

B EHELRER

AR HBIH T Switch A IECE, Switch B W AESSALRI L E :

# Ut Ethernet0/18 LI M sty ITHLIA

[Quidway] interface ethernet0/18

# JC'E i 1 Ethernet0/18 & Trunk %11, JfR2¥F 2. 6 3 50, 100 %5 VLAN
[Quidway-Ethernet0/18] port link-type trunk

[Quidway-Ethernet0/18] port trunk permit vlan 2 6 to 50 100

# A4 VLAN 100,

[Quidway] vlan 100

# IiC B3 1 Ethernet0/18 (#1645 VLAN ID 2 100,

[Quidway-Ethernet0/18] port trunk pvid vlan 100

1.5 KAKMimHHFsE

WIS BCE LS VLAN ID A8,

RS AT DA A R D BREAT .

e il display interface 5 display port iy 47 % H & 75 4 Trunk
I 1 B¢ Hybrid S e A AN, R S5 FORC & R Trunk S 11187 Hybrid
Uity 1 o

o FAHFMLESE VLAN ID,
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Uity 11 2T LIORM g HVC SRR E

H2E DIAM g VCREE

2.1 VAKMimO;C BB E Y
i VRSB 2 N O RS R 1 DI ERA, PASEHL A Ay 46 25 1%
G Ao, RN ERAE T 5 E R T AR .

—£& S2000 AN LUKMIAHALH BT 1 MERA, 1 MERAHRZ LA 4
AN o AN, S2026 LUK M AZ FAL TN AT PR A 1 AN R 4
ZH N R 115 A A, EL RS e ) TR R K

FE—Nuty VR AL, i S e NEOAE R 2o 1, AR AR Ay i b . )
ANV SR Fp R B g TP B R S AR g e 1 P R R R AR R B, B R
i 4 Trunk 3% 51, DR G338 00900 Trunk 35 00 400 5 36 A BE R 2R A 5k
Access ¥iij [, ) o i 4% 4 2 7 AR o Access i H o

2.2 LIXMimg O CEEER
DL 9 i 11 2R I B 4
o B2 LU S Ok Y SR v

2.2.1 B—HUKMix D& EACERO
T B AT 45 FH R v T ) 5 LA ) P9 2 o 11
IBTE RGN N AT FAIECE

F2-1 EUXMHOCE

1BRIE we

link-aggregation interface_namel to interface_name2

ML By I ER
BETE LUK R 1 {both |ingress }

I LA OK I 9 28 iy undo link-aggregation { master_interface_name | all }

T TR R IE, BTV R LUK M b 420 4 10M_FULL (10Mbit/s 3%,
AXTAER) 5% 100M_FULL (100Mbit/s i3, XU THRE) , 75 JGH:sE
EE/IMIE -
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2.3 AKX Mim 008 B RFAiER

FESE N LR ECE T, 7EFT A LR $AT display 4wl B Rl B e DA R S
MR s AT oL, B B B BRI R E I RCR .

%22 RRCRIROMER

BRAE we
BRI R O s B display link-aggregation [ master_interface_name ]

2.4 VAKX MimOCRECE 2501

1. A EK

ARG UE s RS o 2, e 2 AN R G, DUSEEU /A
BR8P 0 g 1 R EAT 2048 o o 1 2R IR SR Y &K 2 A Trunk i 128
HE—E, A Trunk 5 L AR VF2 A VLAN 8IS, Trunk s E SRR,
T B I AR A o AT 2 4H

LR AZ L Switch A H 3 A H 2B A8 A LUK I AZ #e AL Switch B, Switch A
14 N i 124 EthernetO/1~Ethernet0/3.

2. HM[E
Switch B
S
Link aggregation\,%
S S
Switch A Switch C

E2-1 B &R E K MimORGE

IEBMELSE

|

LR H I H T Switch A fBCE, Switch B _ENAEA N IRCE, 15 A 68526
HRL:

# $ LUK M I Ethernet0/1 £ Ethernet0/3 47—
[Quidway] link-aggregation ethernet0/1 to ethernet0/3 both

# SR I R A R
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[Quidway] display link-aggregation ethernet0/1

Master port: Ethernet0/1
Other sub-ports:
Ethernet0/2
Ethernet0/3
Mode: both

2.5 LAKMim OCRECEH S
OB RC L BT, BURL AR A

R -

o REEAMEL LE AN TR, W0,

o B B s A T A AR TR AL, IS W b
AR I I SR R S 1) PR 3 A5 A ) EL A 4 U TR, o, WA —2b
. o AR AL P R SR H R TSR T 40

BRSRIERA 13 T G i V2R
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hips B3 LUK LR E

HIE UAMmDFEEIE

3.1 IKMim OR&E T

S2000 Z 41 LUK MAS LB AL IE T3 I (I BE A5 Dh R, BRI mDKEdE ) 1 k%
AN RS E R B I e D, H TR AT AR . Bl an . mT DK
Ethernet0/1 ¥ 1 b [ # SC & %) 21 #5 & I #5 11 Ethernet0/2, i I #5 1

Ethernet0/2 3% )W o3 AT ASCGIAT M A 5%

3.2 UXMinOR&GEHE

LA A i 1 45 450 P A 4

o MEBG NI

o MEMBIHBINI

o PCEBER LR 15

3.2.1 BEEE&GIRO
i A FH R B AT Bl L LV 10 B 10 1
THE RSB R BT R AR E

#3-1 EEERGimO

1BR1E we

He LUK P B 45 3 1

| interface_name }

monitor-port { interface_type interface_num

undo monitor-port { interface_type
interface_num | interface_name }

TR LAA 14 45 5 g 1)

(E SEW=N:UPY

o IERAMEGHG N, MERB BRI ARERN . IR, EAFERE

B I, IR AR 5 AN RE K -
o FEMBIBI L ANRE L H g

o HBMBIBR OBIEJE, SR IS 4 B BNG, Wb 1T

A
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i RGN AR

3.2.2 BEEHESKImO
122 RV B A b L 11 B A5 4k 45 i 1 o
THERGE T AT FHINE .

%3-2 IEEWERKO

BRIE we
port mirror { interface_type interface_ num |
TC 5 DA W B A5 o 1 interface_name } [ to { interface_type

interface_ num | interface_name } ]

undo port mirror { interface_type interface_
TR LA P9 4 55 45 ity 11 num | interface_name } [ to { interface_type
interface_ num | interface_name } ]

i R RS, FEBRAA BB G I, O E BT R s AR, R
FEAFAER BT B N, I BR BT AR s L ANRE IR -

3.2.3 BLEEKin OMEESKEO

1212 R B A AL B A% s R B 5 s 11 o PUATRURAE R 3.2.2 1 &
3.2.3 M L&mA.

THERGAIE P AT MAIBCE .

#3-3 BEERKimOMFERHED

BRIE we
port mirror interface_listl observing-port
C 2 DA OK 194 B 5 i 11 00 % 5 iy {interface_type interface_ num |

interface_name }

undo port mirror interface_listl
TR LA W4 5 5 iy 1) R B 5 oy 1) observing-port { interface_type interface_
num | interface_name }

3.3 KUK Mim 055 & 2R iEiR

TETE R RCE 5, AR RLE N AT display i ] B /R e S BLK R S
MR s AT 0L, T B B BRI R B AR .
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Uity 11

5 3w UK - B

#3-4 BRUUKAMRGIHOIRE

#HR1E

=l
2

R LUK B 50 11 B

display mirror
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B LB VLANEDE ..ottt 1-1
1L VLANTTIIE oottt ettt ettt s sttt n ettt et en et s s s 1-1

1.2 VLANTIL B oot e et s et n st s s e s s e s st en s et en e e e s e s et ns s e asnsnsanenees 1-1
1.2.1 FFRRHIBEAVLANEETE oo 1-1

1.2.2 BUZEMHBRVLAN ...coiititiecceeeeee ettt b e sens 1-2

1.2.3 FJVLANFEIE LR PHIT T 1ottt sn s 1-2

1.2.4 VAN I H IR TR ettt 1-3

1.3 VLANEZRATTIR . oveveeceeseeee ettt st 1-3

1.4 VLANSETEI T T ZE ..ottt ettt ettt ettt a s 1-3
= o P (R U LT =Y V] - ] k= AR 2-1
A R Eto LU LT Y] =1 0 111 TR 2-1
2.2.1S01atE-USEI-VIANTIE L ... .oeeeiriee ettt ettt ettt e et e e et e e e te e e etae e eteeeeaeeeenbeeesaaeeeneeans 2-1
2.2.1 P EISOlAtE-USEI-VIAN........oeiiceiee ettt ettt ettt et e etae e st eeeneeas 2-1

2.2.2 TEE SECONAANY VLAN ....ooiiiiiiite ettt sttt sttt saestaeaesre s sae s 2-2

2.2.3 it Hisolate-user-vlanfliSecondary VLANIA] BT 5 B .ovevvieeecccee e, 2-2

2.3 isolate-user-vIan R FIUHTIL ..o 2-3

2.4 isolate-user-vian ML E S ........ouoieeecece ettt 2-3
BB E GARPIGVRPELE ..ottt 3-1
TN 2Ll TR 31
3.1 L GARPHIUEIIN coveeeeeieeeete ettt ettt 3-1

3.1.2 BB GARPIEMTZE B E oo 3-2

3.1.3 GARPEIRFIHTL 1.ttt 3-3

B.2 GVRPIIL ..ottt ettt en et 33
3.2.1 GVRPHIULIAT covcveveveieieeeecete ettt 33

3.2.2 BJATFSAITEIIGVRP ..ottt 3-4

B.2.3 LI TFAFEFIGVRP .o n e 3-4

3.2 4 LB GVRPIEMZET Lo 3-5

3.2.5 GVRPEETRHITHIR coocvveeceeeieeeeeeeeee e st en e senenens 35

3.2.6 GVRPILIIFLE LS ..ottt 3-6
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VLAN % 1% VLAN it &

¥1=E VLANBREE

1.1 VLAN fE4v

VLAN (Virtual Local Area Network) , &3 31 ey 35 I P (1) 14 4% 32 e 2
A B R 43 1 — A W BN T SE B L AR R . IEEE T 1999
SEMUAE T H CAAR#EAL VLAN SR 261 |IEEE 802.1Q HhishnifE HiZE .

VLAN H2 A Fe 1 W 4855 BE 0K — N EE G LAN 2245 k1) 43 AN A 0 ) 3 s
FREESL LAN, BI VLAN) , %> VLAN #0405 2045 A0 R 35 K i S,
H T VLAN 22 A 2 stk 7y, prCAE—> VLAN N 25 AL
TEBMBCE AR [ — AN B () B, RIS A — e @ TR — 5 LAN
W B

VLAN [FAEFALET VLAN I 35 A 8k AN 2 e e 31 e VLAN
I B T B 25 . Il D e s . TRidb I 7 B, $t % 22 4k,

1.2 VLAN Bc &

X VLAN TR E R, & 5TV ARYE 75 sk Al VLAN.
VLAN Jict & 40,45«

o JHAKBK VLAN Fifk
o OUE/MIER VLAN

e i VLAN F5& LUK i 1
e iy VLAN fi5E Hiik 54

1.2.1 FR/KHAEZ VLAN ¥4

AN VLAN FEPERE OG5, A8 H A UAE R SO RS 8t 1 sk Hh R AN P A
VLAN Fric, MIMA LT VLAN 51 5%E 2 hRE .
AT LA R 2 R I R 195 A1 % VLAN HRPE

TR AT N AR

1-1



Quidway S2000 Z 51 LK AZ Al 44 Tt
VLAN 1% VLAN fil &

>

F1-1 F/B/EA VLAN 514

BRAE we
JFJa/5% VLAN F5i vlan { enable | disable }

BT, TFRA I VLAN B

1.2.2 €IEZ/MkR VLAN

A LAAE T A Ak A0 2R VLAN. 6% VLAN B, a15i% VLAN C.fF
16, WIEEEENZ VLAN PLE; 1% VLAN ANFEAE, S B 445 1 4G
A% VLAN, #RJ5HEA VLAN #LH .

THER G N AT FAIRCE .

F1-2 I/ VLAN

#BR1E we

Bl VLAN Jf3E N VLAN 41K vlan vlan_id

MR C A2 VLAN undo vlan {vlan_id [to vlan_id ]| all }
TR E NS, B4 VLAN B VLAN 1 ASBERINIRS .

1.2.3 /3 VLAN 5 E A K MmO
Al PMEH R T 4 9 VLAN Fi 2 LK b
T E VLAN FLE N 3EAT R Y1 E
#1-3 A VLANIEEHA
HR1E we
SFEE I VLAN B0 LK k4 55 11 port interface_list

MHBRFE 1 VLAN {526 UK T | undo port interface._list

B TEOLT, RGO ITA I DI E]— A EE ) VLAN H1, % VLAN 1] ID
1.

BLERMSE, Trunk A1 Hybrid i 11 e I LUK M o DAL R 1) port A
undo port @4 VLAN i\ VLAN SR, 1 AS Bk A< iy 4 St
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VLAN

>

£ 1% VLAN fit &

1.2.4 /3 VLAN IEEHRFER

A LA I T i K A5 52 VLAN 3 74 o
T 7E VLAN L R 347 Mo BC &

F1-4 1 VLAN $EEHIRF R

BR1E we
i VLAN #5858 — /Ml 745 5 description string
PE VLAN IR 7 R/F 8 b g ik undo description

B 0LE, VLAN S5 745 5 1% VLAN [f) VLAN ID, #lt1 “VLAN
0001” .

1.3 VLAN ERFARE

FESEN ERICE )5, EFTHEMIE N AT display fir& LB RECE N VLAN
st o, W &E B fs R IERC & I ECR .

#1-5 VLAN B2 RF1ER

BR1E we
s VLAN F 135 B display vlan [vlan_id | all | static | dynamic ]

1.4 VLAN B8 B 245

1. A EK

A VLAN2. VLAN3, e & ¥ 1 Ethernet0/1 Fil Ethernet0/2 i 2 3]
VLAN2 77, ¥ 1 Ethernet0/3 11 Ethernet0/4 112 %] VLAN3 1,
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VLAN

¥ 1% VLANE

2. A [E

Swi

itch

=

E0/1 E0/2

VLAN2 C—-'—'

E0/3

E0/4

> 53

El1-1 VLAN Bt &5 &

3.EESE
# G VLAN2 i N ALK

[Quidway] vlan 2

VLAN3

# 1) VLAN2 $ i A\ 1 Ethernet0/1 11 Ethernet0/2.

[Quidway-vlan2] port ethernet0/1 ethernet0/2

# 05 VLAN3 JEE N ALK,

[Quidway-vlan2] vlan 3

# [ VLAN3 Fhn A\ i [ Ethernet0/3 F11 Ethernet0/4.

[Quidway-vlan3] port ethernet0/3 ethernet0/4
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VLAN % 2 ¥ isolate-user-vlan it &

HWOE jsolate-user-vlan BC B

2.1 isolate-user-vlan &4t

isolate-user-vlan &4 2w RAVAZHALIK —ANRePE, 18 e n] 5230 2%
B VLAN #5154 . isolate-user-vian K] )2 VLAN 451, #— G35 #HAl
I % ¥ isolate-user-vlan F1 Secondary VLAN # 2% VLAN . —
isolate-user-vlan f1Z 4> Secondary VLAN X}, isolate-user-vlan & Jxf
N[4S Secondary VLAN A& s IURT EAT 3G 11, SRR B2 AT Bl ok
Ui, HZRA N 232 B L 1) isolate-user-vian, fjAs 24550 isolate-user-vian
421 Secondary VLAN, fijfk 7ML E, 154 T VLAN %k, [E,
F P AT LR H isolate-user-vian SEEL )2 R SCHIRG 25, BIEAEEASH P40 —A
Secondary VLAN, %> Secondary VLAN H HALE 1% 7 s s O AT
Uiy 15 WA B ST P 2 i) RS L, R I B (1) g 1
¥IAF—/> Secondary VLAN HE[IT] ,

2.2 isolate-user-vlan Bt &

isolate-user-vlan fic & .45

. fic & isolate-user-vlan
e # Secondary VLAN
. fic & isolate-user-vlan 1 Secondary VLAN [a] L8 ¢ &R

DL FATSS B 3k, — H 3 H isolate-user-vlan gt 45 fic & .

2.2.1 B2& isolate-user-vlan
Al DUAE R T Ay Ao — AN WL B &t — > isolate-user-vlan, Jf H. [ It
isolate-user-vlan 18 i 1.

HE ARG TR VLAN FIRCE, 7F VLAN AL b7 s VLAN 2%
1% isolate-user-vlan X %51% VLAN ¥ 01 I B E .
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VLAN % 2 ¥ isolate-user-vlan it &

#%2-1 B & isolate-user-vlan

R1E ws
@17z VLAN vlan vlan-id
BEE VLAN 25705 isolate-user-vlan isolate-user-vlan enable

HU/H VLAN 4 isolate-user-vlan ffJ 1% & | undo isolate-user-vlan enable

i) isolate-user-vlan S i port interface-list

RN
AP

— EAWMLAT LLAT 2 isolate-user-vlan, ] LU %EA isolate-user-vlan $5 &
Z AN . isolate-user-vlan ANAEFT Trunk s I []I ACE, B0 S As #epl -
‘B T isolate-user-vlan, FiAGERCE Trunk 3 s QiR ECE T Trunk o1, &t
ANEEMLE isolate-user-vlan. UtAb, AT DA INE] T isolate-user-vian
.

2.2.2 ELE Secondary VLAN

Al U R i 4ok 628 Secondary VLAN, Jf:24 Secondary VLAN &
i

RS N AT R AR E .

#%2-2 Bt E Secondary VLAN

BRAE we
f1J% Secondary VLAN vlan vian-id
il Secondary VLAN H78 0 11 port interface-list

AT L4 Secondary VLAN HsinZ A (E FATHRED
2.2.3 BL& isolate-user-vlan #0 Secondary VLAN [8] BYRR & %

A DM R T ) i 4 K 257 isolate-user-vian fil Secondary VLAN 22 ] [ 5
KR

THERGAIE N AT MAIBCE .
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VLAN

¥ 2 ¥ jsolate-user-vlan it &

%<2-3 BL & isolate-user-vlan #1 Secondary VLAN [8] BYRBR&F % &

1R we

isolate-user-vlan isolate-user-vlan_num
secondary secondary_vlan_numlist [ to
secondary_vlan_numlist ]

Jid & isolate-user-vlan F
Secondary VLAN [f] {5 5% 5

undo isolate-user-vlan isolate-user-vlan_num
[ secondary secondary_vlan_numlist [to
secondary_vlan_numlist ]

OB E isolate-user-vian Fil
Secondary VLAN [f] {5 56 2

TEEE NS, PUTZA AT, isolate-user-vlan 1 Secondary VLAN 1.
MO T 5 . g 2 1] LA —~) isolate-user-vlan H1 15} 30 4~ Secondary
VLAN.

ST R G, 1) isolate-user-vian A1 Secondary VLAN A3 i A H B i 11
PLA IR VLAN [#eEY: RGi2E5 . WA LEMRR T WU O R G4 ] LLBAT .

undo isolate-user-vlan i 4 W H® A if = #  secondary
secondary_vlan_numlist [ 1% , 5t fi# Bx T f5 Secondary VLAN Fl 45 &
isolate-user-vlan [ B O & s an FF A 1% 2 B0 O AR B 2 B8R B N
Secondary VLAN F1455E isolate-user-vlan (KL ¢ 5 .

2.3 isolate-user-vlan & 7=FAE13

e LR E 5, A ME FHAT display #r 4 A LLERAL B G
isolate-user-vlan a4 15, HIdEFE B SRR S IR0

%2-4 isolate-user-vlan B2~ 5Fi

1RIE we

display isolate-user-vlan

=t _ - ; .
.7 isolate-user-vlan Fll Secondary VLAN f i 5¢ 5 [ isolate-user-vian_num |

2.4 isolate-user-vlian B E! g & %45

1. tAMEK

Switch A & #eHl F 4% Switch B, Switch C 28 #Hl. Switch B _L:ff] VLANS Jy
isolate-user-vlan, 4% 473451 Ethernetl/1 F1# 4> Secondary VLAN:

VLAN2 I VLAN3, VLAN3 {1 ¥ 1 Ethernet0/1, VLAN2 41 & ¥ I
Ethernet0/2; Switch C 1] VLANG6 >4 isolate-user-vlan, £l & 47 I
Ethernet1/1 1P~ Secondary VLAN: VLAN3 A1 VLAN4, VLAN3 {5 %
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VLAN % 2 ¥ isolate-user-vlan it &

Ethernet0/3, VLANA4 {12 1 EthernetO/4. M Switch A &, F3:#) Switch
B. Switch C # X4 — VLAN: VLAN5 # VLAN6.

2. A [E

Switch A
=

& 2-1 isolate-user-vian ft &8 M

B EHELER

NI A Switch B #1 Switch C [T E S R
fi & Switch B:

# I & isolate-user-vlan.

[Quidway] vlan 5

[Quidway-vlan5] isolate-user-vlan enable
[Quidway-vlan5] port ethernetl/1

# L& Secondary VLAN,

[Quidway-vlan5] vlan 3

[Quidway-vlan3] port ethernet0/1
[Quidway-vlan3] vlan 2

[Quidway-vlan2] port ethernet0/2

# L isolate-user-vlan 11 Secondary VLAN [f] ({56 5
[Quidway-vlan2] quit

[Quidway] isolate-user-vlan 5 secondary 2 to 3

It & Switch C:
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VLAN % 2 ¥ isolate-user-vlan it &

# L & isolate-user-vian.

[Quidway] vlan 6

[Quidway-vlan6] isolate-user-vlan enable
[Quidway-vlan6] port ethernetl/1

# il & Secondary VLAN.
[Quidway-vlan6] vlan 3

[Quidway-vlan3] port ethernet0/3
[Quidway-vlan3] vlan 4

[Quidway-vlan4] port ethernet0/4

# fic & isolate-user-vlan F1 Secondary VLAN [a] {5 55 & .
[Quidway-vlan4] quit

[Quidway] isolate-user-vlan 6 secondary 3 to 4
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VLAN

¥ 3% GARP/GVRP fii &

%32 GARP/GVRPECE

3.1 GARP L&

3.1.1 GARP ¥4y

GARP (Generic Attribute Registration Protocol) S — i 1 19 e v W i,
PSR AL T — L T B[R] — AN A e 9 Y A S i A 2 i) oy R AR R
FE MR B (1 VLAN, Ak HhE2) .

GARP A G AR — A SARAEAE T AN, G GARP B3 N H S A4 FK
i GARP N, HHT:ZEH GARP M AN GVRP fl GMRP. i, GVRP
VRN AES WA TR “GVRP FLE” — /4, GMRP ¥4E “ AI%AC
BN 2 GARP N SEARAEAE T A ML HEA 5 1 ERE,  %3m F6
N> GARP [ [ 5244

it GARP HLil, —A GARP J 5 I (¥ c B A JE 2 AL 75 21 3 AN A8 6 b
GARP i, 171 AT LU 2 T AR sk AT . GARP R G ik 75 Wl o i 75 1] 3 4
BN GARP By EM G A O EMES S, JHRYEHE GARP #UL [ 75
Il RS W M Bl 6 g TR P A R

GARP J 53 2 [ 5 DA A8 B T 52 i, GARP & = Z2E F (19 B 28 1Y
H=2K, 514 Join, Leave Fil LeaveAll. 24—~ GARP M ] s2fA#y B H &
AEHMLAEM E O EYEE B, XA R IE Join iR . 24— GARP W H
SRS S L RS B AR RS B, AN RIE Leave TR .
A GARP N SEARJE B G, KR 2 LeaveAll s I3, 4 i Bt 4h &
i% LeaveAll {15 B Join 1§ 85 Leave ¥4 BUC A A PR SRV RY S BrvE M -
WIS AT, BT R JE SRS BT DAL 3R 21 [R]— A2 4 W (1) i A A el
s

GARP [ FH S () B i 8 35 S0 16 H I MAC Mk #8245 22 I 20 4% MAC Mtk
Y GARP FrE (A B LAE B ) GARP N SEAR IR SO, 2 R4 H (1)
MAC HudikinBAX 43 32 25 ARl ) GARP N (4 GVRP 5{ GMRP) Z:4b B,

GARP (Ll GMRP) £ IEEE 802.1p tx#fE (HLE 4 A\ IEEE 802.1D #5ifE)
ARPHHEHMNERR . Quidway RINTHHLAT AT IEEE drfE) GARP it
TEA ISR .

GARP Jit & 0,45 .
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VLAN

¥ 3% GARP/GVRP fii &

. i & GARP E N #5251

WLAR:

(1) GARP s i 25 691845 5L ) TP A £ Bl — A& W 24789 GARP B A, €45
GVRP #= GMRP,

(2) £ — R 3 W A 89 BT A R A% 449 GARP Bt B LK B A A F 491, &
N GARP i I ¥ Rt TAE.

3.1.2 it E GARP TS

GARP [N 2835 Hold Eit#s. Join SEIN 2%, Leave SEN 25 F1 LeaveAll
SE 2%

GARP [ SIARAE Join 5E I e IR e x4 3% Join i &L, LAEIE GARP
JFH SR B S RIAE R .

/> GARP N SEARA BB B AR B, R ANAE Leave WL, 5
W% B K GARP N SEAA S 2l Leave & B4, U SLTE 1€ I 445 6 I 2 i
BEA FHIHCE] Join T EL, MRS B AR .

A GARP W HISEMR R B 5, KRN A 3 LeaveAll 52 I 2%, 1% I 4 )
J&, GARP W] SEAARKG 6 41 k3% LeaveAll 5 B, LLEIE GARP W] SE ik
WM AR FRr A RS R . B S FEE 3 LeaveAll i iF2s, JFUHHTI—
BAHI .

24 GARP N SEARE ) 33 S BN, ASLEIXG AR A% Join 18, 112
5 Hold s& i 2%, i e s o, FXrah &% Join {8, LUELE Hold %&
P28 B 8 A SC 1) 14 BT A A U Sl P DBCAE [R]— i 3%, NI 15 4407 58 2 L

TEAE LK M i AL R L & Hold 52 I 2%+ Join 2 I 25 M1 Leave el #%; 7ER
SR FECE LeaveAll 5E 2% .

%=3-1 it E GARP EBf28

#R1E we

Bl GARP 1) Hold iE I 2%, Join ;&N #5 A1 | garp timer { hold | join | leave }
Leave JE 4% timer_value

it E GARP [1] LeaveAll &I #% garp timer leaveall timer_value

¥ GARP [ Hold SE I 2§ Join 5E 5 48 1
Leave jE I #8Pk &2 Ky 64 (6

undo garp timer { hold | join | leave }

¥ GARP [1] LeaveAll Eif#5 k2 AE4A{H | undo garp timer leaveall
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VLAN

¥ 3% GARP/GVRP fii &

TR RIS, Join E R A IE N K T4 2 £% Hold e i #51{E; Leave &
I 3% FEL Y KT 2 £ Join 52 I 25 I /N T LeaveAll 5 I 25101, 75 R 4¢

ISP

Bl , Hold @i 284 10 JHFE, Join 5E N 25k 20 HFP, Leave 5E 4%
5 60 JHFE, LeaveAll 5EIN 284 1000 JE 5,

3.1.3 GARP =i

FESE R BRI E R, AEPTTRLE N AT display il LLEZSACE S GARP
IAT IO, W B B s BIGAERC B I ECR .

ERPWE, $4T reset ar 2 15 GARP #HCHLE ;. $14T debugging ir
AN GARP AT o

#3-2 GARP By RRFiFR

#HR1E we

display garp statistics [ interface

Fl 4\ N g\ e [0 : i
$/3s GARP [ {5 K interface-list ]

o~ GARP SEIN 254 display garp timer [ interface interface-list ]

reset garp statistics [ interface

o B2 ! :
HiHR GARP Zi it interface-list |

TF i3 GARP [ TT % debugging garp event

K GARP [ AR IT 6 undo debugging garp event

3.2 GVRP L&

3.2.1 GVRP iy fE N

GVRP (GARP VLAN Registration Protocol) J& GARP f{j—Fh N, & 3ET
GARP [ TAENLE, 42 BBl i VLAN S8 s B, L3R4 B3
Al i SCF GVRP FtEAZ L ae i ok B L &AL
VLAN MG R, FFsh&FB AR VLAN {1 R, S5 4171 VLAN %,
i IXLEE VAN J i ] DU e A 250855 . 1 HLT A SCH GVRP FeEf)
AEHHLRERE R AL VLAN VMG B e A e AL, DA [F]— A 46
W T S2HE GVRP 45 (% 45 1) VLAN 135 BUA R —3. GVRP #£#% ) VLAN
S B EE R A T TR M SEE S, Wik e L s)
BEMME R
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¥ 3% GARP/GVRP fii &

GVRP 7t IEEE 802.1Q tr#E LA ALK IA . Quidway RHIAZHALN1F
# |IEEE FrifEff) GVRP Hit 58 45 11 30 H5

GVRP it & {55

o &JRJFAIKH GVRP

o UiiHIJFJA/KH] GVRP

e [it'® GVRP {: A

fE PR S IELEAT S, WIS 84" GVRP, A BEJF)A i1 GVRP; M
GVRP EMIHIEHE) T 51 GVRP LUG A B4Rk, BE4h, GVRP ILJifE
Trunk i I R TE .

3.2.2 £/{HRB/IXHA GVRP

AT LU T i 4 Bl B 42 R JT A 15 ] GVRP.
RS N AT R AR E .

*3-3 £/FRBIXF GVRP

3.2.3 imAFRB/xH GVRP

BRI i
2RI A GVRP gvrp
#42 )5 GVRP Tk g 0 RS undo gvrp
BB, 4R GVRP AT IR .
AT A T ) o 4 G i 1 R 195 ] GVRP,
T AE AR 9 g VAR N354T R SR
*x3-4 imOFB/XHA GVRP
BRI i
TR %511 GVRP gvrp
H55 1 GVRP YK A k4 SR PR A undo gvrp

i R RE, ETT R D GVRP ZHiT, 5 ITIR 425 GVRP, Jf HITJA/
KL 11 GVRP AZRAE Trunk i F#RAf: .

BRAETEDL R, S GVRP Ab TG MR
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¥ 3% GARP/GVRP fii &

3.2.4 BE GVRP TR

GVRP [#37E 554045 . Normal. Fixed fl Forbidden (i |EEE 802.1Q).

. A G E A Normal yEMHR U, Ve & 1 ) 2455 1A

. M4 VLAN.

o A Trunk 3 ¥ E A fixed BN, 40 BAEATHML LG
A VLAN H.iZ Trunk 5 1 e VP4 VLAN GBI,  ZR G0t 40K o 11
AZFXAS VLAN 7, B GVRP 74 GVRP i (GVRP 4k
PR BN VLAN R TI (HiE GVRP AN REIHE LA i
2 21 ANA VLAN, - [] I AASAZ e L B v 127 2 2134 VLAN B ANRE
INIEA Sy 11 1] B0 RS AH G 1 75 1

o MM IIPEACE J Forbidden JE MR I, £E 1% FURHA A Bk VLANL
ZAMWET VLAN, G BLAE 76 12 1A e R T T H e VLAN,

T AE LUK Wb PR N HEAT R A

#%3-5 B E GVRP Iz

#HR1E

A
Al <

il & GVRP y3: 126

gvrp registration { normal | fixed |
forbidden }

# GVRP MR AR A s

undo gvrp registration

g BT, GVRP MM K Normal.

3.2.5 GVRP ZRFAiAE

fESE R IR IR G, AEFTHRLE T AT display i m LE SECE G GVRP
it tG o, W B A Lo s Bk AC B I EOR .

AR, #4447 debugging ir4 A4 GVRP #1713 .
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VLAN % 3% GARP/GVRP fit &

#3-6 GVRP By RRiFiR

#HR1E Wl

P

display gvrp statistics [ interface

T R s) i [
IR GVRP 4iitf5 ) interface-list |

R GVRP & AR ERE R display gvrp status
TFE GVRP s s 7T ¢ debugging gvrp { packet | event}
SH GVRP [ s T3 ggg;t;‘ebugg'“g gvrp { packet |

3.2.6 GVRP HLEIFE & 245

1. A EK

AT AT IE] VLAN 5 B S &S E M AR, w7 ZAEAC AL )R 3)
GVRP.

2. AW [E

= E0/10 EO/llE =

Switch A Switch B

E3-1 GVRP i &R 1FIE

3.EESE
fit & Switch A:
# T A4 )< GVRP,

[Quidway] gvrp

# ¥ LUK M ity 1 Ethernet0/10 Bt &4 Trunk i 1, JEAVFHTA VLAN i@ .
[Quidway] interface ethernet0/10

[Quidway-Ethernet0/10] port link-type trunk

[Quidway-Ethernet0/10] port trunk permit vlan all

# 7F Trunk %i 1 EFFH GVRP.

[Quidway-Ethernet0/10] gvrp

fic & Switch B:
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VLAN % 3% GARP/GVRP fit &

# A 45 GVRP.

[Quidway] gvrp
# B4 LUK M 1 Ethernet0/11 fic & & Trunk 3w 1, JF A VFFTHE VLAN i@,

[Quidway] interface ethernet0/11
[Quidway-Ethernet0/11] port link-type trunk
[Quidway-Ethernet0/11] port trunk permit vlan all
# 7F Trunk 5 H_EJF i GVRP.

[Quidway-Ethernet0/11] gvrp
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R ERES

B LB GMRPELE ...c.oieeoeeeee ettt 1-1
1.1 GMRPHIMEIT N vttt en st s et enn s 1-1

1.2 GMRPHLE ..ottt n st n et en et s et s e en et esen e snansenenans 1-1
1.2.1 FFJRIFEHIAETRIGMRP ..ottt 1-1

1.2.2 FFJRIEPIET TTGMRP ..ottt e e sens 1-2

1.3 GMRPIIEIRFTIHII coviriieectieee et 1-2

1.4 GMRP LT E ZEB] ..ottt ettt ea s enans 1-2
2 Z IGMP SNOOPINGEZE ......cooeeiveeeeeeeee ettt 2-1
2.1 IGMP SNOOPINGTIFI AT oottt ettt eeeseneenans 2-1
2.1.1 IGMP SNOOPINGEEE ....oiiiiieicie ettt 2-1

2.1.2 IGMP SNOOPINGHITEEI 1.vcveeeeeeeeeeeeeee ettt 2-2

2.2 IGMP SNOOPINGILE +.vvevverreereeireirtesesteetestesteestesteeseestesseessesteaseessesssessesseasaessesseessesseessensens 2-4
2.2.1 JABNEAIGMP SNOOPING......cvivieeeieeeieeieteteeeete ettt es e enne 2-4

2.2.2 Tie B B A 0t T AT TH] o 2-5

2.2.3 e BRI BTV T Lvivieieceeeceee e 2-5

2.2.4 e B ARG D ZZALITTA] oo 2-5

2.3 IGMP Snooping P 7R FITTR ...ecveieeieeeceee s 2-6

2.4 IGMP Snooping ML E ZE M ..ottt 2-6
2.4.1 JAZNIGMP SNOOPING.......ceivveceeeeereeeeeeeiesereeseseeeeseeeeseseseeseses s esaesesseesenneeseneneasnens 2-6

2.5 IGMP SnoopingUBE AL W A «..cvveeeeeeeeeeeee s 2-7

B 3 RHAE E T BT E oo 3-1
3.1 RANAIEE TR TERL B TN oottt 31

3.2 R ARG PRI IS oot 3-1
3.2.1 B RAIBIR L E TRV (oo 3-1
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AL %1% GMRP i

$1E GMRP EE

1.1 GMRP YN

GMRP (GARP Multicast Registration Protocol) J&3ET GARP ) — N3
WHRL, T HE4r AL I ShAS AR NHE B o i SCHF GMRP I AS #edl
# e ROk B H A AL A T IHME B, I8 B At 1) A #R v HE
N [R]INFO FER A H F ZH R v U R ) AR AT e AL . X5 S A eI,
AR T [ — A 3 0 P T AT SZ 4 GMRP V8 447 i 238 5 R i — 3k
MG EPAEZ I AN, ek GMRP AN E. 28 #il
¥ GMRP A B LN EHZA B AL, HH4E VLAN F1) 1%
GMRP A E, VLAN 2 580550 T LLAR DS ZH 3% 13 02 IR AP AE o A A 3R U
Ir) ZH F 20 A AR AROSTIN, AR AU A 2H R AR S R4 5 1 2 R A R DA
MG, AT SEEL T /E VLAN NI R 418 .

GMRP L& (253 MHE B RE AR AT TACE M SAFRENMEE, thE
$if e oA AT B BN AVE N B A M AT AL AR HE B

1.2 GMRP B &

GMRP - 200 & AU 45

. JF a1 M4 Js) GMRP
o TF e 12 A1 % 11 GMRP
RS EES T, WBIETF A 4R GMRP, A fEJT A I GMRP.

1.2.1 #RA/IKA=F GMRP
THE RGBT U7 R AR .

*1-1 FBIXALF GMRP

BRIE we
FFJA 42 )7 GMRP gmrp
K4 )7 GMRP undo gmrp

AN, AJH3 GMRP.,
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AL %1% GMRP i

1.2.2 FR/XAixO GMRP
T AE LUK 9 3 1140 B T AT R I

Fz1-2 FRBE/IxAHDO GMRP

1BRIE

FFJE % 1 GMRP gmrp

=
2

KMt 1 GMRP undo gmrp

EIF )5 GMRP 2 /i, 46T 42 )5 GMRP.

B TEOR, ANAS I GMRP,

1.3 GMRP B9 & 7~F0iA1K
e LIRBCE G, EFr AW FHUT display 4l LLERELE 5 GMRP
FEEATIE DL, WA A R s B AE N & R
EHSE T, A AT debugging fir4-% GMRP HEAT I .

%1-3 GMRP ZRF1iFi

1B’ we

display gmrp statistics [ interface

TN i B ) .
75 GMRP it i interface_list ]

57’ GMRP 4 /pikAME B display gmrp status
1 FF GMRP ik % debugging gmrp event
%M GMRP i T % undo debugging gmrp event

1.4 GMRP BLBYfL T 2445

1. tAMEK

FEAT BN 8] B 2 AN SEF AL 45
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AP

% 1% GMRP L&

2. A [E

& &

Switch_A Switch_B

El1-1 GMRP 71548 M &

3. EESE
fic & Switch_A:
# JA 84 )5 GMRP.,

[Quidway] gmrp

# J5 )% - GMRP.

[Quidway] interface ethernet 0/1
[Quidway-Ethernet0/1] gmrp
fic & Switch_B:

# JAsh 45 GMRP.

[Quidway] gmrp

# J5 8 1 GMRP.

[Quidway] interface ethernet 0/1

[Quidway-Ethernet0/1] gmrp
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RO

5 2 % IGMP Snooping it &

F2E IGMP Snooping At &

2.1 IGMP Snooping Y& /¥

2.1.1 IGMP Snooping J&32

=]

IGMP Snooping (Internet Group Management Protocol Snooping) s&izfT
FEZJRZ PR B L AR LR, A B R 4R 4

IGMP Snooping IZfT7ERERS . 4 2 LUK A e HLSC R = HLFH i 2 2 (1]
FE3# 1) IGMP 4R 3CH, IGMP Snooping 43 1T IGMP ) SCHT i A5 B . 4 I
FIEHLK L IGMP EHLER 24 32 (IGMP host report message) I, A8 ##l
RS Z BN ZIAH N AR SRR EHUE P IGMP B TR

(IGMP leave message) I, AZHHLHHRE MR 5% N0 N 4L 3% . il
TSR i B 28 IGMP 4R SC, A2 $ Lt ] LATE — J2 g F e MAC 23k ki35
25 ASHAHLE T LR MAC 41 4F ik e 347 % 5 % h 2% R IR 4R 0L

WA IE1T IGMP Snooping i, AR SCHAEZZ #. W EFR:

| -

Internet / Intranet

© Video stream

y

Multicast router

B Ememaswm:hg

Video stre:

Video stream

N

\Video stream

Multicast group member Non-multicast Non-multicast
group member group member

Video stream

VOD Server

E2-1 ;%48 IGMP Snooping B 4HIBIR (& 1% 1372

1217 IGMP Snooping J&, i SCREANEAE )2 46, o BT RARE. b K

7R
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AP

5 2 % IGMP Snooping it &

Video stream

Internet / Intranet

Multicast router

VOD Server
Layer 2 Ethernet Switch

Multicast group member Non-multicast Non-multicast
group member group member

E2-2 S IGMP Snooping B 4EIBIR (& 153 12

2.1.2 IGMP Snooping 895231

1. 5 IGMP Snooping #85% B9 &

MR TTAE, A F LKA #AL L5 IGMP Snooping AH R :

# i as i - (Router Port) = DUKRIAZ L L H 3 20 4 i i 4 AHE 1
Ui

IR A s 55 2R A ORI )i 1 o 2L AR A D AL I AN A
AIRRALM EHL

MAC ZH#%2H: DR IAZHbLAED K L MAC d R bbb bR DR 2 3 41

6 R A o AR TR) s B PR B 1 4k e I 2% 1 IS TR, SR AE b e
IS 2R S 1) B AT YL E) IGMIP T8 FH 2R S, A 3Ll DA A9 XA iy
VAT 2 — A% i 1

ALRRAL K b0 1 2 A A] = 25— U2 1P 2R 4 A IR 2 (] 1
JE Bl RS T8 N, SRR AL 1 R A 28 A I TRl A2 1% I 85 1
PRI TR] o 2 SR I 28 I PR IR AT R IGMIP R 4R SC, LUK
P4 A H AT ) 2% 3 1 R 2% IGMP 4 5 41 A 41 52

S R AT IS 18] = 225 Jia) 2 8 1 0 s 1 A3 |GMIP Ry s 2 A I ST [R]
I, LUK W AZ H AL i 80— D0 3 75 160 2 o i, e R ) . 72 4 ) gl A
2 IS A VB PR IR ) o SRAE e K 7 1A N 1) 2 ) AT R IGMIP 4
TS, LKA L4 1%t 11 A4l B2ty 11 P b 25
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AP

% 2 % IGMP Snooping it &

2. #|FH IGMP Snooping 3231 — 2 4R %

PLK MIAE B A LB 1 32 4T IGMP Snooping SZELXT IGMP #i73C i, 314 4L
e L I S 115 A0 . P 4 B 4 Mk ST S SE &R . A S2 8 IGMP Snooping,
T2 LUK A B LR IGMP $i% 32 Ab R B o 1

Inteh

b, 81T >
IGMP Py

PARMAZHeL, 1817 —
IGMP Snooping /i

[El2-3 LI IGMP Snooping 7~ = &l

IGMP B AW IC: IGMP 3t H] A 4 SC AL 20 3 5 b o8 i) 2 47 2 1
JIEIARIC, T A WMBLE A RR A AAAE A« I 3] IGMP 3l H 2t
SO, A 3 R S s R A I A 1, AR AS ik
AU T A2 25 s 11 (K2 A BT 285 s RS0 308 P AR S i 1 Jit
KA %t ity 11, U AZ 450 L 6 4 408 0 e 28 A 0 T B I AN L 3%
Y1, (A JE B0 12 e A i 2 A 8 I 2R

IGMP H5E A AR SC: IGMP R 5 2 1 ik SO 2 B % o 4 1 41 AR 41
JRIARIEIARSC, T B Re 8 AR AL R AFAE A o M LK I AS bl
WeE] IGMP 5 41 A v SO, H I 4 A i 1P 2R AR e 4 At
IGMP AR IGMP 5% 41 S0 AL ) R 2% F 245 8 (R 5 S
FF FRE I TEAN AR AL 80 2 IGMP R #3R S0 24 AR AT e L
F| IGMP i & ARICI B JeAIHZ AR SCEINA K 1P ZH R4S M. ) MAC
PR RET OARATLE . WRXTN MAC AUFAAAAAE, JUSm AN
B IMANFENAIFRAL, W MAC R4, K e S oy
Ui UM% MAC AL8R41r, IR e iz 24k e 4%, AR5 5 1 %0
FUITIE VLAN R AR T % e 2 s I 21t MAC A3k k&,

Rl 1P ZRR4], FEAHOR SR s AR 1P 84,
FAZRSO R MAC AR O A7AE, R B S ST 1 ANTE
% MAC L2, TP &5 03 I MAC H#R4 HHIF i 3)
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ALk Bh X

% 2 % IGMP Snooping it &

R A N, ARG TR SO ) 1P 2L A A5 A7 A R
ANAEALE, WEBT A 1P A1 RR L R 25 S (s I 21 1P 2L #%4lrh,
T SR A TR SR 5 4R S F ity 1 N30 1P AR AL v s SR S
() MAC 4HR41 CAEAE, JF HIEBERS RS 1 O 4472 7E T % MAC
SRR, DA EE B O A RS s B 2 e S

IGMP B4R C: IGMP B4R S0 A R AT R 53 1v) 20 396 8% Fh 45 328 TR A
30, HF A th gk EALE TR T IEA AL M LAK I AS B LS
1P R AL B AR S, T2 i) B2 AT s i3 PR S (¥ 3y 11 2326 T 435 JF 4L PO
SE A ATVRSC,  DURA A S g ORI 1) 2 AL P ST AT e AR 2L 1 H At
B, [ JE B — AN W A T 5 I A o T SR 2% 2 T ) S A SR A
WCENZ AR AL RS RS, PR 12 AR, MAC 21841 P i 25
B MAC 25 LBAT LR 52 o LI, A LA I 0 2 7% 146 Hh 2 1% 00
SCNZH B RS .

2.2 IGMP Snooping Bt &

IGMP Snooping it & 145 :

Ja5h/% 14 IGMP Snooping

Pic 5 4% P 8 ity 11 & Ak I ]

TAC 7 K M 25 ) B )

P AL A7 2 ity 11 e 523 A i)

7E BRI BEAT S0, J3 5 IGMP Snooping S& 20, HaME ki, i
JAT LIRS %5 B 0 HAATE SRk A R AT X LU

2.2.1 BAzh/<HA IGMP Snooping

J T IGMP Snooping J& 5 7E 2 & Fdiy MAC 45 k3%, v LM
H R TR i 4K )3 8196 ] IGMP Snooping

THERGALE PR FAIRCE .

#&2-1 BE1/%XMA IGMP Snooping

1BR1E we
Ja shI2% ] IGMP Snooping igmp-snooping { enable | disable }
P& IGMP Snooping b4 R4 undo igmp-snooping
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RTIe % 2 % IGMP Snooping it &

IGMP Snooping il GMRP Afig [ i247, v LA{EE3) IGMP Snooping Z i
EFTAME T a4 display gmrp status 21 GMRP & 75 IE{EiE 1T,

BENEOLUR, XM IGMP Snooping.

2.2.2 P& & H E5im O E LA E

AN WCBAE 55 R T B0 B ol o S A 18] o S0 RAE B ey s i 1 2 AL I )
BT B e (R T R S, U i s i AT AT 1K) MAC 414%
21 13 1 DR 2%

THERGALIE M AT R AR E .

F2-2 BLEimOELETE

B’RIE we
C ¥ ity 1 22 A I ) igmp-snooping router-aging-time seconds
P A vty L1 22 AL ) )44 {E undo igmp-snooping router-aging-time

BB B oL, B 2 AN E] A 260 F5.

2.2.3 ELE &KL Eif B g

AR EAT 55 1 R T T80 . i AW I 7 A I ) o a0t SR AE e K 1 72 1 B [ 22 Y
BOAWCRAR A RS0, DA W A LA 12250 1 A2 A s 1 5% ) 25

THERGALIE P AT MAIBCE .

*2-3 LB/ AN BR8]

BRAE we
TACL ¥ A R 7 £ A 6 1) igmp-snooping max-response-time seconds

e 5T Fe RO NV A N ) B 45 (1 | undo Igmp-snooping max-response-time

B B0 R N A (1 B IR ) 10 B

2.2.4 FCELRIBLARY 5w O L AT E
RWE B AT-4% FH oK T ¥ 2R A 2 R % i 1S AGIS ) o 70 B R 3 ) 2 A I ) 2

W, IR BAT RN AR T RS0, U i3 A e AL i, (RN Bl i%
P 247 2 £ g 7 25 740 5 I o
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RN % 2 % IGMP Snooping it &

THERGALE M AT R AN E .

F2-4 ECEBEANSZLATE

BRIE we
Vi 2H R 2 e D 2 AL e ) igmp-snooping host-aging-time seconds

T2 A0 B A R % 22 AL I TR PR Bk A8 (B undo igmp-snooping host-aging-time

AL T, AURALE R 2 (L 1) 260 B

2.3 IGMP Snooping B & < F1EIR

TESEI PR E S, TR ARLE N AT display i@ BLE RICE S IGMP
Snooping MIZ TG, WA A B s S IE A & F8UR .

#2-5 IGMP Snooping B & RF0EK

1RIE we

display igmp-snooping

Sl ing I =
58 24T IGMP Snooping & 5 & configuration

7R IGMP Snooping AU LI ZETHE B display igmp-snooping statistics

display igmp-snooping group [vlan

o8 VLAN R0 IP AUBALR MAC 4URALG R | -0 ]

2.4 IGMP Snooping 227! fig & 2545

2.4.1 B3 IGMP Snooping

1. A EK

N T SEMAZH AL IGMP Snooping g, % EEAE AL #AL L H 3 IGMP
Snooping. AZHHL b0 b o TV RE 20 2% s b, AR AR s o 1100422 2
R PCHL L
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AN % 2 % IGMP Snooping it &

2. A [E

Internet

El2-4 B & IGMP Snooping £ M &

B EHELTRER

# 7Rk GMRP [FPIRA

<Quidway> display gmrp status

# 4 GMRP ¥ A7ia1Thf, & IGMP Snooping i R Z
<Quidway> display igmp-snooping configuration

# X1 IGMP Snooping ¥ 1 33, 33 IGMP Snooping.

[Quidway] igmp-snooping enable

2.5 IGMP Snooping I [Ei2 it 5 HEE

WIS ASHHLA BRI R D fig .

PR HERR «

(1) IGMP Snooping % 55,

e A4 display current-configuration #r%& IGMP Snooping IR 2.

e IR IGMP Snooping W i Ji 3, W AE R G E T A A
igmp-snooping enable 4 )i 55 IGMP Snooping.

(2) IGMP Snooping &7 4L IR R AN

o IiAfr4: display igmp-snooping group & %4 15 2 T TR
1

e W IGMP Snooping Z T FRAAIEM, Wby A k.
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RN % 2 % IGMP Snooping it &

o UIRHERR T RN 2, MIEEAJE R AT 3.

() IRZELILLFRIL R EANS

o  FEFTHME N4 display mac-address vlan &RJEJZ7E vianid
NPT MAC 414% # K 22 )2 15 A1 IGMP Snooping #37.f) MAC 21 4
R A5

o WHA—ENE ey N Ak D).
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R 5 3 AL E

BI3E RMAFEFIFHRE

3.1 RAMBBEBEFHEREG N

HHREOUN,  WERATHA U (10 2 B8 S IS A F st ik B AT AEA B L S
AR ICAE VLAN )38, IR SR ANALE Z 574k e, ASHb I AR
Ak AL A REAAE IR, KBRS, WM T sE, JFRAARLN
UBEDY &8

3.2 RMABFBEEFHMEEE

AR T R T B 4
o HBIARHNARRIR T E TR
3.2.1 BENARMEBRCEFTIFIE
PRI BT, ACHH LR 25 30 AR AL R bk S 45
WHE RGO P AT I

R3-1 BE/XRARMBIBIRCEFHE

BR1E we
JE BN AR SN AR SCE AR unknown-multicast drop enable
KPR H BRI ST SR undo unknown-multicast drop enable

B TEUL R, AR AR AL BRI SCRAE VLAN )3
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Qo0S/ACL H =«

B x

= R i
=R = Yo I i T 1-1
I 1 OO 1-1
111 DT R RIFIZEREIR ....ooveeee ettt aens 1-1

B Dy N B S R T o 21RO 1-2

1.2 AC LTI B ettt ettt ettt ettt ettt ettt ettt ettt n s 1-2
O L T R 1-3

1.2.2 58 SLUTTFEBITUZR o oe oottt eeeeeaeen s aens 1-3

1.2.3 Vi A HRIA R FARAIIIR ..ottt 1-4

0= @ 1] v A 2-1
2.0 QOSTH AT vttt ettt ettt ettt ettt ettt ettt ettt ettt ettt ereeereenenas 2-1

P 0 101 L il RO 2-1

A R L 1 7 e TR 2-2

2.2.2 WEATHHUGATIR ST IEZI oot 2-2

2.2.3 BB AR S F MBI IR S FE AR L LA ovovevevee e 2-2

2.2.4 QOSIHTZRFTIIR .ottt et 2-3

2.2.5 QOSTIL T ZE M ..ottt ettt ettt ettt etenn e 2-4

E3E BB TR FEIACLIEE ..ot 3-1
T 7 O 3-1
3.2 B E X TELNET T IEIACLEE R oottt 3-1
I N el Y 21 ki R 3-1

3.2.2 IV MFEEIFIZE, SNTELNETH TR oo 3-2

B2 B T T ZEM oottt ettt ettt ettt nreanas 3-3

3.3 Xl I SNMP U5 i) AZBH LI T IEIACLIZE ] oot 3-3

TR I B e 1 i 21RO 3-4

3.3.2 51V mEEHIFIR, Xt SNMP YT il A2 LI BEATHE R v 3-4
TR El 2= TR 3-5

3.4 X IEHTTP Y ) A4 LI T FEIACLAZ ] . 3-6

IO N el Y 21 ki R 3-6

3.4.2 SV mEEHIZIZE, R HTTPU I A HAL P IEATHEE] o 3-6
BABTIETEZ oottt ettt ettt ettt et e 3-7
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QoS/ACL

g

fil

{4

ACL [ic &

¥1E ACLEE

1.1 ipadEHlFlRE 9

1.1.1 i EE S5 R BiR

h T DI M g A RO AL, FEEE — R YV UTECRL, LR R
RIS RN R E N R Z 5, P28 A RE R4 19150 B (1 SR
FOVFEREE IEAH MY £ fuil o . 15 #1412 (Access Control List, ACL)
e FOR SEILIX S D fiE

ACL i i — R A UL EC A A Bl B AT 7028, I a4k mT LI A Jicis A 1
otk H bt o 055 . ACL N TEAZ #AL 4 /sl 1, ASHeH AR s ACL
W R 8 I A SRR I B 0, AT PR i S B R i 5 % A A

H1 ACL & I UL RC RN, 3l AR I8 7 R AT X 20 13 45 5
M g X QoS H IR 73 K I

ke pS WU NN E 2P SRS UEA SN A I A e S Y WIUE r=pad=iof - € /RN
(T RN S, AEVGISC A>T 1] 42 TR DU PRIk gl A7 U PR WY P ) 7

1. ACLEETAEEHHBER

AHAL ACL T LA N AR SIAZHA LA b 3 ot e A Rt v i e A
WirdEe BEI—24% ACL H 2 A1 B AR UG BE MR & i A H LA BE R ) »
AP BIEAE E SC ACL I E B 1 UL FEU- AN AR

ACL L N ARSI DU G ACHHLSEEL QoS TIfie 51 ACL. R
i ACL R EHe R RS -

2. ACL # E E#R# 3| HHI1E R

AHALABALH] ACL AT i A Ak BEL AR SCHEA T I JEATAL 702K BRI ACL TR
YU FRT UCRE Gy A P AT config (F 2 VL HC 12 MU I 2 T FRC E255 ) AT auto

(g€ VLIS IZ I AR 48 B sk, BI4Z “WREDLE” WY ) o XAl
NHATEMEE X ACL I diE € — 4 ACL 24> 7 JU g DL Be it . il
— BRI — AU RIS R VSR, BEASRE PR Oz . AT
B T A AR A I B O, A REEEFT R 2 L UL WY o

11



Quidway S2000 Z 51 LK AZ Al 44 Tt

QoS/ACL

1% ACLIKE

ACL BRAES TS DUELAG: e b Sk 51 ACL. s H P b AT i i 5|
i ACL %,

AR

CREAMRT B RN RLE: Jedg R MIEOTLE R IEG AR E . X—
ST VAR AT P A e 1k 69 38 B AF R I, B ECAR AR, W48 6 AT B
Aoy, P40 129.102.1.10.0.0.0 #5% 7 — & E4L: 129.102.1.1, /™ 129.102.1.1
0.0.255.255 N|#5% T —AM#: 129.102.1.1 ~129.102.255.255. B A4
A7 F AR P HEERT & . BARARE A T ARG Fl s R L) 6935 4,
HBEBURMIE fe A, BEAAR AN EIRF; TR TEr LR
FEAEHEIAN, BET “any” #9ANHAEE @, LCEEREINT; AT 5%
P EAERIALN, B bR LA AT, AR 69 B bR B 69 i@ B A, 4
AR 69 Nt dGm 1 56950 B, SEE N HEERTE, 4eRin v 5T E AR R N
B B IRF

1.1.2 LIKM il S 5 A3 sl hl 5l

FEVLR A HML R, U ) 25514 20 BA R LK

o BEFECFRRIRIEEAS ] A
o FETATHRIRIFEAT IS
AZHAL_EXF Bk e 22 10 512 1R B H R0 R 2R s -

R1-1 iz HI 5 R I PR

i H HrEESEE

FEFHF AR FEA G [ 45 71 3R 2000~2999

T AR AR T ) 32 1 512 -

— T R AR T LUE SR 0~127

12 AR
S2000 % 7 AR T HE KRG IE4H 7] k. S2000 % 7 K HALE) 7 19 3% 4]
5| EZ R IT VAR FaksAE3] A, 4est telnet A P #E4T ACL 3545,

1.2 ACLECE

VI AR M A
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QoS/ACL

g

A 1

{4

ACL fit &

o MLEN B

o ENXVimEEHILIE

DA D BRI AR AT, SERCE I RIBE, SR 5 8 Vs #dlp1E (el 4
51 e SCUEF I B

1.2.1 BfEKEE

XF I ) Be (R BC B A W N N BCE ARG p v L R IV A H G
FoE H NG BRI L He e i, il & R Ve R A i 2
BRI UG, B E AR AN 2 VE R R BRI LA JL TR

RS T (1 iy 4 A I I ) BE o
THEERGALIE N AT AR E .

FT1-2 GIERTEER

1BR1E we

time-range time-name { start-time to end-time
. days-of-the-week [ from start-time start-date ] [ to end-time
1| % N JL
CULRI i L end-date ] | from start-time start-date [ to end-time
end-date ] }

undo time-range time-name [ start-time to end-time
. days-of-the-week [ from start-time start-date ] [ to end-time
1 64 I 1) B . .
ARIERIeS i) B end-date ] | from start-time start-date [ to end-time
end-date ] ]

AR AN B SR 3, I ) BOs 2 I B R HHE I R S8 ] DL R I Bk
18] 1k

1.2.2 EXipEIEHEFIR

S8 VT R PEHIBIZR A2 A -
(1) BENAHRIRIT a4 3 R AR
(2) & XIS 1T
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QoS/ACL

g

A 1

{4

LR

(1) 4o 7 3L ACL B RA£JH A4k time-range, N skiz 35415 £o0E 5 ¥ &

FEAT B Z) AR A 2

(2) A= ACL & THR BT, AP T vA B RAER rule 4425 F — AN 19 42 4

UFSSE XS NN

(3) 4R ACL Al T B4 T R B\ AL M o 2t 45 R BABHAT LR AR 2K, MR P 2
SLEgF AL I B AR . deR ACL A T2t dy 4 A 22 e 4R Lt A7t
RS HK, AP R RRIAFERA K, AP — BT R -5

FEHF) A TR G T EIRF, B EEGZIE,

(4) B8 LT, 35 Bl 4EH 5] & b F AL &4 I Be)F A 3R P B B $EAT I

B,

1. EXEAREHEH TR

FEA ] P2 810 2 MR = JZ U5 1P il 5 RO, x5l E b4 7 AH L ) 2 B Ak

A DA 0 iy 40 RAE SCEEA DT IRl P51 4

AR DAL AT N AUBCE .

R1-3 EXEKFEHEHITIR

1BR1E

AN
A<

HEANFEAT] P51 R
M (CREMED

acl { number acl-number | name acl-name basic }
[ match-order { config | auto } ]

S ST R CHEA Y 1) 428
HIZIRALED

rule [ rule-id ] { permit | deny } [ source source-addr
wildcard | any ] [ fragment ] [ time-range name ]

B e 1 2
AN CHAR i ] 1
S LD

undo rule rule-id [ source ][ fragment ][ time-range ]

MRS AR, B
T 4 #8221 7

(RGHMED

undo acl { number acl-number | name acl-name | all }

1.2.3 FialiEH| 5T B FiEIR

PETE I LR BCE 5, fEITAHLE N AT display fir4-# T LA 7R e & 5 U7 )45
FIPN LRI T, HP e DUE I & s (f B UG & ROk . AR A

KR HAT reset fir & il LUREAT SCUT iRl ISR K G5 BAR ER
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g

A 1

{4

ACL [ic &

R1-4 HEHEEIF R ERER

1B1E we
IR TR BER o display time-range [ all | name ]
SRy I 5 A R I TR 4T

e display acl config { all | acl-number | acl-name }
1 /& o

R RS R WSS B. | reset acl counter { all | acl-number | acl-name }
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F2E QoS HEE

2.1 QoS B/

25 11 53 28 W9 28 5 T A 4R SC BTG DX AR S RN A o REANAS HALY i e 2 % T A
(IR SR T SE NG I SEms (FIFO) AbBE, g K% 7)) (Best-Effort) ¥
WSCGEFH G, HSF RSB  SE N FL 3 S A Sk BE AN R AT A 2
WM

BTN 2% B i o i, e . IR . BIEhEURIES . B, EE
F Bk R 2 U E Y AR . I — D T A b ol 28 B A K M
55 T py 18 T P 28 A 2, AT TR I 28 A 1R IR 55 5 i QoS (Quiallity
of Service) #EH T H S E K,

DL AR 4 A2 AP MR . EITT, KB A A o 44 g o7
FR SRR e 9 R, VP2 BT 20 R BRIt b T Internet 194011
S5 o T ELBEA LA VB AR BRI R R, DK 3 A 7 28 b 1y ) K 9% i
Internet FI /i) F S5 A D732 —. DRIk B2 S BUH S1 55 04 I QoS iRty 2%,
RT3 40 00 95 5% F LK P11 QO'S MU 46 AE I A 36 3 75 92 LA AP 2 e
H MR QoS HoA, R ISR il 4 RARMEAR RIS 44 1 QoS i, i
CHL R 5 4R T s M 46

2.2 QoS L&

LUK 2 B R B QOS o MU 802.1p T 5 S R IRFR SO R % 7
YR AN FUSRAR AR A A, AT S5 T 0 9 0 I S0 54 S B 5 I
Ho

QoS M 11

o WEMORL

o RO SES

o VEEEMEMLAC ST MR AR L

I L35 1S R B NG, RSB 10 802.1p S
HESOHOVHIBE IR P56 280 0~3 I SCH B R S A% SRR A
MBI, (RSEZEH A~T MURSCH W R G R% BB SE BB F . P T B
T CVORIEGE, R PR IR B 0 1 (9 R S 0 5 e S ok r £ 622
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Qo0S/ACL 2% QoSHE
EFEAT B AT e RAZAR ST I Aige, 3 25 AR 48 i AR S G 4R SO AH B
HIBAF] o

2.2.1 wEim OB ER

AL T i e B e e, SRR UL T, ASHLHE A g A S
AR % RN AR B AT (¥ 802.1p AR A SR, AN il SO mT A=A ()

55 oo
AR LUK R LR 3EAT T A1 C

#2-1 wEmAMMRER

HR1E we
P AR S 2% priority priority-level
S o T RIS 56 0 R kA8 1B undo priority

DAK P AZ WL I 3y 1 S 8 AN SE Sk, I m AR 7 B v o 1 (A S 2
priority-level FJHBUEVERF A 0~7.

AL, i LSRR 0.

2.2.2 RERBIUSERCAIMER

BRNAEOL T, X T3 RS, AR Al i SCEic 1 R AL e 200 el
3L 802.1p Lse g, (HZ I AT LU Be B S AT HALE AR S H 2L
Seg, MAME R IS S R B S 64

THAE LUK M AL N EAT R A&

#2-2 WEIRAMMER

HR1E we
BB A NS AT I e priority trust
WE AT HHAME ARSI SE 2% undo priority

2.2.3 REGRKMERPATIBIR T AR B IR LLIE

RPN T iy R B AEACHML I 3 VR R RSO RE b, RGEAL PR
i DI 56 9 A B (1 i SC 55 AR BRI 56 2 B S (¥ 31 SC IR PO fEL o bR B
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2% QoS E

queue-cycle 100 #r2J& , A HHLALH S S BN FI I S0 Ab BRARAE SE 2 A
FIRIARSCI LS Yy 100: 1, BRAREE T 100 AN st se g AS I S0 2 Jr db B 1
MR SE NS IR

THERGALE P AT R AN E .

#2-3 WEXHAESHARFRMARIRCLIBRE

1BR1E we

BCEATHAL P R S RAMCAL S P AR S BEAEDR | queue-cycle value

W EN K E undo queue-cycle

ASHHBUEER S 1 SR AL SE BT, S BN I ARAR SE 2 BA 1, AT Hik
LA S AR 05 A TG A 55 TG 5 ) AR SR P A BAA R R S

value HUEVEH N 0~127, HAIUE 0 ARERERILEH S IR SCR A SE
BeRAL, AT HEATIRM P INI VIR S A AL IR, REEA RIE L
S NSRS

BB UG value BUE A 4, BIAEHER 4 DR se B IRk S 2 oAb 1 /MG
P BB IR

2.2.4 QoS R RFNFIR

FESER IR E S, AEFTATRLIE M T display fir @& T DU S ICE S QoS
MIIEAT IR OL. A T Ul & 2o 5 BIGERC B A BOR .

$2-4 QoS IR RFIFR

1BRIE we

display interface { interface_type |

TN AmEd & . ) .
S H I B interface_type interface_num | interface_name }

AN IS I L S i

Ak Ff AR display queue-cycle

display fir 4 I TEGH il 7T L2 L i & T b A0 o FIRSE DR o
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2.2.5 QoS it & =5

1. A EK

PC 1 it Switch A ff] Ethernet 0/24 5ii 14N . PC 1 K& HIHR SCEA 45 i
A, FAFIRSCAEA S FE P S B e AL B

2. (A [E

E2-1 QoS B & RfjIE

B EMESER

PEIRF SRT DUE S FRCE S : 763G 1 Ethernet 0/24 1% & o ARG A
7, I B BRI s IR AN A AL AR SRR AL 2E LU 12 4 100,
(TEBECE T i ARAE 405 s, M2 i 1 Ethernet 0/24 F2U R SC DL 5E
AR AR 7, I CAGOL e 2N b s PR R A O

# Wi & il 1 Ethernet 0/24 13 AR 5E40H 7.
[Quidway] interface Ethernet 0/24
[Quidway-Ethernet0/24] priority 7
[Quidway-Ethernet0/4] quit

# ML B ACHN LR SCR AR AL P LEH ) 100,

[Quidway] queue-cycle 100
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QoS/ACL 85 3% B Bk )T I ACL $5Hi
$3IE BESTFH I ACL =4l
3.1 &

B LUK AZ AL AEW EH S 2N, A m@@esEt. Har, B
KM HAAREE T Z MG &y, FZEAET SNMP
(Simple Network Management Protocol) i), J#ik TELNET Vs ) Flif ik
HTTP (Hypertext Transfer Protocol) 5 it] =Fh 7. LUK MAS Hep L H2 e ix
SR ) 5 AT e A IR, PR P S S U RS LR A
LAV N, Bl P o e SE L, W E ACL
(Access Control List) % & H PTI98, KA GVEH P A REFIAS #bL %
FNLE:: B e R EEE A S DA AUESE I, IER RS
I A A UE A BEELIE B ok B W 4 o

ARG S G e e K A 32 7 ) 5 SRS — i g, BB RERC BN 5
SRATHRMLBE %% F P AT ACL i 38 e AL B S LT T TR

3.2 BEEX TELNET A P89 ACL 154l

T ECE X TELNET H 7 1 ACL #554l, v AZERET O A E 2 Arfs— L0 =
B ANBIERERAT R e, RUER &2 4.

BLE 6 TELNET FH /(1 ACL 855 75 B 1 hi g AN 25 28

(1) & XVimEhly) &

(2) BIHVIREHSIR, X TELNET B ki)

A A E R

3.2.1 EXipiElizEHFER

HHr, ACL #=HIThRERENS 51 FH B Vs ) #2413 B8 e 3L TR AR IR I3 A U
S HIANK, FCE I EBE Y E Y 2000~2999,

AU T (1 i 58 AT 2513
THERGALE P AT R AR E .
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T ONCE SR S ACL £

HR3-1 EXEKFEHZHIFIR

1BR1E

AN
A<

HEANFEAT] ) P51 R
MK CREGHLED

acl { number acl-number | name acl-name basic }
match-order { config | auto }

SE SR CHEAS Y7 1) 47
HIZIRALED

rule [ rule-id ] { permit | deny } [ source source-addr
wildcard | any ] [ fragment ] [ time-range name ]

R Vi B 512 1
AN CREAR i
S

undo rule rule-id [ source ][ fragment ][ time-range ]

il R e T e
T 4 #8012
(RGMED

undo acl { number acl-number | name acl-name | all }

FE5E SCGERE, ATLAZ AEH] rule dir&45 [A)— U5 il 91 3 2 2 4R

3.2.2 S|HpaligHlFIsR, X TELNET Pt

HITIE S

FEAZHHLE P SR AL B R 51 2 SCEF s ) 2 00 2, mitnl BLsSE B
TELNET H /1) ACL 4l

AU T iRk 5 D7 I 7 10
THAEA ML HEAT ARG E .

#*3-2 s|AipaElEHFIFk, *F TELNET AR

ITIEH

#BR1E

A
D <

HEANF P FHIALE (R4
D

user-interface [ type ] first-number [ last-number ]

ST 751 R
FHHALED

acl acl-number { inbound | outbound }

KFAr 2 g iR

Z WL f

LR

TELNET A F % ACL 54|30 88 R fe 5| A A F 3 F 4718

6%*1’7\7—]5];}32 Jﬁo
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3.2.3 FEEZ4

1. A EK

Y fe i3k [ 10.110.100.52 #110.110.100.46 [#) TELNET H i [ A8 #e bl

2. (A E

Se
Switch

E3-1 Xt Switch B TELNET Fl P i#4T ACL =4

IEESE

# 5 ARG 513 .

[Quidway] acl number 2000 match-order config
[Quidway-acl-basic-2000] rule 1 permit source 10.110.100.52 0
[Quidway-acl-basic-2000] rule 2 permit source 10.110.100.46 0
[Quidway-acl-basic-2000] quit

# S s H 5% .

[Quidway] user-interface vty 0 4

[Quidway-user-interface-vty0-4] acl 2000 inbound

3.3 ¥i@id SNMP if7a) 3249 FB P B9 ACL 2l

125 Quidway F 1 LK M AZ b1 S R ik S AR A I T e FE A B . A R
AT LA SNMP U5 R A2 #epIL, %X 26 1 7 (1) ACL #2856 Dy g v] LIS g8 A A1k
IR, AN RE B S AT el Lo

Be B0 1 SNMP 7 i) A2 AL F - 1) ACL 423 il 75 221 i P > 20 5%

(1) & XVjEfIgIE
(2)  SURVIREEIZIRE, W8 SNMP Ui i) 8 BLI 2 e 745 ]
R E .
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3.3.1 EXIFEEHIFIZkR

HAr, ACL #=hIThaerens o H iy i) 60510 8 H e 25 T80 b iR Je Ay
i) a2, B I EUVE G o 2000~2999., HLAARHD & 4y A1 F—T g e —
FEo

3.3.2 SIAFEIIEHEIFIFR, iEE SNMP i 6] IR A P #HITE
TERCE SNMP B RIA4 . T 44 A4 R4 g | SCEF 7 T 426191 36
HUAT ASEBL RS T K ACL 2] o
A LU T ik | T i) 42 0 36
THER G AT R AR .
#3-3 xi@id SNMP i8] S #AlL Y A R T 6]

1RIE we

FERLE SNMP [l 4419 snmp-agent community { read | write } community-name
A2 5| Ui iRl = 51 ) )

% [ [ mib-view view-name ] | [ acl acl-number ] ]*

snmp-agent group { vl | v2c } group-name [ read-view
read-view ] [ write-view write-view ] [ notify-view
AT E SNMP 4144 (1 notify-view ] [ acl acl-number ]

RSV R RIS snmp-agent group v3 group-name [ authentication |

privacy ] [ read-view read-view ] [ write-view write-view ]
[ notify-view notify-view ] [ acl acl-number ]

snmp-agent usm-user { v1 | v2c } user-name group-name
eI E SNMP fi &1 | [acl acl-number |

fiy & 115 T snmp-agent usm-user v3 user-name group-name
#* [ authentication-mode { md5 | sha } auth-password ]
[ privacy-mode des56 priv-password ] [ acl acl-number ]

SNMP 44 @& SNMP V1. SNMP V2 WA I—ANEEE, B DAERE S
SNMP &4 (2w 51 7 i) 48 5051 2 06HdH SNMP V1. SNMP V2 (1%
RGBT JEE .

SNMP 414, HI/ & JEPERE SNMP V2 K UL ERRASH—ANER:, BT DA i B
SNMP 4144 H 7 24 182 o 5 | FH UG i) 4551 08 SNMP V2 R L E A
I RS Bt e EH . WUR R NAEIX S 2 AL E T ACL 55 D) 6E,
DU e AL 2 %o P9 A7 T PR 3K A 1 e P R4 1o 96
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() 52 RR:
VAL Z A A 51 8935 F) 42 1 5 R T AR R R 6935 P4 4151 K

RE2 MR S Wdr & T

R
5 ) 2 8 ACL 42450 6 R 31 AL F 0 FARIR 69 2 Ki5 194501 51 £

3.3.3 ECEZ

1. (A EK

Y fo ik [ 10.110.100.52 F110.110.100.46 [¥) SNMP FH f* 5 18] 32 8 41

2. AW [E

;:
Switch

E3-2 3 Switch & SNMP B A #{T ACL ¥4

3 HMESR

# 58 SCREAV) R I3

[Quidway] acl number 2000 match-order config
[Quidway-acl-baisc-2000] rule 1 permit source 10.110.100.52 0
[Quidway-acl-baisc-2000] rule 2 permit source 10.110.100.46 0
[Quidway-acl-baisc-2000] quit

# 51 V7 5P

[Quidway] snmp-agent community read huawei acl 2000

[Quidway] snmp-agent group v2c huaweigroup acl 2000
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[Quidway] snmp-agent usm-user v2c huaweiuser huaweigroup acl 2000

3.4 @i HTTP i [a) 3241 B9 B P B9 ACL =%l

5 Quidway FR A LUK M AZHeHl S Frilid WEB AT A B . F 7 mr LLid
i HTTP 15 1) 38 B AL o XX 26 1 (1) ACL $2 ) B R AT LUl &4 AS G2 1
AR S AT L. FERLE T RIXEEH] (1) ACL = HIDhRELL S, ACHAL
[ — I %185 Ao —44 WEB FH 7 18] LUK A el o

Be B0 E I HTTP 15 1) A2 HLIK FH 2 (1) ACL 2831 75 21 1 i A 20 5K

(1) SRR
(2 SIAVIREEEIZIR, B HTTP sl &b P B4
NI R E R .

3.4.1 EXhalTH 5%

HHT, ACL fEHIhRERES 5| F VT 42 51 R et 5 T80 v AR IR B Ay
4 HI 512, BT IUE TG 2000~2999, HAKRLE dy & F L —T5 64—
Ffo

3.4.2 S| AipaEEFR, B HTTP ife) 324l a9 F P TisEl

SR R 5 SRR W 19122, AT BLSE B WEB 451 1y ACL H2531
LA P T 1 42k PR e 1
TR GRIE T AT FAIRLE .

F3-4 s|AipEEFIFIZR, i@ HTTP i E AR R #EITES

B®RIE &5
E?—?gﬁfﬁg%ﬁ WEB HE ip http acl acl-number

I ACL F5ih Thfg undo ip http acl

RE 2 MR 2 W& T

(0 A
WEB % i 7 ) ACL 42| 24 8 R 4631 A L T 505 ARiRey K A37 42 4191 £
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3.4.3 FEZA

1. A EK
IV Aok B 10.110.100.46 [ HTTP 7 U i A2 el o

2. (A E

Se
Switch

[E3-3 XF Switch B HTTP F P i#41T ACL #81

IEESE

# 58 SUEEAV) Il 2141 4

[Quidway] acl number 2030 match-order config
[Quidway-acl-basic-2030] rule 1 permit source 10.110.100.46 0
# 51 V7 A

[Quidway] ip http acl 2030
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1.2.2 FENIHIBRHET oottt aens 1-2
ORI 8 I e AP 1-2
1.3 HEBIBE IR RTITIIL oottt e ettt 1-3
1.4 HEBINBEBLE LM vttt e et s et e st ee et eteen et et s e e e e tneeas 1-3

B2 B HGMP VL B B ..ottt ettt ettt e et e et eee e aes 2-1
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B L HGMP V2 FHAT ettt ettt ettt et et ete e e teeaeaeetesesaenn e 3-1
T 0 1 1 OO 3-1
I vk N1 RO 3-1
IR I T I 2O 3-3
BL2 NDPTILE .o.eeeeeeeeeeeee et es ettt et e et e ettt e s e e s essae s s st s e s es et et et et et et et et et et e s et et erererernrnenas 3-3
I8 B ] =1 RO 3-3
I A = o 5 N[ ] = R 3-4
IR IR = e 1 [ ] = OO 35
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EhEH

1 E HESIIRENRCE

BIE HEBINREIE

S2000 F 1 LAK M AL HNAT S2026 LUK W AZ bl S RFHES D) it .

1.1 HEINGEREN

HE B ol ST HE B T ARE K LUK A B LA i — AN B, b i
AT T A MAZHML o HE B A K LK AL T B AR — A
Begk, T RTE R AT LS HE B A BT AT A I LI B

LA DR AT A UIE I S DAER, H T BHER R — 3 icE,
CATBCE RS, I 2 A AT P A UK R AT B L e o HE B v i A0 46
Hlo

HEZ M R R AT AT HA L [T oL HE B B b B R I 1) M B
HOEREOR ORTHERB R KB L MHRIE S I e T - HEst
FHES AL 1P SBhEVE I, JF R S IIRE: e ARGt Balk S EACHpL
HEB DHBEMACHNUMABIHE S o EACHMAEMAZIBUMAKHER T, B3h
25 NAZHAL I B v IR 1P Hiudike AERESE T HER )G, WERATE AL 248
BHUE I HES OHDE, RE0K A ST AU 2IHER

HE B L AU A ML 8] (R e Fr 1 o BRI T
MAZHML E ZIE i HES .

1.2 HEERERE

HE S D fie 12 TG AL

o FCEMER IPHihlit
o EVIMIERUES
o DIREINATHNUIL I HEAT HC B

1.2.1 EcEHES IP Hthiitits

FERESIHEZ AT, A E L EHE S IR 1P BRG], T ATHA IR AL
BHUMARER I, B 3hZ NSRBI BE S BEE A 1P Huhikya F N 1 1P Mt hik.

THERGALIE P AT MAIBCE .

11



Quidway S2000 51 LK AZ Al 44 Tt
HErh AT 01 BRINE

F1-1 BLEHE IP ikt

#B#1E we
i 5 M 5 1P b3 stacking ip-pool from-ip-address

ip-address-number [ ip-mask ]

WA HES Bl 1 1P kY [ undo stacking ip-pool

FEBHATHESHCE AT, 7D S CE 1P Mkl [RIN, 7 NAZAER el
TAZHHLAIAZ B ERCE 1P ki

iy ZE R, ARG E I REAE AR B A HL LA . WRER Dy,
MPAREE S IP sl v

BB BT, REEAESRING 1P Hublt . T 06200 8 Se A HA L 1P M-
M, SRIEA REHHTHESHCE .
1.2.2 EL/IMIRES

AT LR i S L HEB N, RS BAlR S EACHLHES DAHIE AT
BHUMARIHES . HES )G, WORMES LIERWIT, WASSHNL B 3R
HyHEF

THERGALE P AT M AR E .

F1-2 BIL/MRES

BRI PN
fetiv i e stacking enable
TR HEZ undo stacking enable

i BVE RN, ST BRHE B R A I REAEME B AL EHEAT

1.2.3 YIHREINZ R EHITE R

AL I LT iy 4 AE B AT B LA B D) e 2 N AT LRL IS, AT AT Ht
PLEATHCE -

THAER AL R AT A .
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EhEH

1 E HESIIRENRCE

F1-3 VIIRB NN A EHTEE

HBR1E PN
I B A B WAL ] E AT T stacking num

i EHE R, A DT U A HAURLE DI 2 AAZ B LAL I, HA)
I P GO AN o A R A MASHEH LA B D1 0] A LA, U TR quit
I

1.3 HEIDgE R AR

TEFE AR E 5, 7EFTA AL T $AT display T &#r] LA /sl & 5 HES T
REMIIZAT G Ol P T LB & i B e & AR . fER AL R
AT reset fir & AT LURHAT CHE S (M ZETH 5 BEER .

Fx1-4 HEIERBRFAIEIK

B1E we
16 EAHAH BRI R display stacking [ members ]
MW B RHESRESER display stacking

FEFAT AL FAT ] Z Ay A0, WA members, B SR AAS B L HE S 16 3=
ATHALLL S HE B A5 A B H s 7l members, K 2 B 1R 1 1 £
B BRI HHLGHES 5. HEB IR AP MAC kDL SCIRA A% .
FENAZHALEAE LA I, o SR AN L e B 1 AATHL . ARSI AL
(RIHER . HEFrh 3 AZHALE MAC Hid

i R R A R U 2 W i T

En

1.4 HEEINEERLE =5

1. A EK

Switch A 5 Switch B. Switch C il il & CUAE, 418 — S 4]. Switch A
YE g A2 #AL, Switch By Switch C 1E 4 WAZHHL, 2855 # ailit Switch A
SEFLST Switch B. Switch C [ HE,
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HErh AT 01 BRINE

2. A [E

== Switch A

Switch B 7SWitCh C
== =
=n [ s

1-1 B BB ThRERBIE

I METRE

# fEACHHL Switch A LJic &3S 1P Mkt
[Quidway] stacking ip-pool 129.10.1.1 5

# TEACHNL Switch A g HES .
[Quidway] stacking enable

# E FASHHL Switch A T BoRHER(E E.

<stack_0. Quidway> display stacking

Main device for stack.

Total members:3
# AE AT HAL Switch A R HES Bl S B,

<stack 0. Quidway> display stacking members

Member number: O
Name:stack_0.Quidway
Device:Quidway S3526

MAC Address:00e0.¥c07.0bc0O

Member status:Cmdr

Member number: 1
Name:stack_1.Quidway
Device:Quidway S3026

MAC Address:00e0.fc07.58a0

Member status:Up

Member number: 2
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EhEH

F1

7

=

HEZ DhRERCE.

Name:stack_2.Quidway
Device:Quidway S3026
MAC Address:00e0.fc07.58al

Member status:Up

# VB AACHHL Switch B EREATCE
<stack 0. Quidway> stacking 1
<stack 1. Quidway>

# {ENAZ ML Switch B F R HES(H E .

<stack_1. Quidway> display stacking

Slave device for stack.
Member number: 1
Main switch mac address:00e0.fc07.0bcO

# D)4 ln] 2 AL Switch A _EREATHRCE .
<stack_1. Quidway> quit

<stack_0. Quidway>

# VI B AAS el Switch C _EIEATHLE
<stack_0. Quidway> stacking 2
<stack_2. Quidway>

# D) nl A8 bL Switch A FHHTRCE .
<stack_2. Quidway> quit

<stack_0. Quidway>
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i 2% HGMP V1 il

¥22E HGMP V1 L E

2.1 HGMP V1 54}

HGMP (Huawei Group Management Protocol) =% S8l i J5 [ () Thhg: —
SEI I AN, A BEBEAS T LUN A AL S AR T B, AT L L B
PERTE . TEEEWMBGE . TR BEEAE 2 T BUE A P S A
MU R TAETT =, BRI — G A AL AT DAIAS 5 5 B e o HLEAHIE, T2l ¢
PRI HL B AT el S o B A A

HGMP V1 %34 HGMP Server A1 HGMP Client. HGMP Server ££ & Lk 45 I
SEL, EEERRAE AN AN, g i AT B, R
(R 54 AR L N I 2 6 LUK A #LI AR OG5 L. T HGMP Client
D1 = SRR B B % T R Y RN A vk iy A AN AR EE,  JR] I AR AIE
B P Z RIS .

HGMP V1 [ EZ W E L H

e MA5200 1£5 HGMP Server, LK MAZ AL/} HGMP Client.
PEANE AT LS WL MAB200 (1 BE LT o

e S2403F LLKMAZHHL. S2008B/S2016B/S2026B LI M AZ HHLAE K
HGMP Client, HAWAHALIEN HGMP Server, S8 {41 175 i 4 P&
2-1 It

L ERI R AV S NGRS R A D]
4, e A LIHGMP V231 145 H

S2403F S2026B S2008B S2016B

E2-1 HGMP V1 82 B A R = [
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EhEH

2% HGMP V1 E

WiAR:

S3026/S2008/S2016/S2026/S2403H vA A M Z#HAL X # HGMP Client, =T vA
# % MA5200 # % 3, & % ¥ HGMP Server, + vAxt S2403F .
S2008B/S2016B/S2026B vA K F LIEAIEATE 3L, (22 AFh I LR AL B 42
SN EZ S AN

2.2 HGMP Client Bc &

iAR:

S3026. S2026. S2008/S2016 % S2403H vA K W X #4u4E A HGMP Client
i, SMEE L E R AT O 5 E R G4, X EATIR O @4F
S3026: Ethernet0/24. Ethernetl/l. Ethernet2/1.

S2026: Ethernet0/24. Ethernetl/l. Ethernet2/1.

S2008: Ethernet0/9. Ethernet0/10. Ethernetl/1.

S2016: Ethernet0/17. Ethernet0/18. Ethernetl/1.

S2403H: Ethernet0/24. Ethernet0/25. Ethernetl/1.

S2008B. S2016B. S2026B vA KM Lty HGMP client B 37 X504 £
THIAAFR, BARTAAN S2008B. S2016B. S2026B MA#LF#, AT A
A AE R T S2008B. S2016B. S2026B vA KM A=A,

HGMP Client [¥)Hc & {045

o {EAZHAL Bootrom Frik$HE HGMP £,
o TEXHANG N EHLE HGMP Client

2.2.1 7EX#¥ Bootrom Hi%iF HGMP &3t

LEAZ ML R 2 HGMP Client 2445453k UL 45 5%

(1) U/l Console FEREAS HHL.

(2)  AELLKMATHALE SR i HI 20 &8 “Ctrl+B” #E Bootrom 3¢,

(3)  IEFELIH “6. Set switch HGMP mode” {32 #: /L% HGMP #izt H 5.

(4) RGN T HGMP BHUR R, JFMIRE R AT IT HGMP £
. “Current HGMP mode is OFF. Are you sure to turn on HGMP mode?
Yes or No(Y/N)” .
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(5) HIZF“Y”, MRS R HGMP BT, s “Turn on HGMP mode
successfully!” . BB RS HF Bk A Bootrom 325, H 7 ] UL £k
T “0. Reboot” KA Bl LUK AT # . o

Zot PR IR LUK M AZ e bLKs JE ) HGMP Client Bh#g, il /4 HGMP Client

(¥ — Lo E AT &

2.2.2 EXYBHEEE HGMP Client

1EAZ 41 Bootrom 1 33 HGMP Client 5, 1] LU%F HGMP Client 1))@ it 47
fic

THERGALIE P AT MAIBCE .

#=2-1 FRE/I%<H HGMP

BE we
FFJa /1A HGMP hgmp { enable | disable }
L& ST 5452 Server [MIC & HE hgmp { accept | reject }
T HGMP 4 R A undo hgmp

T RIS, WASE R 3 HGMP, 4 AT LISEELE i HGMP B3O 28 e bl idk
AT E

AR TEOUT, WS DOK M AS #eH LA IS sh 1 I 7E Bootrom 1) Boot Menu Hik
7 HGMP #i38, NAZHHLE B))5 HGMP Client & 73 19 T 5 LUK I AE e
BULLE S B I g B e #E HGMP #5X, ) HGMP BhsGE SS 1) 9F H. HGMP
() C o 2 0 FH P A AN AT LI

2.2.3 HGMP Client 2 7=F1iEiz
1E5E R RO B 5, 70 5T A WL F AT display fir 4 #6517 LS RS 5 HGMP

Client (FIZAT1E L. F AT LUE I & & o B I UFFL & ROk . 78 P AL
AT debugging 4 AT LA HGMP Client #3173 .
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%2-2 HGMP R RF1FR

1RIE we

78 HGMP iz 1Tk display hgmp

R HGMP iR JF 9k 4 | display debugging hgmps

TFJH HGMP [R5 debugging hgmps { all | err | info| packets }

F M HGMP )R I 2% undo debugging hgmps { all | err | info| packets }

2.3 HGMP Server it &

iAR:

e Z 7 oA KR LA 49 HGMP Server & i k& 22 S2403F vA KW R 4%
. S2008B/S2016B/S2026B vA K M K44,

S2403F vA KM Z4#4L. S2008B. S2016B. S2026B vA K M X #AU1E % HGMP
Client B, s/RZid i B2 a9 AT 0 58 M gAnik, Xk FAT3H 0 648
S2008B: Ethernet0/8. Ethernet0/9.

S2016B: Ethernet0/15. Ethernet0/16. EthernetO/17. Ethernetl/1.
S2026B: Ethernet0/23. Ethernet0/24. Ethernet0/25. Ethernetl/1.
S2403F: 25. 26. 27.

HGMP Server [ 4= Zic B AL FE -

o {EEIIE [)H3) HGMP Server

o IHE PR AT LK M AZ AL

o {EEPIR G LORATE N AT AL NG B

o WELUKMATHNLHPIRA R4

o B ARG B S RO LK I AZ He AL

2.3.1 EEEZE LEF HGMP Server

WiAR:
P HE XS5 A KM A, Cilit HGMP V1 REFE TFH UK
W X A,

A] DL R iy A A PR 4% A 3 HGMP Server.
THAEE BB A AN AL R AT R AR
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EhEH

2% HGMP V1 E

F2-3 EEEIREZ L B3 HGMP Server

1#1% ik
= = ol 34> A&

)?zggg?MPSawﬂ%%ﬁﬁAHGMPME hgmpserver enable
M4 )7 HGMP Server Jifig (RZMED hgmpserver disable
e = f o) Iy \11‘5 /\é' U
I%E;Eéﬂ HGMP Server Thfg g ks (RGN undo hgmpserver
JA B I HGMP Zhfig LA Wi 41D hgmpport enable
KA T HGMP it CLAK I3 LD hgmpport disable

P 3 1R LUK R AL A B4 L C (HGMP | spanning-hub { enable |
LD disable } slotno subslot port-list

Ao R UK R AZ B L) A2 2 A R

(HGMP &) query hgmpport-mode

HGMP 4575 2GR 1 E#SEEN: 583045 HGMP Server, 4RJ5 3
Uit 1_E [ HGMP ThEE,

LU - L QU TN R = g S R e U A7 e
spanning-hub { enable | disable } slotno subslot port-list S Hi 4 2 L A8
Hbl.

HGMP Server F|H LK IMAZHALIFAL B lanswitch_loc Sk 4E 254N LK AS
Bblo WAESHE ANUMS . TS, wmi S, P SARTyRER
) (i 0/0/1-1) o {HRRAEMAMBIA T, frESHIFA R R L PRI
fi'E . lanswitch_loc IR RAN N slot/subslot/port-/pl/p2/.

I slot/subslot 7R 1% DA M A F AL AR B i 2% LIRSS, UK IAS #e
HUVE R & B 2% 1) slot BB 4 0, subslot BUE 4 0.

port iz AR M A ML EAR 1 B ke K 15
p1 KR i% LK M AZHA LA 5 — = LUK A B LK 1 5
P2 KR i% LK AT A LA 5 — J2= UK A ALK 3 115

fltn: S0 “0I0/3-17 I, FRARiXd — AN HAEIRAE HBA 0 SR 0 74
3 5 5 — 2 UK AZ Hed L

SR “0I013-127 I, FaRikod — M ERAEE )2 UK AL 2 53 LK)
B JRBURAZHNL,  FARSY O B A4 (10 0 54l 0 74l 3 S .

SN “000/3-121117 T}, RIRIZE M EAER )2 ORMAZHAL 153 1 E
M5 =2 LKA B, FORRY SO0 B 45 1 0 51 O 14 3 S 1.
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2.3.2 BIEEBIZEFHRLUKMIZHL

FIH HGMP #p%, H /7 vl AFER BB 4% L SIS I 10 LUK M AS e m Lidk 47 T

%o

(1) HERFEEALNEF FERE LK flash memory H . 75 250 1)
B, AEETEE TS S BN M bootrom [ B b R4 AH N (RS, TR
ZAEE B A R B G A R FTP. TFTP IR TR 7 R4
P &1 flash memory H1,

N LRGSR TFTP A FETHRRET . BRI 75 EE R M 5 D84

AL X E R A AT A S B U LI R R B 45 1) Console 113&

B2, VHETRLI R R0 P A% 16 LUK P9 i 1, 0 AR EAT A I 1

FHL LS8 TFTP Server, FHELE&AEN TFTP client TG, =&MW IP

HibiEAE[R]— MW 25 a] LAREAT a0 R $84F .

RS FBRES  R G M T T R 531

F2-4 B TFTP T34
BIE ws

M TETP SR tftp get //X.X.X.X/Xxx.yyy mmm.nnn

o XX XX & TETP Server [ 1P #iudil, xxx.yyy 43 SCAE 44 57, mmm.nnn
N HMSAE . KT titp get dr 2 IITEAIA IR 7T LLZ W & F b i “ R
H7RSTHOGT RV R Y 7%

(2) BT N B (1) flash memory R4 20E BE B (T A2 X .
T AE A B A% () HGMP AL R 3E T4 FRCE

R2-5 MEFREFEERIRE LHARAFEXH

1R1E PN
T AR 19X A8 $ AL ) T 0 R 380 B e % _
TR X T load Iswprogram filename

Hrp filename A4 BL %11 flash memory FRIH T R4, B B

mmm.nnn.

() FALIrE AN H 7L i AT AL AL B A L AT g,
Jaf LS €54 display lanswitch all 4 K2 B4 1 i 1048 bt
AL E S 4L
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TR B 10 HGMP RLIE N BEAT A M RC & . L display fir & T LIZEFT A
R 3AT

+R2-6 FRIBERIZ I

1R1E we

upgrade lanswitch lanswitch_loc { app |

THR AR E LUK I A 4L bootrom }

W AT ML I LUK AS AL | display lanswitch { all | port slot subslot port |
=Yt position lanswitch-loc } [ error ] [ inactive ]

lanswitch_loc Jy M LUK RACHBLINA B S K, LS. 7S i 05
Feg AR P sk s, B “0/0/1-17 .

(4) A NEERBURMAZHANL, AT A
TR BB (1) HGMP LR 3700 R #4E

R2-7 ERLIKM AT

HR1E we
SALFR E I LUK A He Al reset lanswitch lanswitch_loc

TR IS —E ELRUEFRE M LUK AL He L flash memory 47 & 8 1 36 42
23], DMK T RE 7 IE 85 5 N flash memory .

(5) MR BB LIITH ALY

A flash memory (25 2 AT BRI, WER T3 240N EEAAN R LUK
AL, AT ELRE T R e R TR PP B, DA R 38 e S B LR T+
¥

A P PR AT R R

*x2-8 MRERI&E EHARIERF

#BR1E we

MR B B TR 7 delete [ /unreserved ] file-url

KT delete fir & ITEA IR T LLZ Wi & T “ RGUE B BEHOT V)
P YR
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2.3.3 AEBRE LRGF TR ME LR
R AT DAAE A B v e b ORA7 I BRAC AL I i 4000
TEER H A1 HGMP R R REAT W R R

R2-9 REFRMANAECE IR

#B1E we
%gggégg%?ﬂmgﬁ save Iswconfig lanswitch_loc

PRAF LUK AT B LI I 5 5040

I flash memory {135 & A7 & backup Iswconfig

save Iswconfig 2 1] EUORAEFE 2 I LAOK I AZ 4B A TG 2 0000 28 5 B i 45 1)
WAE, 1M backup Iswconfig CrAE LA WA He LI e £ 1) 2 71 15 4% flash
memory.

2.3.4 RE LKW IR BRZSFIR B

HGMP 13 AT B R G255 UK A B, 1 H 7 TCiE R A B S H0GE
TE AT BB EL ) UK AL o Ry T 5T A7 2158 B A EE 1 LUK P A #eL
Al LM A4 set Iswname 25 54N LUK WA b LIE & 3 4

UEAk, F P R DAAE S B e 26 b B A S ACHMLIRPIR 285 by i BOR
TR BB () HGMP AL R BEAT 4 T £ 4

#2-10 RE KM IR AR ZSF0 5] 2
RIE we

BB TS E UK MATHAHLHIIRZS | set lanswitch lanswitch_loc { inactive | active }

25 UK P AT e L IE 25 01 44 set Iswname lanswitch_loclist name_list
IR0 LK X3S #1344 undo set Iswname lanswitch_loclist

TEE RS, BB 52 Y G 4] backup Iswconfig ir 4 B ie B 17 31 5 K
%1 flash memory .

2.3.5 B EIEIR B4 TR Kim LK B 32

G5 2 1)LLK M A e WL AL FE S2008B/S2016B/S2026B L A k4 AT #i AL Al
S2403F LKA HHL. EE P& % LR3I T HGMP Server Thig, 7 K LA
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KMAZ ML LR B T HGMP Client Dhfg, ] DUl 8 B & R & B N HEEM

SN EE e

FIH HGMP P, 8 BEH % n] DI R £E AT — &K DK M AZ WL T I

B, BRI AS M B R RE RO, G R g YSRGS . VLAN i

B HHERECE . B R VLAN UE 5.

(1) 5w FAHAL R A & B A S e g B E A . e IS T
S2008B/S2016B/S2026B LI M Az 4 bl .

AT LUK AT B b L e B R 18 i o P g — i BB, X S BB A i

IR L g BUDIRAS . 3 K tag IR . IXFER /7 n) DLZE A& B 4% B4

i auto config iy & iZ FUILALE B 2% BB A #al.

AR A 1 HGMP FLIE R HEAT R AL & .

R2-11 EERIBNMEERENZES~RE—LEHE
#R1E we

T 58 HEAT A LI C BB i 5 7=
g8 Wl B

set Iswconfig lanswitch_loc asdefault

(2)  EX G LUK HMUEAT IR, B BB i NIX 5 AL
IR B AL -
TEAEE B ) HGMP ML AT ARG E
F2-12 HENIETE UK W iR M B B AL
1BRAE W

HENFE 8 LK P A8 H AL 1 T 2 40 I lanswitch lanswitch_loc

HAEE A ERENFR S BN E AL, F 5 7] DL 5 2 5 45 %

R A WAL THCE, Wl A B A B S e A AL v I R g

2. VLAN % HE %,

@) M EH I & & H MM E 0. VLAN %% . R E&E 0T
S2008B/S2016B/S2026B LA A M AZ L o

TR B A1 lanswitch FLIE R 34T FAIBLE .
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#2-13 B E15E R RAL AR O

#HR1E

A
Al <

K AN BB R M SR i 1

set link-aggregation port_list dasa
groupid

) S SR A BB B

query link-aggregation

Bt B LUK A e ML 115 VLAN [R56 R
M tag R&

set port port_list vlanid vlan_id_list
[tagged | untagged ]

VBRI B

flow port portlist { both | none }

B i RS duplex port portlist { auto | half | full }
T iy R speed port portlist { auto | 10m| 200m }
KAAZ AL 3 1 close port port_list

T A A8 $ AL A g 11 undo close port port_list

3 145 8

query port [ port_list ]

set mirror monitor-port monitor_port

B H LR [ port_list ]

Mg 3 1 B 1 undo set mirror

A DR R query mirror

placer SEZNERIRzy set loop-test { internal | external } port_list

22 A WE T LUK P AL 25 30
il

auto config default port_start_vlanid

e i AR S )

set priority { high | low } port_list

BEEASHA L F I S K QoS B

set gos_weight weight

I S AL e 2 2 1 1Y) QoS AL
HRIBE

undo set qos_weight

% E VLAN Jg

set vlanid vlanid portlist

AL VLAN J& 1 ¥ 44 8

undo set vlanid vlanlist

ALK R AZHHLE rmon e &

qguery rmon port port_list { forward | trans
[recv | err|all}

W R set superview_password password
e S A A ] undo set superview_password
WELTHH R G4 set sysname name_word

PRAE UM BRI S A set config-flash { write | erase }

AL BT AT I E A B

query active-configuration

AW AHA L LRAF IR E AR R

query saved-configuration
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F el MER] auto config i & K42 4 0 B & LR A AL 0 25 T 4

P, IX SO A BRI R L s RUTRAS . I ) tag IRA . [R]IN

i F] auto config iy &I FH P b 20 R i v I IFEZ 4G VLAN ID, XA BL—Ik

AR 1140 R 31— A4S VLAN H 2z,

T e (R ] DA I A HO G B S B, 0TI BB B A VRGN IR v A S

JiC B AT W L A E T

(4) MEREAHIG IR, WECEEH T S2008B/S2016B/S2026B L)
IS AZ AL o

TS PR A4 1 lanswitch FLIE R #E4T R AL & .

F2-14 BLE S2008B/S2016B Kyttt 3

1R1E we

add addritem mac-addr { unicast port [ aged |

358 4 ik T noaged | permanent ] | multicast vlanid port_list
mctype }

T 20 - 2 1 delete multicast mac-addr vlanid vlanid

O I 2% b - 50 delete uniaddr mac-addr

165 e 4 5 i il it modify multiaddr mac-addr vlanid port_list mctype

16 o5 PR b b R T modify uniaddr mac-addr { aged | noaged }

FEMIHERR TP R 2 F b search multiaddr mac-addr-list vianid vlanid-list

SRR E v 1 PR b2 I query uniaddr port spec_port index shownum

BonTRE id 1" /)4 . . .
S FEIE vianid [ VLAN H 2 qguery multiaddr vlanid vlanid

o k15
W L4 (¢ IR
ggld,dﬂi FHIBRAEAIRN | oy used addrnum
N RS ( N2, DL S
gf@?ﬁxﬁmm R B ATRE query active-configuration

Al T A AL S B query saved-configuration

IX LU E R FE AT DU A M T ST, % T IX Sl E B VRN AR v LS 2%

e B AT L A 0T o

(5) XF¥REM S2403F LK M AZ HALIEA T4 # 1P BLE 5 2 MAC HhhERCE
U CIRCE . VLAN B4,

T PR A4 10 lanswitch FLIE R #E4T R AL & .
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EhEH

2% HGMP V1 E

$%2-15 BLE S2403F LAK M 324

#HR1E

A
Al <

42 [ R A THE T s B DA K P AL R 45 20
Kot

auto config default port_start_vlanid

BIR UK AS B B 1P Hudik . M
EREVIISEPS

query ip address

B B IO LUK A LA B 1P 3l
i N R EE (REV TS NEPS

set ip address ip-address mask
[ gateway-address ]

BCE LUK A LA B MAC ik

set mac mac-address

BEE LUK A ML 5 1 s

set port port_list vlanid vlan_id_list
[tagged | untagged ]

BE LUK A B VLAN Hidfa

set vlan vlan_index_list { vlanid
vlan_id_list [ port_list] | broadcast port_list
[vlan_id_list]}

BEE DU A S L K T AR

set workmode port_list { auto | 20m-full |
10m-half | 200m-full | 200m-half }

SOVERE R HE loop port port_list

A R E s L B 2R undo loop port port_list
R PARS AL o 11 close port port_list

TE IR A AL 3 undo close port port_list

F el LUER] auto config i & K42 4 10 B T LR A S AL 0 25 T 4
P, IX UL I B R R R RUCIIRAS S i ) tag KA. RIS
{fH auto config iy &0 7 A Z5iF8 € s AR 45 VLAN 1D, XFERT BL-—K

e H 43 ECE]— VLAN 12,

XU [F R T DOE R A E B S, S8 X LG B K PR A v A5

P B AT HMLIR R AT

2.3.6 HGMP Server £~

7ESE R LR ECE )T, EFTE ALK R $UT display iy 42 # ] UE R E i HGMP
Server WEaAT L. F P AT LLEW A B (s BRI IEAL & MR . fEH
K~ 4T debugging ir4 AT LLXF HGMP Server Fdedb i
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ErhiE % 2 % HGMP V1 i #E
%2-16 HGMP Server BRFEIR
BRAE we
7R HGMP server [HTC & {5 & display hgmpserver
B8 HGMP 1247k A& display current-configuration
RGP | L dshussng ampsenver i

2.4 HGMP V1 it & 24451

1. A EK

Switch A PUKMAZ HALAE N & Bk 2%, T i sin H EthernetO/1 Flsii H
Ethernet0/2 H: 7 W & Switch B 1 Switch C LUK M AZ #HL .

2. (A E

Device for management
Sg

Switch A

Switch C

E2-2 HGMP &Rt & T24H W &

I EMEDE

# 7t Switch B _FJH%) HGMP Client Tjfie.  (Z Switch B IIBEHLTFIH
DURRECEAME S 2, b e BAR Y S5 A LA AT LG

# A ELN % Switch A I JH 3 HGMP Server.

[Quidway] hgmpserver enable
Start HGMP protocol successfully!

[Quidway-hgmp] spanning-hub enable 1 0 1-2

[Quidway-hgmp] quit
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[Quidway] interface ethernet 0/1

[Quidway-Ethernet0/1] hgmpport enable

[Quidway-Ethernet0/1] interface ethernet 0/2

[Quidway-Ethernet0/2] hgmpport enable

# It display fiv4 7~ OV AE S BRI LUK M A WL 5, T3k
IS LK M AZ B AL B S5

Quidway(config) # display lanswitch all

Lanswitch list.........

Position : LANSWITCH[0/0/1-/1]
PortMode - STAR_MODE

Lanswitch Name

Model : Quidway S2008B
Device ID I Vb.1.1

MacAddr : 00-e0-fc-06-a0-75
Status : NORMAL

Lanswitch list.........

Position : LANSWITCH[0/0/2-/]
PortMode : STAR_MODE

Lanswitch Name

Model : Quidway S2008B
Device ID I Vb.1.3

MacAddr : 00-e0-fc-06-a0-55
Status : NORMAL

# IS PR B LUK AL “0/0/1-17 [)53) 4

[Quidway-hgmp] set Iswname 0/0/1-/ switchl

# R BB I E 1#S2008B LUK M AZ AL 3 1 1 FROWCTARES O auto.
[Quidway-hgmp] lanswitch 0/0/1-/

[Quidway-lanswitch0/0/1-/] duplex port 1 auto

# 0 PR CE 2#S2008B LUK AZ LK 3 1 1 TR auto.

2-14



Quidway S2000 51 LK AZ Al 44 Tt
i 2% HGMP V1 il

[Quidway-hgmp] lanswitch 0/0/2-/

[Quidway-lanswitch0/0/2-/] duplex port 1 auto
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#3% HGMP V2 it &

3.1 HGMP V2 &4}

3.1.1 &9y

i/ HGMP V2 Thifig, W2 B G n] LUl i — N A HALI A B 1P kb, S
PG 2 N HHU I . BRI B B4, L e B I AT LR b
B Ao AR AN TCE A R IP ik, A B A T E [ SR SIS
RGBT BRI R R A A B A T — A “CHERET o LAY
N RSB B TR

W B

69.110.1.100

69.110.1.1

R

J B o

1 B4

E3-1 &3

3.1.2 KWK AE
FRA A B b & A BT AL M RN RSO, TER T AR A €, ]
DU S i SR T AT L A (0, T A (0 T DA% — S R U AT D)3
BRI A AT IR . A A% DA A 1 T 4%
o  EFI: MEEAM P HubE, NERENTE RSN RO B O K
ACHRHL A5 BERE A5 4 T I SRR R R WA AT A B ]l
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S

% 3% HGMP V2 i &

PR LA SOR BV BB A b, A B A AC B, A B A A R B
b A IEAE AR G B ERAT I A %, PR i & e B B3 B
AP BB R KBRS R SRR MR IR gk R
Gl P ERRPIRGS . SO S M ACAE DI RE

AR RS ARRET DL, — BOANECE A 1P k. i A P
()i 2 T [ D RE X 1 e A HEAT A B o R B3 B AT R BLARRAS R
PR E BB AR IR B T RBER DR & W/ H & EAREIIRE .
MRk et B MAEATERRE P ERAERERE T BV O SR AR 5 1
AZHAL o

piiReka O

E3-2 fEiEmn

READMERELIERE A G BB E —) B . 7 BBl
fasg o, RSl el NDP/NTDP {55, #ie MUK B IL B4 o
FP T DA AR . A S AT B I BB

M IEBE G IINTEREG R BB s ol 0 BE A M B R PR 2 fik i

B

EJ 152AE:
BEBHBEEY, $HEE L E2 W TRE:
(1) B 3h & %A% 0 £y NDP

(2) Bz & NDP #) 54k

(3) B3h & %Ak 1 L4y NTDP

(4) B & NTDP A4k

(5) B &R T HE

OEAEZIE L3

R EEFAERIXE EE R TRE:
(1) B3 A %A% 1 Ly NDP

(2) B3h & %At 0 Loy NTDP

(3) B LR 4
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EhEH

% 3% HGMP V2 i &

3.1.3 LhgELHERK

HGMP V2 A S e

T B BT S% . Ui AR BB & ERCE — AW 1P Mk, stnr sk
BT 2 A AT ML E RV B, AT B S BRSO3 B & L& 1
BEATECE
BN R BoRTh g, A7 BT IR I R 4% 5
T4 1P Huik
A LAJR I 22 A A A LA T B A TR S
ANSZ IR 238 1 b 8 K R ) PR

HGMP V2 & L N Difig

Hr:

W 2% 4 41 IR
EEEEENIE =
J U
RO B

En S
m So

P SN RILTIRE 2 FI ] NDP SRSEILI, PR A I AR 148 fa 5
B BFRABHRE R M A AL R RROAS . e 4%, S AbE TR
PEBEE Y ID, 3 XU, i ilAC . Bootrom JRASEE .

W4 26 3 FMISCEE D RS AT NTDP SR SEIIT, HACHE I 2% v /> e 4 PR i
RAMMERILE W AAAF B, JFaT LBCE IR KA B

J8 GR R ) Dy BE A T I FAE P ) A B R E A, A BB T AR
AN A T i) B 53 70 R I A B A 2

COVETBRIIRE, ARSI MHIBR L R 3 A0 £ R A B R A 1R Bk A
12 T H) B 45

SR B RS U RE I ARG, 1 TR 20930 44

3.2 NDP L&

3.2.1 NDP &4y

NDP (Neighbor Discovery Protocol) & I3k & HLAT#2 fiAH A5 B Lo
NDP 24T 7E B BE R 2, PRI ) ASCHREANIR] ) 4 55 2 8L o
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EhEH

% 3% HGMP V2 il &

NDP H >k & I B AR 20 a5 B, ARG AR 8 2 I e 44 Y L AR A AS
R 105, RHANE TR 1D, o a4 S .

S NDP [ &#R4Ed NDP A8 a5 538, A0 a5 Bk rh R — R I#S & nf
PLEACHT, — H2ZALm 2], NDP HE)MIFRAHN 48R I, [FI, P ar
PLIG BR M H0 Y NDP {5 B CLE T AR AR 315 S .

1247 NDP 1) 45 32 I 1) BT A s (1) o ) 3% A5 NDP £l (4 sc, fikoerh
Pl A R B I IA], 22 R4 7 2 B0 4% 00 20 AR AT 12 B BT B e P s ) o 4220
NDP i SC % & PRAFHCSCH 4G B, (EAE: & NDP # 3C. W ifE Bk S5
IHIAE BASIA], W EEH NDP 9 AR R 2 b 0t s an AR TR, 00 - B8 20
B BT

NDP 3= i & A0 45

o flifig/4k 154 NDP
o flifig/&E kw11 NDP
o MCE NDP {5 BT R 08 B I Th)
o L NDP I AIE IS 8] [A] &

WER:

TR ELE R B L% A5 Ee) NDP, 5+ HEE NDP #9424k, & ik
GAMELZE LR EEZ B EA GAALE T L6 NDP, EWiUsiTidtfEd,
CAVRA & BE &K AT ko) NDP AR 44

3.2.2 {ERE/ZE1E R % NDP

LA iy L1 AR B2 B 4% (10 NDP {5 8, JH 78 7 ZEAE S bl LAl g R 46
NDP. 154 NDP lifit)5, AC#ALKHEAT NDP {5 B 1e s, ar Ll
WX LEE B MRS NDP 28115, AHHLEHE BRAC MR AE 1T NDP
A5, RN AT AR AT NDP 413,

THERGAIE P AT MAIBCE .

3R3-1 {FRE/EEIE R % NDP

HBRAE W
{fifit 245 NDP ndp enable
%% 1L &% NDP undo ndp enable

BAATOL N, R NDP A TAERRIRE .
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3.2.3 {#gE/Z1tim O NDP

FH P a] DLzl 1 NDP {5 Be/A5 1FR A, DA T 2 6 W0 &y 11 R4 T 4132740 A
= AR, MRS A . ISl gEs 1 NDP, JfH B3 T %24 NDP, W A%
H4 58 IS i 1 AR 71 1501 NDP AR S5 B G B 2% 3 11 NDP, W R ZEAN
eI o Zt AR R &% NDP {5 B .

TEAE LU M i AL R BEAT R A1

%3-2 {Fae/2E 10 NDP

B1E we
{ffE¥ 0 NDP ndp enable [ interface port-list ]
A% 1L 11 NDP undo ndp enable [ interface port-list ]

HeA SR, 35 1 NDP & FAEREIRA

3.2.4 F.E NDP 15 BRI B R & B8]

W AREE, F AT LAE R B AR AR s AT RUE B A RUOR B T
AHAAEFMCE] NDP 4R SCHF, AT LR SC A 385 45 1R 25 C B ) T 1 A 16 4
SCIRARHE A5 11 NDP {5 B 1A 2T 1], A A RO 1) 5 25 i AR i 4%
) NDP 4B J& 15 & o

THERGALE M AT R AR E .

#3-3 BLE NDP R BB IR B AT E)

HBRIE we
fic & NDP 15 5\ A 23 4R B 1 ) ndp timer aging aging-in-secs

5 NDP 15 B WA SR I ) 554 | undo ndp timer aging

s LA R, NDP {5 B 28O B IR TR) —fBOK T~ NDP Ak I ] 1A Bgs , 175 0]
F 512 NDP 15 B R IAEE -

B TESL R, NDP £ BL A3 % BT 1 o 180 5,
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% 3% HGMP V2 il &

3.2.5 BLE NDP 330 & XA AT (8] B fF

AR 5 NDP 5 8 WA 20 S 53,
eI B S A AR B 4 R B AT DU R i B NDP 16 K 3% (R BE & 2 NDP

o EL KT BEBT AR, DT A 4 12080 8 S I ST O B PR AR A AL A R

THERGAIE P AT M AIBCE .

*3-4 BCE NDP 3R 3L &% RY AT 8] (8] FF

#HR1E

A

L
AN <

P NDP 45 3C 3% I ] 8] b

ndp timer hello seconds

PkIZ NDP % 30532 FRI IR [ 7] b Ay k45

undo ndp timer hello

ity SR, NDP 5 SCAIE I 18] 1] [ — /T NDP 5 S A R Or B I [,

ALK 5162 NDP < 5 R I AFUE -

BRI, NDP S0 R0 1 By 60 7.

3.2.6 NDP Z/FAiEi

FESE R IR IR S, AEFTAT AL M T display fi& A R] LR 7~ A E S NDP
frigtrtsol. MmOl &5 ol
17 reset fr & W LUK A& NDP I iH 5 RIG Er . 7EH ) BT AT

debugging fir4 1] LAXE NDP 54T

e

%3-5 NDP ZRFiFR

#HR1E

2
@

7R A48 NDP it B 5 5 (AR SCAE IR (]
TEa) o R A 25O B I TR

display ndp

WonARE b H NDP A IR 20 a5 &

display ndp interface port-list

15 B NDP i H [ 48 -5 &

reset ndp statistics [ interface
port-list ]

FTIT/5% 41 NDP iRk JT 5%

[undo ] debugging ndp packet
[ interface port-list ]

R YEY i
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3.3 NTDP Ec &

3.3.1 NTDP &4y

NTDP (Neighbor Topology Discovery Protocol) & T it £E b £ 45 4 M55 B
i NTDP S B AL nT I N AR R (115 4545 5., WSCHRE R 2 RN 1 A0 Ht
HURIHRFME B

NDP Jy NTDP #2401 H:35 5 5, NTDP AR A0 He(5 B E R, & NTDP 44
WK, W& M2 G N AN B 1) NDP A5 BAIE 5 T 40 e R 1 4%
F R WU TSR EAE B S, B ER R B A T DURR A 75 B X e
SERUTT TR I IIRE .

AR LI NDP R IRAR AT ARG, 38 42 TR SO0 o iy B E
K EE A, BT LURZ) NTDP AT e s #McdlE, M4l NTDP
il S IF sz e D9 285 4 0 1R AR 4K

NTDP == ZE00 & L4

o flifE/%E LR % NTDP

o flifE/AE LY NTDP

o HCERIMAETIH

o TCE UHT AL R I NSO SR (0 B T IR B[R] R i 1 SR I ]
o T E I FH AN (R I TR ) BE

o AFRIME RMTF AL

15t AR

EIEE L EZ R E % AHE T Ly NTDP, JFHAE NTDP #9544k, M
R R Gtk iR & EREZ R A S A L35 Loy NTDP, EWHSUEATE
2, CNRAEELE L ETRe) NTDP A4dh.

3.3.2 {Fge/Z1E R % NTDP

FAT R A BES AL NTDP ) 30, 2T HE R4 NTDP. 2 R4 NTDP 28115,
NGB AT WA TG NTDP 58, EFFTA I NTDP 3, 2%
Ki% NTDP ik .

THERGALE M AT AN E .
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33-6 {EHE/ZEIE RS NTDP

#BRAE we
{fiflE 24 NTDP ntdp enable
A% 1 &4 NTDP undo ntdp enable

BB sl R, 2% NTDP A Ak 2.
3.3.3 {Fge/Zx 1L O NTDP

F Py A ] NTDP 3 FAERE/AE IFRAS,  SRES DR HR £ Vg7 R 2% . Hik
FIE R NTDP #)3C, Wb OANKCEE, Wi fesg 10 NTDP, H &4 NTDP
W EAERE, MRS AL T LA Z D &3S ORI R NTDP #1030 Wilfias b
i 1 NTDP, A #etLAS Al ok i v L1 4G 2E NTDP 4R 3

TEAE LUK R 1 RE &R 3E4T T 21 E

<3-7 {£8E/Z1EiK O NTDP

BRIE we
f#fE3T 11 NTDP ntdp enable
A% 1135 11 NTDP undo ntdp enable

TR RN AL, RSN, WEEMIR N, R & N AT
I Fh b, AT EAT IR R LS I gE ), DR 5 A5 1 AT 0
/) NTDP,

g el R, S2H: NDP 195 F1H G NTDP. 53 [14% |- NDP, BEI{#i{fifE
Ui 1 NTDP, NTDP {Jy3RANfEisT .
3.3.4 FLEFRIMNIETEE

HIP AT AAEAS LG B PRV T DA s v A e IR M R
NI W SINE T e SUR S bt ILe SN DI EIN € oa b ek i I S
KL . B, WR i BRI 2, RORSE A A LR e
MALTHHUIT4a PR N B2 IO FR M R

RS NI AR E .
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EhEH

% 3% HGMP V2 i &

#*3-8 B EHIMNEETEE

BRIE we
T & A AR VG ntdp hop hop-value
PSR IRV [ Dy 4 (. undo ntdp hop

i LR, RSO I MR SR A Bl AT WO I R A
A% MR RO, R IMCER B I N AP

BAETEOLE, AMRAERY 3.

3.3.5 ELE HATIR & A AFMTE IS KA BEATE 1R B (8) FAdm F 3E 1R B 8]

PR AN SRR SCAE P28 NN S R 0 2% 1 2 (] IR UG8 9 A1 S ERT SK
[l I 3 i AR SC, - T e 5 DS ) 2 AT ZE MR FMICAR B4 B O T kD I
PG UL L, BRSO B MG KRG, SEIRAER—E N s OXA
I 1) g BRAGE IR I 1)), 55— AT Aa 5 AR dME SRIRC,  FHIEIR AR £y
B I TA) CIEAN I 8] DAy g I SE IR I a] D, R — A A TR e o 4 Sk 4R
3, MIRSEHE

A DA T P i A T 214 T 8 26 e A 90 NSO U SR P BB 38 g 1) R i
RETSIN TP

THEERGALIE N AT M AIBCE .

#*3-9 B EWUWERIRE Rim O ZIRHMEER 1B KT IR AT (8]

B we
%%;g&%%ﬁ%%%@%*ﬁww ntdp timer hop-delay time
%i;g%ggg*ﬁﬁq&%ﬁi%ﬁ%ﬁ undo ntdp timer hop-delay
giig&%%ﬁ%%%%%*%ﬁ%u ntdp timer port-delay time
giig%ggg%%%%%*%ﬁ%u undo ntdp timer port-delay

AT, AR AR MR SR B EE IR N H) D 200ms,  # k4
FMBCAETE SR 1 o AR IR I 8] 20ms.
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3.3.6 ECEERRFMLERYET E i8] FR

JABN T EREhRE )G, WS BB AU A B AT A2k, Sl NTDP 34T
TR AN o IR R B ANRE S I PR A A R . Ol T RN R B
AR AR AZ A, NTDP 23 PR RI3EA T 42 Ja e A 4 il e # (RHh Ah lede,
LA 11 e AL SR AN fE 5 IR H SRR 9 41 (1 4 BB AR A o

A DU 1 £ iy SR B I A ISR 1 T 30
RS P AT R AR E .

#3-10 EcE ERHR M ER RO B i8] (8] BR

B ws
RN R Y ce Rl ) ntdp timer interval-in-mins

P E I AMCER I IS (R [A] B 48 {H | undo ntdp timer

SO, BRSNS RITRI R O 2Bk, RIANEEAT % I #h 4 e o

3.3.7 RaRIME R FHREIE

ECE T Fh AR R IR TR RIS, NTDP 43 [ 30 LA I e ) by Ji 3, 52 i adk
A i B P4 PME B IR R . S 5h NTDP S 324145 HI ™ T3l ie b i 4%
HAME A, DAEH] BN BEAT M 2R MG B, AT e 1Y
(EPLRSTIE N

R RMEE 1 1 0 iy T 2h AT 40 SME Bk .
HER AL R AT A

#3-11 BaithiME R RSS2

HBRIE we
JA A AME BRI R ntdp explore

3.3.8 NTDP R =FAiAK

TESEIE PR S 5, 7R AL R AT display #r4-#n] LA R ECE 5 NTDP
AIIsAT IOl AP T Ul & B 5 BIGERC B A BOR .
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%3-12 NTDP RRFiFiR

#BRAE we
BI/R4 R NTDP {5 & display ntdp
278 NTDP A 211 %15 & display ntdp device-list [ verbose ]

fE45 1] display ntdp device-list iy, WIEEAT: verbose %, ¥ Bor
NTDP W AER| I &5 RA5 S Wy verbose 4, # /x NTDP 43
(P& RPEANE B .

SORYED i 4 10 R B RIS A% T
3.4 EREE

3.4.1 &EEEN

A LENHGERE MR E, BEEHNMERSEY. BHikEA
WP bk (RO . SR 51 R A LA R A T ) el ) i 255

FEANERELATEE A G HRBERRE ) EHng. T MR
A ANERR R, DIAER AR R, o0 EE — M B % . AN
ZEXMAERE A TR B A ROV IR OB AR MR e B, A
BB Uy BB M N 1 o B BB A R R4 ) S A o (R BT A i A
Hro ANEIXLER A BEF AR I ATy, WAE LA T HER .
[l AR S I R T, O T 45 P SR AT RS 25 1 i B a4 B L 4%
wabatafE R, BB AR T DO T O B MR BE A IR AME

BT A E R EE NDP/NTDP (5 5, TR R Fh S A, ITREA T 34 1)
L .

FERIRCEAL S, DAULERESIFLIRE, A REf B EES

&I W TERR
o fHEREARILARFEIIAE
o HEAMEHEALIA

o PFUEAME P I

o FCEMMAM

o EHFHUIIINIA L IER

o AZNEER

o PLEATHMLIIAT RN B I )
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o PCEAR TR SCE N AL I [l a] b
o PEELMENEA MRS LE . HETHL
o HUAVIH

WER:
ERELE 2RI ERES R, FELRE EFGAI, TR XS ELRX
S LEREZRBHERANG, NRIESE X ENE R,

3.4.2 {Fge/ZEILEREThRE
LEAF FAERE TN RERT, D ASCAE REAT B LI SERE T fE
A LU R T (67 2 SR A8 B/ 1 24 R A B LI SR RETh B
THTE RGO R BT R A E

#R3-13 fERE/BRIL SR ThAE

B ws
{FRESERETfE cluster enable
I LERE DR undo cluster enable

DA b Ay & 0] DAFEAT A SERP AR D) BE A ACH ML BT o W R AR I e o6 B HAT
undo cluster enable i, FEMBRERE LLACERFR S, A B Loy &
PR AT RE, [ RS e ML AR BE D RS e 2% 1k o G SRAE B 03 W 4% B AT
undo cluster enable fiy4, AR, EREIREREE L. R
TEAEEREN I AZ el EHAT undo cluster enable @4, ZHHLIK SR D) gk
AL,

BB, ASHL IR RET BEAL T I BIRAS o
3.4.3 HANEEE

FHEATAE TS RO AT S N R

THTE RGO R BT R A0

F=3-14 HENEEIE

%
2

B®IE
HE N cluster
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3.4.4 BLELEEE IP Hbtibith

FERESLARIERT, 7o G B B P R A B A T IR 1P kv, 4
R B A NI, A BB A B A5 70 Bl — A RERS AE SR IV FE AT A AL AT 1P 3
b, JF N RGBS, T ERRE A RIS, DASCBLAE PR A i %
(R BEAZE S

A DA T iy AR B A OB AR 1P ik
TR P AT AR .

F3-15 BLESET P Hilibith

#H1E we
- - ip-pool administrator-ip-address { ip-mask |
M AT 1P bl s ip-mask length}
WSROI 1P My undo ip-pool

FEIENLARREZ T, F 2 SR, 1P ik .

TS E RN, RREHERIE A L A BT AN E, JF H AR/ 3
B EHHTARCE . WIRER @, WARZA SVHEN 1P kb .

3.45 FLEERAM

REAMERFARA B SR PR
AL I BA iy A AR E D BB R AL B R AR AR, RN A
B IE s BB 6o

THAESERELIE P AT M ARG E .

%*3-16 REERIREREMHBNR

1R we
TC P TR R o6 SR T AL R build name
MR EERE P (R DTG R T B A& L B ki 5% | undo build

TERIE, build & HBEFER 2 4 BB AU ], A B IA
BEA HE AR B B o IR S AT ML 22 0 A SRR 1 % B4
WRZAZ AL REREAT AL E . AR AN O 2 AR B B %, AL
R P B A R A A B S SR AR A R
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NS VRS Ve MRS P 2

3.4.6 EEM BV SRR

FIP ol AT A MG P e e o, Bl AT TR SRR h a2 11
J 51 B o

AT T (1 i ARG IS SR AR A8 5% % B MR NS Il 0 B o
TR P REAT AR .

FR3-17 ERMAMMASHER

1RIE we
R T N add-member [ member-num ] mac-address H-H-H

[ password password ]

S RO TR A delete-member member-num

i BRI, SR KIS IR A 20 BB 26 B HEAT, A5 KR IR
[EEC PR EY S

ik 44 member-num. mac-address H-H-H., password password 2%}
FEREIN R 73 152 4 TR0 U2 i 55\ MAC Bl FIZ A BT LIE N R GE P I ) 1 356
FE R AERE MBI, WTRAANIRE B 0 g 5, B R % 25 L 3l B I i)
RO B E AT I R 5 o A R A IR S, BN RGALET)
AR B MG SOR B BRI  IEN RGO 0

3.4.7 BEhEEE

B 7T TR AR R R K555, Rgugs 3t 7 Fh B s Sr S 1
Thee. M HEAEE s BRI N ar 4, BVRARIE SR 15 R — 222041
LR

fE BB BRI R, REE PRI AN RR, ARSI R E 1
BEHE [ N A B B AT A B I PR, S P B 15 T SR I N JX 48
AWML AR RN, RGUEIEITA F1 S 1% BE % B S n A B8 4k
fEp

EAZEIE RS, AVFH P A<CTRLHCSIUN MaT#E, J+ HIBH A3)
QIR XA R I AL, SN A A B LR £
FAEERRE T

THAESE LIS N AT R ARG .
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#*3-18 BANEILKR

BE we
S pe VRS auto-build [ recover ]

¥

R, T HREAE R BB B REAT A ) B SR AR IR AR

il

3.4.8 FLE XA B XA BB 8]

Gettara, T Mg s LA RN, a) el OB TS . W R
e I T B H TG B AR AZ H M LA R R B I ), BB KPR 2758 “down” o 24
HARAF BV S A (K a8 53 1 26 BB BEA T I ARAE Ol B3 I EEFT AN I
FERE B BIREAT) 5 W SRR N T) BeA T D R AT 28 DR B I TR) - WA
ST NN, O AR 2 IE AR

AP I T iy £ B e A b B AL A ROk B N T
TR P REAT AR .

*3-19 B EZIRHBE IR BT iE
1RIE we
WE B A LA R R B I ) holdtime seconds
PR A HML AT RO B I Ty 4 (. undo holdtime

i EE RS, A MR R BT, B R RN TRME AL 3k 4
BB B

BT, ACHBUIH AR Il 60 1.

3.4.9 BLEIEFIRCER &IXBIET 8] (8] &
TEAEREN TR, R VoA 578 T VA 4% 1) S N30 A 2 Tl 4R TR Sk 2. il
Ao A A MY B 2 TRV 2 IR T, A5 B Ve 45 T LA LS T P % 1 £
R LA B R A
A BRI NERES, BT E RS B R IR T, BTEHRN & LR
A, EINRIE. TR BB AR IE R WA, i R B R T, )
YA YT RS EH
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EhEH

% 3% HGMP V2 i &

A B A RGESE 3 AN BB 42 TR, WA FIAE BB 2%
() FRIAE ARG s [FIARE, T SRS PR A S B OS85 e 46 (1412 T4 Sk A
3L, MR A FHAZ B A 1 6 T PO TR A

I, SR 03 e A B A A I, B R TR S AR B e R A
o

A DU T & AR A PR A G R TR S I A R I 1] 8] B
TR AL P AT RO .

#3-20 ECEHEFHRICER & 1% AR 8] (8] f@

1BRIE we
P B 412 T4 S I A8 (1 T T o timer interval
VAL HR T4 SCE IR I (R i) T 3 Ay sl 2 (1 undo timer

i EE RS, AR R BT, B R RN TRME AL 3R 4
BB B

BN, BT HCE N BRI Y 10 B

3.4.10 BLE A RIEFBEIEEH

2R 2 R R G A SR DA B PR R I, R DR A BB Y
T R 7 1 S REXS B DA B AT I AR (i, MR R Sl G B S I H I Ak
RS, DLIA B AE PHBE A Ml DA 1o 22 1) R 1 S A 1 H

—HEEULR, SRR SC HLRETE VLANL i % o S P AE A R ¥ A% kAT
THERACE, Wk pk 21 % S B AR 1 TV E BT VLAN2 (1)
Uiy 11, 2338 RO BV A R R WA VA AT A o« P T DUl I 7 B R
FACE VLAN KA DR i v bk )il fESEAT SR IECE 5, B A% )
WA RIE RSO R S XA L E S B B W& I B IX PR S5,
TR BRCR SC S AN B T VLAND, % 53 ¥ %2 H 3k 1% 00 I 2] VLANL
H CRUE R A A% 1 1 A

ARSI 1 1 iy EA T IR R C
TR AL P AT AN .
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#3-21 ELEMN SR EHIZIZIZH)

#B1E we
R reboot member { member-num |

mac-address H-H-H } [ eraseflash ]

fic B AETEN S IEAE 1T VLAN i &5 | port-tagged vian vianid

Tl A A PN B 5 ANE T VLAN K & #0E | undo port-tagged

TEA R, P S B & L HUT .
1Ef ] reboot member fy &0, H /7RI LUETL eraseflash 250k HI7E 1%
D15 2% i I A NI B I B s 1R I S A

3411 BEEHFHNIBABANRESREME. HEEN
EEMET S, HP eSS DRSS I E RS 4. W EHLR
Hi&E ML
AE TR RS 53 VA A5 3 gk A AR 4% K 1) T IR 55 2%

S PN BTk 0 V2 B BT A T A A RO ) R C B A S AL B PRSI AR
S HAE BN, HSE R ERIORS S BB %, e E RS
S8 HSAR ST b B e, U R BEAR IR H SR SCAIE I SRR L (1 H &S
FWL Lo AR, BRSO T trap HRSCHSE B0 oA SRR E 1
Pl E.

AT RUAE T T ) iy AR B e e B CEARAE B A HT RO IR S5 A8 M L HES
FHlo

TR P AT AN .
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#3-22 RRERHANL2ARSERNE. BHEEN

BRIE we
T B AR A N B2 F Y FTP Server ftp-server ip-address
TR ST &8 Y FTP Server undo ftp-server
fic B AETE N BB FI ) TFTP Server tftp-server ip-address
THEREERE P B2 H i TFTP Server undo tftp-server
W SR P FH I H A L logging-host ip-address
IR ST A8 2 FH 1 H 3 L undo logging-host
TC AR T PN A F IR 45 AL snmp-host ip-address
TR ST P 3 2 FH 1 9 A L undo snmp-host

i ZERNRE, DA Ear S A B B LA .

3.4.12 Ry Rif719]

EIEWHIECE 7 NDP. NTDP. fE#ELLG, H7 o] DU BE R £ AR (1)
R EATAE B, AR B b, FH PRI RAY 309 E R A LR R
JI 3 BE A AT IC B s AT DL I T % A0 P D) 98 [ A B R 4 T B R
W AT

NN B A 4 P P U 980 28] ol 02 T 6 AL RO, T A I RS AGE R, ) A
Dies 0 SRR 53 5 £ O P S S A B % AN R, AR D)4, I HLE
2L )45 31 ol 53 B A AL I, kR R s AL IR P g . il b)
ey B PR AL T H R, D04 e s R e BRI P AL

MG B 2 BRI D e [ 5 PR v 6 ML P I, A EEAER, SR s, B BRI
R BBt AL .

THAER AL R AT R A .

£3-23 K RiFIE

#HR1E we

cluster switch-to { member-num | mac-address H-H-H |

J8 5 Vg ] administrator }

T BRI, A AT My 20, Wi A5 2 1% 15 member-num
ANFAE, REUK B G R. gRb) L F A quit BIAT,
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EhEH

% 3% HGMP V2 il &

3.4.13 S ERFEIRK

TEFE A RCE 5, 7EFTA AL T $AT display #ir&#r] LA /s Be & 5 4R R
BATH L. HP AT DL B s 5 I S A OR

#*3-24 EBRFIAR

g
Ay

EREREREM G R

display cluster

BIRRIE BB

display cluster candidates
[ mac-address H-H-H | verbose ]

F

WRERE R OIE R

|

/

display cluster members [ member-num
| verbose ]

BoRYES a2 1 BoRE B AU S a2 Tl

3.5 HGMP V2 it & 2451

1. A E K

CHRHHA AR, RS G L . B Al I g
Ethernet0/1 F1kii I Ethernet0/2 7 W & fli 73 1B % o 55 B 4% 18 o iy 1
Ethernetl/1 B2 AR5 4%, Ethernetl/l J& T VLAN2, VLAN2 [(1#11 IP
itk 163.172.55.1, #EANEERHTHAHIFI) FTP server. TFTP server, FTP
server. TFTP server [ IP Hidil: 4 63.172.55.1, W& TAFu M H & WL IP

itk 69.172.55.4.
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EhEH

% 3% HGMP V2 il &

2. A [E

69.172.55.4

server
63.172.55.1

&3-3 HGMP &R & TE4H W &

I EESE

(1) WEE R

# JA 8 4% 1 NDP Flii 1 EO/L. EO/2 1-ff) NDP.
[Quidway] ndp enable

[Quidway] interface ethernet 0/1
[Quidway-Ethernet0/1] ndp enable
[Quidway-Ethernet0/1] interface ethernet 0/2
[Quidway-Ethernet0/2] ndp enable

# PC'E NDP {55 5L A 2% O B N 18] 2y 200 #5
[Quidway] ndp timer aging 200

# ML NDP RS IE I TRITRI R A 70 B
[Quidway] ndp timer hello 70

# JR s B NTDP Al [ EO/L. EO/2 Lff) NTDP.
[Quidway] ntdp enable

[Quidway] interface ethernet 0/1
[Quidway-Ethernet0/1] ntdp enable

[Quidway-Ethernet0/1] interface ethernet 0/2
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EhEH

% 3% HGMP V2 i &

[Quidway-Ethernet0/2] ntdp enable

# MU B AMSRTE I Dy 2 B

[Quidway] ntdp hop 2

# B B S PP SR BRI 18] 150ms.

[Quidway] ntdp timer hop-delay 150

# 0 BB B 1S 1 e AR MR T SR ISR I 18] 4 15ms
[Quidway] ntdp timer port-delay 15

# T E R MR RIS TR [ B A 3 73

[Quidway] ntdp timer 3

# JA SR LD fiE o

[Quidway] cluster enable

# FEANEREA

[Quidway] cluster

[Quidway-cluster]

# WCEARAE N P IR 1P ki, R 4RHAEY 172.16.0.1, £ 8 Mtuhik
[Quidway-cluster] ip-pool 172.16.0.1 255.255.255.248

# BRI T, LR

[Quidway-cluster] build huawei

[huawei_0. Quidway-cluster]

# R TR A HAN I B RE T

[huawei_0. Quidway-cluster] add-member 1 mac-address 00e0-fc01-0011
[huawei_0. Quidway-cluster] add-member 17 mac-address 00e0-fc01-0012
# P03 B AR JEL AR DR B IR 7] D 100 A

[huawei_0. Quidway-cluster] holdtime 100

# IOE AR TR OSCE I A& I 18] (Rl R 4 10 A

[huawei_0. Quidway-cluster] timer 10

# B E RN A FTP Server. TFTP Server. Logging host 2 SNMP
host.

[huawei_0. Quidway-cluster] ftp-server 63.172.55.1
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EhEH

% 3% HGMP V2 i &

[huawei_0. Quidway-cluster] tftp-server 63.172.55.1
[huawei_0. Quidway-cluster] logging-host 69.172.55.4
[huawei_0. Quidway-cluster] snmp-host 69.172.55.4
(2) BCERG R (L6 s e

# Ja )% # L. ¥) NDP it [1 Ethernetl/1 I-ff) NDP.
[Quidway] ndp enable

[Quidway] interface ethernet 1/1
[Quidway-Ethernetl/1] ndp enable

# JA i #& E% NTDP Filsii 1 Ethernet1/1 1) NTDP.
[Quidway] ntdp enable

[Quidway] interface ethernet 1/1
[Quidway-Ethernetl/1] ntdp enable

# JA SR T fE -

[Quidway] cluster enable

15t RR:

E#HFT LEREZE, AP REBASMIZE LA L4 4 cluster switch-to
{ member-num | mac-address H-H-H }n# %) s, 7 1% &-Be B ALE 36T A &,
NI UATYE IS 38, @ iT4r4 cluster switch-to administrator +73% = & 3
REREMNE. £EEEXELER P LT AET4H4 reboot member
{ member-num | mac-address H.H.H } [ eraseflash JxF m& i % &#47% B4k
M. Xk FiXSbfe AR 09 BRFE R A LR AT @ 948 X B B 484,
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STP H =«

£ 0 = SIS I = ok T 1-1
I RS I 1 TSR 1-1
1.2 L STPII IR oottt ettt ettt e 1-1
1.20.2 STPHISEZIITIVE oottt ettt anens 1-1
1.1.3 STPAE LR BT A TSI vttt 1-6

P = TSN I =TT AT 1-7
I ) = - e o, RPN 1-8
1.2.2 TFJR 5 A B EFYE oottt aens 1-8
1.2.3 FEERSTPII TAERET oot 1-8
1.2.4 B BHE E AN UIIBAAGENLIE L v, 1-9
1.2.5 5 8 HA UM ARAZ AR ATHAL oo, 1-10
1.2.6 BB RFEA HALIKIForward Delaylf [H] ........ccveveveeeeeeeeeeeeceeee e 1-11
1.2.7 BB EATHHLETHENO TIMEMTIA] ..ovovcveeeeeeee e, 1-12
1.2.8 B B EATHHLIIMAX AGEITTA] c..vvivieieieeeeeeee e 1-12
1.2.9 T B EATHH UGBTI TR T oot 1-13
1.2.10 Pt B S 0 T AR R A IETE R Lot 1-13
1.2.10 B R 5 3 T R IR0 LT AETH I 11 oot 1-14
1.2.12 FCEEFE I I IIPAIN COSE ..eiiviiieie ittt ettt se st eteeenee 1-14
1.2.13 BB AR TE I T HIUEIEZL vttt 1-15
1.2.14 Bc B E U R 15 5 5 BRI oo 1-15
1.2.15 i B 2 3t I FIMCNECKAE T ... 1-16
1.2.16 B EATHHUIIET T IIBE oottt n sttt eanes 1-17

L3 RSTPEIRFIIIL ooveeeeeeeee ettt e 1-18
1.4 RSTPHELE ZEM ..ottt ettt en et e s s stetess s s tatess s searene st sanenenas 1-19
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STP %1% RSTPIEHE

¥1%E RSTPEE

1.1 STP &I

1.1.1 STP BYHI&

STP (Spanning Tree Protocol) &4 e FIhis 98 34 5 o a1
IR M2, I — 8 IR S AR TU AR, TR IRE B B D0 48546 BY R TG IR 1 1)
PR TR I 6%, AT 3 S 4 ST AR B 1) 24 v F 388 A RJE BRAA R

1.1.2 STP WYL A%

STP HEARRHE, WISFEAHML 2 AL — PRk i B ik S (75 |EEE
802.1D TFIX PSR SCHE AR “TEE IR D KA ML Fh AR . i
HEPEE T R I BORPRIEAS B 5 i A o 15

JC BV B P ARG DU A2

(1) R ID: BRI LSRR MAC Mk 2H 451

(2) BRI B AR T 4 5

(3) FEEAHMHLI ID: iz e A HALIIIL LS A MAC Hubik2H & 1 1
(4)  FoEun I 1D: e e s RS ORI g 1 G T ALk

(5) RUEMEMELY: MessageAge:;

(6) FCEVH B KAEAA: MaxAge;

(7) WeEMWEARZERE: HelloTime;

(8) ¥ IRASIERIMAERT: ForwardDelay .

Ji g iy AR E AL 3, 1S IR B -
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STP

g

1% RSTPHELHE

Switch A

Switch B

El1-1 EEXRRYFIEERATEE

X—GAZRHHUNE, F5E AL 5 AN EFAE I H A 57 I AU 2
P AL AT 4L, H 0 ity A A2 4 AT L ) A B U R B i s 0 T —A
JRBRINT S, HE 0 A HALAE AR B 5T ) XA WY B A AL R S 3L, 48 e Ui
1302 8 0 ACHMIL ) X AN Y B e Bt (i 1. il 1-1 s, APL. AP2,
BP1. BP2. CP1. CP2 4} Switch A. Switch B. Switch C %5 H,
Switch A JE it i 1 AP [1] Switch B # & 5%, W) Switch B HI45 & 38 #Hb Lk
J& Switch A, FRs2 i L& Switch A (K3 APL; 55 Rk LAN A 4
P ACHL: Switch B F1 Switch C, 44t Switch B 4157 [n] LAN % & ds 4.,
I LAN ()48 52 28 Bt Lalt J2 Switch B, 5 5E i il /& Switch B ) BP2.

o AN E S ) HAR R
T 5 A1 I AR AR P SRR SR S R
HAKI AL B 1-2 o

Switch A
PLoEg R0

Switch B
Lo ml

Switch C
Lsedh2

E1-2 264 aY LUK ) 32 #4128 P ]
R TR, AEXSE] A2 G B SR AT DY I AR ID CRALICK RS HebiL

M), IREAETH, fRE sl 1D CRABKIAZHALINAR s 2k
), fREHH D (Bl H 5% o il EEPTR, Switch A IIAL5EZH 0,
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STP

¥ 1% RSTP N E

Switch B (55400 1, Switch C LGN 2, #NHERS IR AZ T8 40

B, 43514 5. 10, 4.

(1) PHIRE

H B SHALI A D AERTAA I 2 A2 BLH ORI BB R, AR AR T4

A0, FREAHHLID Ny B ESAZHMLID, Fi 5 b 1 R A 1

Switch A:
Ui T APL FLEH B {0,
Ui 1 AP2 FREH E: {0,
Switch B:
it 1 BPLACE S : {1,
it 1 BP2 fid &g & {1,
Switch C:
i 1 CP2 AL & R {2,
i 1 CPL LB E: {2,

(2) EEHHRACEN R

HBATHHAR AN AGE A CRCE N . 2

0,

0,

0,

0,

0,

1,

1,

2,

AP1}

AP2}

BP1}

BP2}

CP2}

CP1}

FRCEIEE B 5 R R

LI IAR I EE B R, AL R R R O e B S 5 5, i 1 AR IS
B EAEARAT AR P . 23 SR bE A S 1 C B R S 4 v RO TE B R
I, AZHRATL AP 125 30 1 T 3 R ) P e i s G T R TR A
o ARJA LUK R A HA LRE 23w 11 (1 P F59 JE A AZ AL 1 JFG e v 11 (R G 7R
SHATIOARE, 3 R PR G B R

B T R R A S A

o PR ID BUNECE N BALES

o AW ID AR, W ECBARERAETTAY, PR R AINCE I B AR
PRI AR I A R R (R AR A 2 A0 (el SO 5 I S B/ FT S L3

BRI 5

o HMRBRARTFEIRANE, WK LEAHR B A HAL ID. $i7 58 5m - 1D #:H0i%

HC B v B 11D A%

AEFE, AP BB LR R 1D 8l BLE I S PEie & S

(3) WEMIE L, JFRHIETCAREERS, RS
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STP

¥ 1% RSTP N E

AZ LB M o DIE T 291 S5 AR A i 1 DA Mg 11, i 10 T B9 SR A 52
Hogim b, RS 1R SR G R U B R h SR
VU AZ A UARF s T BELE S 1 G B0 RANAR b R AN PR A it JF EL
SREWUEARIE BB R s W R A S 1 (0 B B AR A 30 Y o DI E v
SR OB, WA BLAUR FLE D R i 1, PR B R A
PR 1D 0 A o 1 0 R R AR AR 1D 5 MRS A T 0 o R i 11 PR 1
TH R AR R AR TT B 00 AR S 0 N PR BR AR TT A s 482 ACHAL 1D B ol B B AL
HHL 1D FR5E s 1D B 5 S 1D,

)5~ % B AL LE B AR A R
Switch A:

5t 1 AP W 2 Switch B AT & 4 8., Switch A J BILAS s 1T v B 6 24
e TR B R E S B e 2, AR B B E R E SR W AP2 [
B B9 AL FE R FE i 1 APL 284l Switch A KB %A i 1 (16 B R
HOR R 2 A2 LS B O, WA B SRR, 8 m 1F AR T E JE
AMEATAME S, LLG I 6 ) A0 A6 P v JS o O B A S 11 1) A 2
R

Ui 1 APL FLE N E: {0, 0, 0, AP1}.
i AP2 FLE 4 & {0, 0, 0, AP2}.
Switch B:

5 1 BPL W32k B Switch A IR E N, £k bR )5 Switch B kIR 3]
FCE R AR e 2 b 1 BPL [ HC & S AR e g, 152 58 i 1 BP1
AR C B R

i 1 BP2 W EIK F Switch C [FRLE &, Switch B A& Bz (¥ & S
Je g R R E B B e, At R R B R 5T

DU S B %A G B S R s 0 BPL B B {0, 0, 0, AP1}, %
M BP2CEME: {1, 0, 1, BP2}.

Switch B X &N 11 c &9 ST Le i, 6 i 1 BPA A B Bk Al
B eV R, AR 1 BPL A AR 1, 2 A A AL AN 1 1 v S A
AT N B

Ml BPL L& W BAMEMZS: {0, 0, 0, AP1}. il BP2 Bl &4 B, #
2 1D ST A B AR E T B R RAR 1D, ARERARIT RS BN 5, FREALHAL ID
BT A AN 1D, FRe 1D BH A AR 1 ID, FCEMERN: {0, 5,
1, BP2}.
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STP

¥ 1% RSTP N E

SR J5 Switch B &AM i R I 1) A0 A3 B ORI RGBT R
Switch C:

S 1 CP2 44l 35k 3 Switch B i 11 BP2 55357 fif i id &9 5 {1, 0, 1, BP2},
Switch C ik B Hrk 2, BEH/EMREN S R: {1, 0, 1, BP2}.

Ui 1 CP1 W 2K A Switch A BCE M E{0, 0, 0, AP2}j5 Switch C thfilik
RO, EREMREN W {0, 0, 0, AP2}.

2ot PUR, S 1 CPL (e v S i ide o See LI IC U8, 3 1 CP L e £
M 1, B C B A s s 1 CP2 B HePLZE, i 1 C B B
WAVESAR, [FIIZ3m DA Switch B # & AR CREE STP Kl
I, ELEVH KI5 DA A A 5 2B B (¥ OB o155, LA AL Swiitch B 21 Switch
C sk down fit, B s O3 BE D0 PR E B0V JRL

B I CP2 Wi # Switch B BB EMECE W E{0, 5, 1, BP2}, #H T
S (R TCE Y R B R Y B, ) Switch C filik BB R, TEH S (R B
B4: {0, 5, 1, BP2}.

[l 1 CPL W Bk B Switch AR &S, G Switch C A2 fil & 55
ﬁ%lﬂjii E‘aﬁyﬁzg\{ﬁﬁjﬁxj‘j: {0’ 0’ 0’ APZ}O

2ok LbA, i 1 CP2 FOFC & 1 S8k Ay s O O IC &g 5L, it 1 CP2 B e A
R, B R E WA AENSAS, T CPL gk PHZE, i I ACE N BEAS
AR, [ AERON Switch A %R e,  E 20T 1 Bk ok A bt i vE 5
. tn M Switch B £ Switch C [{%% 1% down i,

DU AR BB S A o2 ok, TR 1-3, ARk Switch A:

Switch A
PRI 0

Switch B
fLsedih 1

Switch C
Roegih 2

El1-3 RETIATERYAE R
AR TR TTE, R TARZ VRS, BRI CEUAnBAE 1D FIHE & A Hepl
ID £ 52 Brizs SR R W AZE A B e 2R MAC Hihik 3[R 21 B » fi
SE 11D U2 H s A 56 2R 11 MAC HuhESL[RI6 fs 6 G B 5 10 SE BT
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STP

¥ 1% RSTP N E

AR, BR T ATPYIS S LA, S G B B S o R R A T
22D, ETF A R L.

o RPN SAL IS B L

M EAIAACIN s BT I ASEALERAS E AR AR o SCHAL I8 5 S 11 L
HelloTime Jy fi3], & I i A 11 PRI M0 BV R s 20 AC 8 e v UG g g 11 2 2R
AR 5 IAZ HA LR AL S rh 5717 (K] MessageAge 14— (1 S Ui,
I I8 B RE N A 93X AR IC B B I IR R AR B AR A R, X A AR |
AR 3 10 AN 2 PR SC 2T A PG FE TR TR VR SRR 2 R R I T A 25 57
M 5 5 A SR AR FEORT V5, A9 21— 2Bt I it AU A b (R B, R
W 2T T

AL, HOR AT B AB G B BN LR A A 2%, AR AT
B 284 b CL2e SRR R TH AR S 1R i S S 11 473 1H 2 2 BRSO ) e A2 4R 452
e A, AR E H PR S 1 R i i 17 R B e A A, T e
SO R IV R AR IR . Dt STP KA T — FRREIT R RO, AR A0
e i L EDR T A6 8 e e i s i — A PR, PRS2 Forward
Delay SEM & A RERE AN F ACRZS  IXANSERFORIE 78T I C B H B 28tk 24>
[

1.1.3 STP fE LA KMt By LI

LK P A2 $8te ATL BT 55 R 4 PR3 2B e i 10 10 RSTP (Rapid Spanning Tree

Protocol) J& /= B IS A AR o HG bRt ™ AR B AEAR Sy 1 MR 5 Sy 1 BN

1 JOIRZS MR I 7 JE P 4 A1 R KRG, AT R T 190 28 4 0 B i 7 ZE 1 It

& 6

Ao FARAS PRI RS (R 5 Ao e AT 3L L TH B AR i 11 2 1 e R il

i FL i3 5 ity 1 LR T U e 8

F e iy 1 ARy AR A PRI RS B 45 AF -

o FRumun RIS T, R AN BRI S AT A e LIE R . R
e ity 12 0 S 11, AT DAAS FH 28 3ok v (DR T B e E N3 RS

o FRENG IS N B B AE . i 1 5 B R I 0 4 s L
SRy 1 3 el el @ P R 1 AR AE R XUTRE . H ] LAY
Kauii VG 0 b5 i B RURE BRI, (R IXPE S TURE R, @ P AN
XPERCE . AR Fe e v D IE R R B iR, ST bodid 5 R
ACHHUR T, 13 20m 5 BRZ02E N SOIRES

S FH RS A SRS B3 PR AT 45T T DA S5 S A b s PR A L, P el i

R SCHR T LA Y PR A RSB Bin SR A 45 LU0 I N T A S o5
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STP

¥ 1% RSTP N E

WLAR:

RSTP & % & S il, —/ANR#EM& R R A m—ARABM. A T HRIE VLAN
MR VAR 845, W& RN VLAN oL 30% & A st o) 3542 75 &) 5 4 o
Ay T WHFSHIH ) VLAN &1 T R SR8 LR ks fa s, A VLAN
A3 Rk

i FAFHRER . VLAN ik & A R 32T R e E s, AP E2EiZ
VLAN #f 7 ¢ 4 ALY 5% 2 X ] RSTP,

1.2 RSTP ELE&

RSTP - ZE B A4

o TR AN E

o JTJeu AR A R

o E RSTP [ T

o JCUENREAHMLN Bridge L5t

o TREATHHIARAZ B A AR A HLAL

o FEFFEAHALN Forward Delay I [H]

o PCEFFEAMMLE Hello Time i [H]

o JUENFEAHMLIN Max Age B[]

o TCEREE N R KRR

o PCEMNFEH & A LAEA EdgePort

o PCERFE N 1 Path Cost

o TCEMNEEm H K

o BCERRE G IR S AU SRR AHE

o JdEHEE NG 1) mCheck A5 &

o MUEAZHHUNTRI T RE

FELL EMECEARSS T, A TP B AR e R T e i AR R R
PE” O ERCE . WRHI AR EIERES, RES KRR EAL5H
BRANE .

AT A e & R ORI 5 FU e B A R 2E k. 2/ 3 RSTP 2, W] BATE
BRI LUK MG IS5 B3 RSTP J&, XEESHEA % RSTP
KM, XUEEESEA AR 4 RSTP EHAsN G, XESHUE A
SRR undo iy 4 T LA S X 46 2 0 44 TIC 7
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STP i 1% RSTPfit#

1.2.1 FREEE BT

>

A DA T i T R e 1 AR R
THERGALE FREAT FAIRCE .

R1-1 FF/R/RAIREE AT

BRIE we
TrR I & RSTP stp { enable | disable }
s RSTP P& 4 B4 1SS RS undo stp

ST T B A SR, 2 b 1 e e B A e A2

BN, Alefr RSTP.

1.2.2 FRBimO% 4t

A DLIE Gk T A I S % PR E i IR AR OB R . DR T R B A
RSTP 1AE, 7EFF)A TACHMLI LR Mg 1 RSTP Rtk JE (B 1 EIF A
RSTP) , W LAKHIAZHeL bR LUK M3 K RSTP R, X e A2
5 A 5

TEAE LUK R 1 RE &R 3E4T T 1 C

R1-2 FRiR DL

BRIE we
g u 1 EIF R RSTP stp enable
7EFR i 1 e RSTP stp disable

ity BRI, RMILUK M LK) RSTP J&, W RES " EIUR R,

BRRENLE, W4 RSTP B sh)a e LTS RSTP,

1.2.3 & RSTP g9 T1E4E=

RSTP [ TAEB G Rl : RSTP B, STP e Aitbiale W4 rh 7 9 £ &
#AIE4T RSTP (IS, 1817 RSTP MIASHNLK TAEE RSTP B T
R 25 Hh B A7 RIS AT STP [ 45 152 2% [RI I X AFEIZAT RSTP [N 4% 15 4%, I
P KIE4T RSTP AL B TAETE STP Je AT .
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STP i 1% RSTPfit#

>

AL R A dr 2 B E RSTP A TARRIA
THERGALIE P AT R AN E .

#1-3 B & RSTP BYiE{THER
BRI ws

fid BiZ4T RSTP HIAZ ML TAELE STP 3
AR ELE RSTP LR

FHEAT RSTP IAS ML TAER KR
K =X IE

stp mode { stp | rstp }

undo stp mode

DL R, WORAZH M S A AEIE AT STP IACHRML, W R A ac i bilizty
£ RSTP BN, W'EHizfT STP MIACHMUANE 1% I n] LLE S RSTP 4
{THH STP FABA T

FAA TSR, 384T RSTP (A bl LAELE RSTP B K,
1.2.4 BEEYFEX LAY Bridge fL5ER

AZHALI Bridge P IIR/INGAE T IXANATHA LI 15 RENS PELEFE N Bk
PFRORR . AL AC BB Bridge DL5E4, W LAIK BI45 2 AN AZ M UAE b 2B Bk
PRI H . 1

A DU T 1 iy BC EARS 2 AZ ALY Bridge ARoE 2.
THERGALE P AT R ARG E .

F1-4 B EFERIRA) Bridge fL5EH

1BR1E we
B A s A He AL Bridge 5644 stp priority bridge-priority
B e AT BHLIY Bridge 1t 56 2 A2 A 4 i undo stp priority

i BE I, WERAEA A H R 25 p T AT AL B LY Bridge fL5GZCR A TFI )
{H, W MAC stk fi/ NS SN LSRN IR . 72 RSTP JFR SO,
UER BB ASHMLIN Bridge TL5E4, o5 A oW BT 5

BTSN, AZHALIY) Bridge 5 2l &y 32768,
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STP %1% RSTPIEHE

1.2.5 187 IR IR AR B Z MR 32 HA

RSTP RJ LA I v S A 5 2 1S AARAZ B Lo I the m] U3 I A e LB A )
iR AR E T AHML N HRAZHAL

AL T (1 iy 4 i 0 A B LA R 52 A AR A LB U AR AT He b L o
THERGALE P AT R AN E .

R1-5 5 AN E B R IR S & 1D AR

1RME we
FRAEATHAH A AE B IR A H AL stp root primary
FRE AT HHL A A R 1) 25 3 ARAT 4L stp root secondary
I A LA A L A AR A AL 4% | undo stp root

BCE MRS ARAZ N LB A RAHN 25, T A REFH B S L
et .

Al G A HMUABEREAE A ARAZ I, SUAFE A 2 ARAT e L

AT DL A BN, 5 O ARAZ H AL AT LA CHRAZ B Lok Ay 2 ke
P RRRAC I ERE U W R P B8 TR AR AL, WA A AR A LFs
SR HAL . R 9 AR B E T 2 D AR AL, RAT it
PURZLIN, RSTP Kk #% MAC Huhik B/ KBS 2 AR AT A LA A ARAZ Heb L o

WtAR:

B P T AR AR ARALEI A BR B A 0 KB STIAIR E A A A a9
AReG B G, A AR T AN SRR B A A A B AR

B PR R B A — AN R A AR AN A AN A L AGAR AL, BP R BH R G
R E VA L6 IRAAG A A R AAR

B P T VAL AR B NS ATAR, BRI G SR 6 b e kAR
A K RA ) B AAR

— AT, A P 4 A B — AN AR S A SRR

A TEOLN, ATHAM UG ANE  2E b AR A HNL, AN D A Jle b 11 26 AR
SZHL o
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STP i 1% RSTPfit#

>

1.2.6 BLEHFERX A Forward Delay B8]

Wt AR:

A& At it i 42 K 8 49 Hello Time. Forward Delay vA % Maximum Age =
A B ) AR AR ST 84 B JE] A B BEL.

FEAT ZHALE Hello Time. Forward Delay vA & Maximum Age = A~ 18] A4k
ATEE R, CAMBUAZE) FiZid R T AN, Tl RE&XMELED:

2 x (forward-delay - 1) >= maximum-age

maximum-age >= 2 x (hello + 1)

#HEE L LA,

I B 2 1 2 0 20 AT O T8, R 9 45 M A AT R
fho ARHE T A 1 0 TV S P A, R
HR 358 L RIEE 52 38 11 S 2800 P MO R I T Rl i PRI O 2 T R
B PSOR I T R A TE RS ROBLE], K38 RIS 3 T LA S R
2RI i A T RS, ThRPR A5 Forward Delay I il [ 4EI /5 -k
DNEERIRAS, 1M I RIE T 7RO B EL A A %

AT DA IR T ) o A T AR AZ AL Forward Delay i [a]
WERGWE FIHT FVIECE .

F1-6 BLEFEXIRNA Forward Delay 4514

1B #%

i B SE AT B ML) Forward Delay It 5] | stp timer forward-delay centiseconds

Fi B AT B LI Forward Delay I [a] 1%
5o E

undo stp timer forward-delay

ALY Forward Delay I ] (K7 15 A2 o 24 1) 100 2% AR AT oo —HBEOKC R,
W 2% FARICK, Forward Delay I ) W% BC BB . R BRERA02, Wik
Forward Delay I IR E [0/, 77 fig 25 AR 0 T0 AR B 42 401 Forward
Delay I IFJC B 3k, 10046 T Al e K I TS 2 o B30T SRR e
HAH.

BBl R, AZHHLK Forward Delay Isfia) ky 15 #b .
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STP

1.2.7 BEEYFEX LAY Hello Time Y (8]

1% RSTPACE

IR A I — 5 I TR) 2 1) 0 L 7 I 75 ¢ 2% heello $R. 30, DARF A I 2 15 4 A1 e i
XA ] [a] B 4 hello time .

AT DA IR ()i A T B R A2 AL Hello Time By [a]
THERGAE N AT FAIRCE

F1-7 BEEHFERIENE Hello Time B8]

BRIE we
i B4 S8 2 He ALK Hello Time B[] stp timer hello centiseconds

P e ML) Hello Time k54584 {6 | undo stp timer hello

FIE) Hello Time i[RI AT LAORAE AT AL BE W K IR A LI 26% 1A i Bt o
NAS IS Z M TR & 2T N2, W BCE N Hello Time I
AMER A, R AR BRI, AZHHL R DU HERS B T, 51k
W28 B BOPTVRSEAE A s LR BB Hello Time I [aME R, AZ# AL
RS AL A MBS, B T AZHM LI 5R, TR T ML BH

BTSN, AL Hello Time ITa] 2k 2 #5.

1.2.8 BLEFFE A AT Max Age B [g]
Max Age I ] & F SR e v B8 “ab b7 198, P mT DU s b
£ X % 1 o ot EL O A T
A DA IR T 1 A G B R E A AL Max Age I (] .
THTE RS E T T R AR E

*1-8 BLEFEXIRH A Max Age B g

AN
~

B1E i
stp timer max-age centiseconds

WL 5 A B Max Age 1]
Ao ALY Max Age 9 B4 | undo stp timer max-age

TR, WA ECE ) Max Age IR /)N, 2% 54 2 A S -5
PR, i ELART RERE SN I SR R s I R ICEL ) Max Age
I TRIE R, B AR T BEANRE SN A DUBE B e, ANRE S I HEFT v B A
B, AT BRI 25 1) F G RE DT o U P R A {E .
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STP i 1% RSTPfit#

>

BAEIL R, A HHLIK Max Age I 20 B,

1.2.9 Bt & E A4 89 #E B Bt [8) & F

AL ATV — 52 I 11 2 17 A [ Y M A7 36 hello IR3C, - DLIIABE RS 2 75 47 A i
B o T8 TR A HALAE 3 £51K hello time B[] Y A ORI I AS L Kok 1)
hello %30, e\ b EilFAcHbl g iih, AT EBr BEAT A oW i) v 6 7
EHRE IR L, T RE i1 T AL IR A T 5 BOZ A R ) FEr v
Ho AERXAMGOLT, F ar DU i C B KA SR IR IR R), AT S X I 1
10]S5V5"% 2 R s 8

AT DAE I TH] 6 iy A OB A S LR I I TR DR, SRR I R AN ORI 3 A
i) Hello Time %EK: 21 5 B[] .

THEERGALIE N AT AR E .

=19 ELEFFE R A EE T

B1E we
TiC B S A L 11 A8 T sk T R stp timeout-factor number
R 8 A F LI R I 1 BR] 7~ R A A i undo stp timeout-factor

RBAROL R, AERGE I L, R R I IR DR EO 5. 6 B 7o
A TOL, AZHA LN 18] 55 3.

1.2.10 ECEFFED O RKKIZER

LA 4 i 11 8 e KR 38 T 4 g g 11 RO D BRGS0, P TRAAR
3 S B 1R W 28845 DU L REATIE 2

A DLIE I ) oy S AR S i ) PR K R IR
TEAE LUK R L &R 3E4T T 1 C

F1-10 EEHERANRALREER

#BR1E we
i A it 1 P e R R IE R stp transit-limit packetnum

B e v L (1) B KRR TR 84 {5 | undo stp transit-limit
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STP

¥ 1% RSTP N E

ity BEE R, WA S A C B K, U B A7 1) pAY A8 PR R SR AR
%, il I 2 2 B . O P R A A fE

AT, SCHHUBTAT LUK R 1 (¥ 85 K AR IR 3 G — s i
{H, BHPLD .

1.2.11 EcE%Ewm QMEAA % H/AEA S 0

EdgePort it i % 1, iz A B AETA HliE s, A TE by
JITRE R 1) W 4% 1) 1 55 AT AT M LAH I

A A T (1 4 P R S i A DA 3 S 1 /AR T4 S 1 o
TEAE LUK M AL N EAT R AR &

F#1-11 EREHEROEWUMEA EdgePort

1BRIE we

TACL A 0 i 1) Ay 3 g 1 /AR A2 Sy 1) stp edged-port { enable | disable }

HRE R i 1 A 4 (1 Sk 1) undo stp edged-port

TEAE RO B E T S R, IS O R] DU ST B RORES, IR A
LIRS I TR) o 20 SR 2 7 R LA X it 1 98 A R AR] e A8 e ML R LK I i 11
AHIE, DU 32 12 v 1V G E A 300 o 11 o 40 SRR AN e e v 11 0 T A 30 5 g
1, (H S i 15 Hoe A B L s U AHEE, RSTP v LA sh# il I 5 H g
BN ARL S 1.

TR RIS, SRR UK R i 14 I o AL G 11, AE W48 3 b A AEAR
UG, By 1 BRI SL e A AL ) LK W ity AR, AR R T 30 ko 11
FH P B BB E iz DR E hin g 0, Koh RSTP 6k Ak dRia g 0
e B A1 S A .

b1 e B S A A S ), R % W B I Sk L, X RE RE A %
FIRBT RS B RORES

B EIUR, ASHALTA LA WY 35 134 e & ok A S .

1.2.12 EE4Ein O Path Cost

Path Cost R 42 TT4Y, 215 i EAH I FR) % 6 3 R AT 5SS 80
AL LR T ) oA I AR o i 1) Path Cost.

T AE DA Wi AL N HEAT R B
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STP

¥ 1% RSTP N E

Fz1-12 EEHE iR ORY Path Cost

e
4

#R1E

fii B 4 52 I 1 ¥) Path Cost stp cost cost

R 2 it 1 1) Path Cost k& A5451H | undo stp cost

LA 983 10 20 T 20 1 S B A O, BB,
K %S RO E R . RSTP AT LL T BRI 37 DA P35 11 B B2, O
T T O B R T . TS R A, T LA A 1 7 TP 20
R TR L. ASUR S R BAE, ik RSTP H CokbF 5 2T LUK 3
B T4

SRR AL MR L £ U5 11086 2 T4

1.2.13 B EHEImOBKER

S R A R R 0 A 7 2 W R TR R R 5
RERR, AR UL IO L A

A DA T ) i S R R i R SE 2
AR LUK R LI R 3EAT T 1 C

F1-13 BLEYFEIR ORIMER

BRIE we
e B S g 1 PR S 4% Sstp port priority port-priority
HERE 7 I RIS 2 M S A kA {1 undo stp port priority

T BEE LUK RS RIS SE 40, 7T LU RISy 52 (10 LUK W s 116 5 6 A2 Flpg
WHIH K. — BRSO, BCE MR, i DR e o smr, 1% LAK M S
g AT T e AR AR A A o U SRAZ AL A PR LK 94 s 1R AR )
SR SR, LK W s 11 AR OIE 56 e Rt B e 312 LUK R s R 515
ity ZEE RN, SR LUK P S R0 56 22 5 RS AR o S8 vk 5. Il X
R 2L A 14 S5 o 8 R BE i 1 (RSB 4

BN, AZHHUITAT LUK M A5 20 128.

1.2.14 BEEHEHEAOREE 53 S 5K E

R B B — R AL T B
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STP i 1% RSTPfit#

>

A DU T £ iy 4 S R O S 1 2 5 RO R R AT
TEAE AR Wb PRI N HEAT R B

F1-14 BEEHERORES S5 S 5EKEE

#BR1E we
T T S i 1) 5 Ak R B A stp point-to-point force-true

CL A i 1 AL g RO i B B A stp point-to-point force-false

FoE RSTP H eIl o2 555 500
HEERAHIE

K 10BN B 1 A S DI A7 5
X B AE RS

stp point-to-point auto

undo stp point-to-point

AR R R AT 1) P A S 1 7T DUGE S A 3 ] 2D R SCAR TS B e AR I
T AL B R SEIR I ), W SRS B B oD BB, RSTP AT LLH )
R = i A LUK W3 2 15 o BB AT . 75 EE RS 0 T R

o SURE SR i 10 05 11 4 AT DA G B 5 w00 B BRI s — Mo 1
PEAE PR RIS, DR As ORI AR & XL, n LUK B 11 PG O s 51
R ERS o

F7 T DT AT MO B 21 7 LUK 9 i 1 5 RO BB A, (B I R% B
AR B R A R G B A, — BRSSO R S B BN B
SPRE, ARG A BRI 1 R B B AT

AT, EZSEE N auto.

1.2.15 B EHEimOA mCheck T =

TRBAE— DAL, I24T STP IAS HHLAZ T RSTP HAS #e b LI B A7AE .
RSTP A LL3f% STP, MK ZEIZEIT RSTP #5847 STP A # b LAH
EM S TAELE STP BN R o AEM LTSN N, BARMENIE
1T STP MAS BN 2, (H 5 Z AEIZ 1T RSTP [AS B LIt i 134k £ is
AT4E STP AT, pbif mr LUE I Zay 2 a A T B 21 RSTP 8 N i217.
AJ DU R T ) iy 4 B B 2 U 11 mCheck 48 &

WA LA W ity TR R 3EAT R A1 S

%1-15 BLEYFEiH O# mCheck T

BRIE we
IEL T4 6 9 1 ¥ mCheck 745 2 stp mcheck
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STP %1% RSTPIEHE

WEERIL, U S BAEAHNUES RSTP RS FUATRCE, WA
BN UE (T BB E Y STP A, %% L.

1.2.16 P& X BYIRIPITIRE

RSTP {&1it BPDU 24" T F! Root R INEE

P RANZ B, SN i B - 2 (Wl PC AL B 55 S AH
M, IR N S BB W G 1 LS IUX S 1 PRIEE A s 24X L
M2 2R EH S (BPDU #)30) I ARGES H SRR Lo 1 ¥ f b AR 4 S
M, BRSSO MBI IS . X IER RO R A
WAL ) A SR PSP I T SRR B SR N Dyt T B R R e A L, it
SR LE 5 . BPDU CRI I HE AT LU 1EIX 9 28 i o

FH TR N G R R P T P R By, R4 R R S AR AT W LA ) g
S SE P R B E R, I AR AL 2 R AR AL K
T M I A SR AR IR B . B TR AN G IR AR S, 2 B EUR RN 8
Ao A IR R A A | B RS b, REUM LR IIZE. Root {RITHE AT LA
B 1K L o

AZ e B AR AR S 1 A0 H Al BEL 2 S 11 PR DR 285 M i A W B e L i A2 e ML A 1)
BPDU SRYEFF . (HE d1 TR 28 sl B ) SRR e, T8 12 oA 2]
LU ACHHLK) BPDU. BRI AC L& BBk $EM I 1, MR e A2 $R €
S 1, TP 2E e S IE AR BIF AOIRGS, MRS M4 27 AR i o PRI ER
PINRESAMBIX TR K7 Ao RSN T IR ORI Lh eSS, MR K A AN
ST, MLZENG 4 — HARRFLE Discarding R4S, RNEEMIL, M AT
¥ 2% Fh T A o

A DA T i R B AL PR D) BE
THAEAN N AC B N AT P AR
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STP

>

1% RSTPACE

F1-16 FEXIRNAIRIPINRE
HB1E W
fo &2 # AL BPDU R Zhie (R | stp bpdu-protection

WAL B AT BN LAY BPDU A4 L RE kB 44 1
KHPRA (REMED

e B AZHALET Root fR47 D fie (LUK 9 41
KD

PRIZIC E AT HALHT Root L1 T HE A B4 1
KPR CRAK R 3 AL D

H B AZHA LRI PR B ORI DN RE (LUK S A1
KD

PRS2 E AT HA LI R % DR 37 D) BE N B4 PR 2R
MRS CLIOK M5 LD

undo stp bpdu-protection

stp root-protection

undo stp root-protection

stp loop-protection

undo stp loop-protection

AL RSN T BPDU R4 IhAELUR, WIS D] TRCEME, R4
UK Ee i 1 9GP, [R] I 3E 0 W A K 28 1T RSTP SCHAle 1 5k P R i 11 2L
AE M EE BN 0. HfERE ] P AERC & T30 S 1 (AL ERC . BPDU
Rt

XA T Root SR ERER G 1, i A O R BEDRFF N R i . — HUX Rl
g B TS SE S O B R, B R O RO R R e L, X 4
FIRRPIR ARG B v B IR s ANFRER Rl S0 CAH 2405 g 11 AH B2 £ i
WioT) o e LW KK I R) A B AT e SE L RS BV R i 1 s R J ok
MIEHIRES

FERS— A VAT E %, 76 Loop fR#7ZIfE, Root LR4F Dfig sl il 4
T s Nt L e O [ (6 73 N 1% Rt LN R £V 8

BRATEILT, ATHHUA A SIS RS DI fie . BPDU {47 T A Root R4 T BE .

KT A 4 WVEAAIE, TS WS T

1.3 RSTP AR

fESE R IR E G, AEFTHRLE T AT display i@ m LR sECE G RSTP
fIsAT e BLe I Al OB A o5 S A UG B AR . AR AL R 3R
17 debugging fir 4 AT LU RSTP A AT . A2 4B R 3T reset i
A ALK RSTP S5 Bk bk

VHE P RLE BT R AUERAE . o, display fir &3k il ELZE T A B R 35T
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STP

>

1% RSTPACE

F#1-17 RSTP ERFBIR

BRIE we
SR ARV A S A T G A R display stp [ interface interface-list ]
kR RSTP 45 B reset stp [ interface interface-list ]

FIIFECRH RSTP MIHIATT ¢ (kR | [undo ] debugging stp { error | event |
S . ERED packet }

1.4 RSTP it & 2151

1. tAMEK

R 48, Switch C 1E24 Switch B [ &A3 A8, 24 Switch B H I i
(RN, B Switch C % & %dE, Switch C Fil Switch B 2 [7]38 ik W 485 B AH %,
PRUFLE— B R At R Ik, - ‘%—IHIE%IYE- Switch D~Switch F
AR P ENL, st —AS EATER 5 Switch C. Switch B
AHIE

IR A sk 0] LU I 7E Switch B~Switch F A2 #e L _ERCE RSTP K52,

16 o T G B B B A S RSTP AHSCHIEC & . Switch A A2 5 RSTP i
B, AlLE RSTP, ALl AN4 Switch A ECE T, Switch D~Switch F
H) RSTP it & FeA—3, NI Switch D LI RSTP At & .

WER:

Switch A — &2 48 A 69 ¥ 5% LA, 4o S5516. S6500 % 7] LA,

Switch B. Switch C —#& 4 & A1k L+ 49 S3500 % 7], S3550 £ 71 X
A,

Switch D ~ Switch F —#& 4 48 4 1&3% s AL F 49 S3050 % %Y. S3000 % 1.
S2000 %7314
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Quidway S2000 R4 LUK FIZZH#BL H54ETF 1T
STP

g

1% RSTPHELHE

2. A [E

Switch D Switch E Switch F

El1-4 RSTP B & RHIE

3. BEELRE

(1) Switch B [{iC &
# 2JmJA %) RSTP.
[Quidway] stp enable

# RSTP &5 Jash)E, #/Milil RSTP BiINAHsIRE, £A4AS5 RSTP
THE G EOCH] RSTP, A 2 5 RSTP iHH ¥ [ RSTP JGH] . (It
MY B 28 H Ethernet 0/4)

[Quidway] interface ethernet 0/4
[Quidway-Ethernet0/4] stp disable

# L E Switch B A #HE, AR 7% 4 Switch B [t Bridge fL5E L & 4 O;
EA 2% Switch B 552 AR

e ¥ Switch B [f] Bridge {L/c B & 4 O
[Quidway] stp priority O

o HIALH A4 Switch B i35 AR
[Quidway] stp root primary

# AR &AM e i B R SRR D e
[Quidway] interface ethernet 0/1
[Quidway-Ethernet0/1] stp root-protection

[Quidway] interface ethernet 0/2
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STP i 1% RSTPfit#

>

[Quidway-Ethernet0/2] stp root-protection

[Quidway] interface ethernet 0/2

[Quidway-Ethernet0/2] stp root-protection

# RSTP 1 LAEB. A2 S 1 2R T 548 11
(2) Switch C FyBiL &

# 255 38) RSTP.

[Quidway] stp enable

# RSTP & ™ash)a, & um ) RSTP BANAIIRE, EASE RSTP
VS O] RSTP, { R A EN 2 5 RSTP tF & 115 I RSTP <. (It
AN %5 Ethernet 0/4)

[Quidway] interface ethernet 0/4
[Quidway-Ethernet0/4] stp disable

# BLE Switch C &R, A MFI % Switch C (1) Bridge HL/E I
By 4096; ELHEH @ 4K Switch C 4552 I & HAR .

. % Switch C ) Bridge fL5G 24 B &l 4096
[Quidway] stp priority 4096

o HIALM AW Switch C 7 5E b &
[Quidway] stp root secondary

# AEA R i R SR TR Ty fE

[Quidway] interface ethernet 0/1
[Quidway-Ethernet0/1] stp root-protection
[Quidway] interface ethernet 0/2
[Quidway-Ethernet0/2] stp root-protection
[Quidway] interface ethernet 0/2
[Quidway-Ethernet0/2] stp root-protection

# RSTP 1 TARR . IS S 1 B2 HECR T k44 18
(3) Switch D fHCE

# 2 JRJA 5 RSTP.

[Quidway] stp enable
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STP

¥ 1% RSTP N E

# RSTP )5 )ash)E, &Ml RSTP B HERE, 455 RSTP
LI H G RSTP, ALK 2 5 RSTP v 518 1 RSTP 5G] (I
A% Ethernet 0/4)

[Quidway] interface ethernet 0/4
[Quidway-Ethernet0/4] stp disable

# 4 EEE S ME N 1 (Ethernet 0/1~Ethernet 0/24) Bt & ki % 11,
JF{fifit BPDU &4 Ihfit. (AL LL Ethernet 071 Jy i)

[Quidway] interface ethernet 0/1

[Quidway-Ethernet0/4] stp edged-port enable

[Quidway] stp bpdu-protection

# RSTP (AR IS b 1 AL S HCR T e 18
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I 0 Lt RO 1-3
1.2.1 TFJRIFEHT B02.AXEFVE oo 1-4
1.2.2 BEE i TTEATE BRI oo 1-4
ORI & IR NG i1y VOO 1-5
O B R VR e /% )2 RO 1-5
1.2.5 BEE i TTEA T BRI R o eeeeeeeeeeeeeee et 1-5
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2.3.14 W E RIE L RADIUS RS E5 I ELHR A T FLAT o 2-15
2.3.15 FL B AHLRADIUSIZES BEZH ..ocveeeeeeeeeeeeeeeee et en e 2-16
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2.5.2 FTP/TelnetH] /" A HIRADIUS IR ST ZEVUERC B oo 2-19

2.6 AAAFIRADIUS S BTG HEER ©voveeeeeeeeeee e 2-19
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LA

13 802.1x L&

$F1E 802.1x AL E

1.1 802.1x f&j4r

1.1.1 802.1x kAR /Y

IEEE 802.1x Ar#E (LARRIFK 802.1x) (K3 B Py 75 A — Ik dify 11 14D 1o 28 4%
A$#H] (Port Based Network Access Control) 4%, IEEE T 2001 4E4fiAn
PR AE SCAS I BOW ) R A8 He b B B 8 JR sl 0 FH - NG () At
Phil. 802.4x MIFRHIEY T |IEEE 802.11 btk — — JCZk Jaitsf W4 JT /1 22 AP sl
Frift, A H B 3B R oS SR s L R A DA UE ) &1 H TR )
HL T A A6 |EEE 802 Atk (1) Rl W HAT il ok, DR fa Sk e e 2
S A 2] T N

FEAF 45 IEEE 802 AREAJR sk b v, I 28 55 JRpal 9 45 A\ 45 1l e 46 1 LANSwitch
FH%, P T BA RS 3E $2 0 i b ) B AN Bl (XS g
FHENS TSR IR EE 2 57 LAND DLER Sl A SN
Yotrs Jrisk o i 55 PO 4 (3t b A5 R RE T Y AR N AT I, e A T
AFETT AR AR BRI “ I T3 A 23 NI T oK

B4, T O PR B Nt 11 DR A\ ) 8 26 0 0
55— GO T3 T B4 AIEAT AR Rt S /0 11 LT P 46 o R
SEYIE, 0T LA ) e BB PP s AR A A, I U R
o o A4 T B BT

802.1x & X T HTufy LU MBS TSI, FF HAUE L TEA RS SEAN
Uiy 11 [R) A B X — Py e Fer g 1 BE AT DO AR 11, T DU 2 g
Uiy 11 HRRUIR R RS e AKX AZ 4 ML ) B AN Bl iy IV ASUE B — AN 1)
TEMLTAES (GEFPER ) , IEEE 802.11 b AL LAN IR
B CGEr@gfnm ) 4.

1.1.2 802.1x {K &L

1] 802.1x [ R4 0 L7 ) CIS (Client/Server) k& 458y, {04 =52k,
W N E PR3k Supplicant System (#: A &4t) . Authenticator System
GAIEARZE) LK Authentication Server System GAIFIRZS #2590

11
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13 802.1x L&

Jeydak 4 e N 973 11 v 2% 7 LRI 802.1x A UE R 4t (Authenticator System)
g5 PR 6 2% T S 2 T 42 3 802.1x K1 i (Supplicant) #44,
IRy 5w $RAE 802.1x 2% 7 v (Bl Windows XP [ 7 1) 802.1x 2% /' ¥iii )5
802.1x MIIAIEAR %525 24¢ (Authentication Server System) W|— %55 B4 iz
E I AAA TG,

Authenticator 5 Authentication Server [i] i i EAP ( Extensible
Authentication Protocol, A4 & IAUEEM L) MiAZ # 15 K, Supplicant 5
Authenticator [i] 1] L IEEE 802.1x T i€ X I EAPoL (EAP over LANs, Jajlik
W R EAP) MiAZHE S, EAP i A TUGIEEE, A uEE R pl e e
FEHE AAA FJEPRL Chn RADIUS) 4 30 B2 5 2% 11 19 485 31 ik
Authentication Server, X—ilFE#F N EAP Relay.

Authenticator #1343 AP JE52 4205 1 (Uncontrolled Port) 122 47 i
[1 (Controlled Port) . JESZ4uf 45440 T X iR A, A B & T
DA Fsf 3 T X 4 g 1177 1) 1Y 2% B AR A MR 5% 25 m I A AR P AN
IR NUE G A AT IE AR, A v i e — 20 U5 1n) 2% B U

b . Authenticator
Supplicant Authenticator System Server
System = System
offered
| |
| Supplicant Authenticator lAuthenticator
4 EAP protocol
Port excha ge.s
unaythorized arrie n
/ Uncontrolled hfigher |ayer
Controlled Port protogol
Port
A
EAPoL
4 v v LAN

E1-1 802.1x K& LE#

1.1.3 802.1x HYINIE T2

802.1x il ik EAP W& ZINIE S B o FrvfErh e X T a0 F UM R AL EAP i

o EAP-Packet: IEfFEM I FABAGAESR &

e  EAPoL-Start: AUEA#EM, Supplicant 3= 5h A IIAUE &

e  EAPoL-Logoff: iBHig=kii, Fah&ikcMubRaE.

e  EAPoL-Key: 8 EMI, SZHEXT EAP HRICIHIINE .

o EAPoL-Encapsulated-ASF-Alert : F] T 3 ¢ Alert Standard Forum
(ASF) 1] Alerting 71 &,
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LA

13 802.1x L&

H.f EAPoL-Start . EAPoL-Logoff 1 EAPolL-Key {¥ /£ Supplicant
Authenticator [i1]{77E; EAP-Packet 15 5 1 Authenticator System T 2% 5
£33 Authentication Server System; EAPoL-Encapsulated-ASF-Alert 55 ¥4
EAE BAH2E, 1 Authenticator 245,

M R AR B RAT AT LA 2], 802.1x 4L T —ANH P BHOMAUE ISR &,
ERANAHEE 802.1x A=A AL LASEIRIZ 7 S M——82 N\ 15 £ A5 B 3 3 6
AAA AT, A H] RADIUS SAMIGE %, PAREA 802.1x 5E /%,
P B3 AE « AAA 77 HAKTCE 07, 152 WA T3 (1) “ AAA F1 RADIUS
AL E” .

1.1.4 802.1x 7ELAK M 3 4/ BY LI

Quidway S2000 F 1| LUK FIAZ HHLAE 802.1x (IS, A UMM T &

(st T N NAE T 2, X LT T . fifk:

o LFFAMELEG N EEZ AN NG

o EAEEHITTA RN IGE T 0O AT LIS 1, B n] DU
MAC Hihil-.

XA AT RO O iy R G (1) 2 A e RN mT A E

1.2 802.1x B &

802.1x A L} (1) 45- T iL B AT 45 AT LALE UK M AZ #AL I R A M F5e e 4
J5) 802.1x ¥ A5 FF A N, AT LUGH 1) 802.1x RASTEATHC S, it B 1478 I
Ja 4> )R 802.1x J5 A% .

AR

(1) # R&F 5 B 3h 802.1x &5 RSTP (X MSTP) , A Flif 8 38 RALIRIE
RIEAGG IEF TAE,

(2) 4o K35 9 B3 T 802.1x, M| RALEL B iZ 9% 1 493 K MAC Huak 5 5 N4k (@
it 44 mac-address max-mac-countfi.& ) , KX, wEEUEET RA
MAC o3k 3] ANk, W2k %% 0 £ B 3h 802.1x.

802.1x 1L B B4

o JFJA/KM] 802.1x itk

o BEN B AEHIE

o UEE W A SEHITT

o RO I AR SR AT WAL P
o WHEUNG BN R R ME
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o i 802.1x T HIAIIE T

o WH LI DHCP fil &k iAE

o WCEINUETE R AT H A A H

o E 802.1x [MHE T HSCIY A IL I H] 1] [

o  WHEMNSSH

o FJF/Z<H quiet period 52 i 7%

ELL LB EATSS I TS 2L LK, 50 802.1x ik R IE/ER
RATS W ATIE R, P AT DA 5 B ) B ARG SR g R AT X Sl & .

1.2.1 FF/B/KHA 802.1x 4¥14

AT DL kR T R A A T S S s i 1 b ) 802.4x B s SYANEE AT A
IRy IR, TR R/ 4 JR 11 802.1x ik .

THAE R G B AR P 3 I RL P R EAT R AU BC

F1-1 FRE/<MA 802.1x #iE

B1E we
FFJA 802.1x 45ttt dotlx [ interface interface-list ]
%141 802.1x bk undo doti1x [ interface interface-list ]

Kt 1 1F) 802.1x ARASAE AR 802.1x WA JT )8 Z A vl LARR &, (HEANEAEH; 7
A J5) 802.1x JaBhJE, A HECE & LRI AERL

BRANEOLT, AR M 1 K 802. 1x Y A R IR o

1.2.2 & EBimOFENTHIRELR

AP LAHEE 1 iy R B 802.1x FEFR e I I L REATHAFE BN, 2k
ATHRREAT AT A 52 K030 I 9 B (R P A i 1 BEA T B A8 1 RO A 5

T AE ZRGE LUK R o AR N 2EAT R AR E .

F1-2 WEROENTHIRER

1BR1E we

dotlx port-control {authorized-force |
et R YNy unauthorized-force | auto } [ interface
interface-list |

W T N A (R AT S A undo dotlx port-control [ interface
HIROBAFERIOBEABA | (O8]
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BRANEOL T, 802.1x fEdn H_EREATI AR HIHIAACY auto CHBIIRMIEI,
SRR ORI AD B I L ARARE W AERBCIRZS, AU VF EAPOL )
SR, NSV U IR 28 DR W RN UE R AR L, U D) 2 AL
W, SRVFRI Vs i) R4 B 3t e LIRS Do

1.2.3 ®&EImEANZHI AN

A LA T 0y R B 802.1x FEFR A I I L REATHAFE BT e HBH
PR AT E (5 LI, BB A BT i ) BEA T R A3 1 1K) 5
THAE R G LUK W L R 2EAT R 1 RC A

R1-3 WEIRAENMTH AR

BRI we
T A BT 2 dotlx port-method { macbased |

portbased } [ interface interface-list ]

G VI undo dotlx port-method [ interface
OB R | (EE0 00

BBt uL T, 802.1x 7E5 I _ERHEATH B b macbased, HIXE T MAC
HuhEEA NI

1.2.4 MBI REE R AA A

A LA T A 2 S A A LS T T AP s A ARG 00 B A S
THAE R G LUK W LR BEAT R 1 RC R

F1-4 REBIREE R PRI RIzH

1BR1E we

i e @ i I R AU P | dotlx supp-proxy-check { logoff | trap }
Ao B s i [interface interface-list ]

T ¢ 308 oA T SRS L IR 2 1) undo dotlx supp-proxy-check { logoff |
RS B2 47 trap } [ interface interface-list |

125 wEimABEANAPRENSEAE
A DA T iy R B 802, 1x FEFRAE I I 1w AN AN BURE R K
(5o BCAFRE AT E (5 U, 3578 DA AR n] A AT R B i A
P
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T AE ZRGE LK R o AL N AT T AR E .

%*1-5 RBinAZEANAFRHENREXE

#BR1E we

NI, - dotlx max-user user-number [ interface
A ) -]
Ak YNk & I FE PN ] interface-list |

s L H N P B 1) e K AE T
2o EE

undo dotlx max-user [ interface interface-list ]

BT UL T, 802.1x E S2000 F A LUK AT MM LT AT (Vi 1 _E L VP2 47 64
RN

1.2.6 & E £1F DHCP filt % IAIE

A DL IR A A R R 802.1x S 15 Ao A LUK W AT He HLAE ] s AT
DHCP. HIEZNZA [P Hiuhik Iy il fid & %65 L 1) 5 3 IAIEF

HERGAIE P AT MAIBCE .

#1-6 & E 715 DHCP it & I\iE

B1E we
Fe¥F DHCP fiil & WAGiE dot1x dhcp-launch
AN fi DHCP fil & AAGIE undo dotlx dhcp-launch

BAATEOU T, A RVIAER 24T DHCP BN 1P Ml ik s i s 6t L 1% £ 47
NI

1.2.7 % E 802.1x AP HIINIEA %

AT LU N T Ay Aok 1 E 802.1x FH T HIANIE J7 v H it 3 e Jrvk:
PAP AiIE CGZINBERISZIL, 755 RADIUS k4548 57FF PAP AiE) . CHAP
INIE GXZIRERISEIL, 752 RADIUS fili4s#s S CHAP IAIE) « EAP 14k
WE CHAZARAIEE B BL EAP TR U 1L 4 RADIUS JIj %54, % Lhfg sk
I, T2 RADIUS [R5 2% >CRF EAP WIE)

THERGALE P AT R AR E .
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F1-7 185 802.1x A FINEAE

#BR1E we

dotlx authentication-method { chap | pap |

i PR,
B 802.1x ) AIE vk eap md5-challenge }

P B4 802.1x I FNIIF i undo dotlx authentication-method

BRBTEOL N, AL 802.1x FH S AIIE J72: k) CHAP AGIF,
1.2.8 &EINEIFEKRMA R KA EE &Z1X X

A DA T A i R e L LUK I AZ WL AT 3 52 1) e N Y AR DAIE R SRt
[DE=FNVE &
THERGALE FREAT FAIRCE .

#1-8 IWEINEFERMA R X ATEE £iE R

B’RIE we
T DAE TR SR M) d5 K AT T 5 R0 IRCEL dotlx retry max-retry-value

HREAUENE SR o K] SR AR B R a8 {H | undo dotlx retry

BRATEOLT, max-retry-value 4 3, BIAC#lim 2 v EE WA P RIE 3
Y OINTRE LI

1.2.9 & & 802.1x HI1E F R SCBY A& 1= BT (8] (B8] &

A DU R T R B R 802.1x 2 TARSCI A Rl ff . BB, &
GELALL IR o J 0 A& 48 T SRR SC. W12k dotdx retry fir & e B FIKAHCY
N, MRS N JEATWCEN % w0 AR S, B B2~ 2, R
JUE N N EOIRES

HEERGALE P FAIMCE .

#1-9 & E 802.1x HYHE FHR LAY & X Y i8] (8] f

#BR1E we

WE 802.1x (MR TR LM KL HFE | dotlx timer handshake-period interval

i 52 I 1] o) B85 4 B4 1 undo dotlx timer handshake-period

AU R, R TARSCAL N T Rk O 15 7
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1.2.10 BLEER S
B DLIE S R T B Ay 2SR L S 802.1x AT E B 28 550
AL RGBT SRS &

F1-10 BEEERBFSH

1#R1E we

dotlx timer { quiet-period quiet-period-value |
tx-period tx-period-value | supp-timeout
supp-timeout-value | server-timeout
server-timeout-value }

T B 58 N 2% 2 4L

W K B S A S 2 undo dotlx timer { quiet-period | tx-period |
eI a5 2 BRI Dy A £ supp-timeout | server-timeout }

Hrp:

quiet-period: FHELEN 2. 4xF 802.1x M IAIERI LG, Authenticator
A% T L ER — BUINT R] RN ) p B N 28 BB 5 TR EHT R A E, 75
HiERIIIE), - Authenticator ¥4 A EEAT 802.1x TAE KA CALHE .

quiet-period-value: Bk C 2515 B K, BUEEE 10~120, $47 8%,

server-timeout: Authentication Server {8 & I 8% . & 7E 1% 5E I 2% 5B ()
K, Authentication Server A IhMH LY., Supplicant & #&-44 F & AETE K3k
o

server-timeout-value: Authentication Server & 5 i 28 ¥ & 1K, BUETE
4 100~300, HLA7 R Fb,

supp-timeout: Supplicant TAUEEE N & I 4. A5 75108 N 28 BEE I K,
Supplicant ¥ & A B Ih i, Authenticator #4544 5 & IAET KR .
supp-timeout-value: Supplicant TAEHE I e I 25 38 1IN, BUE Y
10~120, A AFD.

tx-period: fLIEEINEN 2. AR ZE NSRRI EMNAKHN, Supplicant ¥ &
KT R ALNUE 2R S, ) Authenticator ¥ #5155 R UIE i KR 3.
tx-period-value: &% I & I 2% 5B I, BUEYEHEY 10~120, #4708
.

B 50l K, quiet-period-value 4 60 F; tx-period-value & 30
supp-timeout-value 4 30 5; server-timeout-value >4 100 #5.
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1.2.11 FTF/%H] quiet-period E /T 8S

A LU IR A d A KT IR Authenticator %45 (Tl Quidway F 471 LUK
RIAZ B quiet-period & I 28 . 24 802.1x I S AGIE 2 LLJ5 , Authenticator
Vo4 T ZEEHBR— BEIT R) R ) p A BAE I 28 B 5 R E T AR AE, 7
HrERIIN],  Authenticator ¥ ANHEAT 802.1x TALF IIAHGALHE .

THERGMIE N AT FAIBCE .

F1-11 $TF/XH quiet-period ERT &S

B®RIE we
1T quiet-period 5& I 43 dotlx quiet-period
XM quiet-period & I #% undo dotlx quiet-period

1.3 802.1x BYE~FAIEIK

e FRBLE JS, 7EFTALE AT display ay4 T BUE/RICE 5 802.1x
PHEATIG oL, WA A B B0 UE AL S AR .

EHRME R, 4T reset v 2 Al ER 802.1x A OGHL &

EHHET, AT debugging fird I 802.1x HEAT IR .

£1-12 802.1x B R RF0iER

1BRIE we
TR 802.1x 4T HHE & reset dotlx statistics [ interface interface-list ]

WK 802.1x ML . 121718 | display dotlx [ sessions | statistics ] [ interface
BLANGETE B interface-list |

FIIF 802.1x W &/ AR -
AR debugging dotlx { error | event | packet | all }

o e
i}iig%%#;ml%ﬁ/ﬁ undo debugging dotlx { error | event | packet | all }
=L

1.4 802.1x B AIfig & 25451

1. A E K

WK, F AP CAE w5 PR M AS Bl LI o E Ethernet 0/1 AHIE R
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BA

13 802.1x L&

A ML B A SR A% i 1 R T N BEAT UE DA R U
Internet; AR ZRE LT MAC Hitik (11 A2 -

i AAA AN S T — AN 8L huaweil63.net, %38 2 1] A 44
30 M5 AUERT, ZEHEAT RADIUS WAIE, 414t RADIUS 55 2% 53 I i
AT AMIATE ;. T2, W RADIUS T8k RO P e 1
2 AN, HARTER P 2GRN, IE R R A 20 4
BSR4/ T 2000Byte/s 145 Bl ) W L34 4% .

HP 5 RADIUS M85 28 4110 M 55 2 415 A8 e UAH %, 3L 1P Hiuhik 25 5 oA
10.11.1.1 A1 10.11.1.2, ZERATH R R FNUE T 2 Ik 55 2%, ATH G #
VB MAAUE/ 0T 2 R4S 2% BB R GES5IAE RADIUS R4 2848 H AR ST n
Rk “name” . 511 %% RADIUS iz 45 %528 HLAR SCI # 0% %65 “ money ”
WE RGAE ) RADIUS 554 SOERSCIG 5 FR Ml P S5 A 15 380 ma g 1) 56
FORT RS, EERIERSCIREEASE R 5 IR, WERSR 15 4B
RADIUS %5 #5 K1 —UCSER THRRSC, Faom RGN 4 B F P 1844
J5 K 2 AR 45 RADIUS fR45 28

At 802.1x A H S I H 144 4 localuser, #1544 localpass, 1 H W SCki
A, WEDIKDRe TFIFRE.

2. A [E
Authentication Servers
(RADIUS Server Cluster
IP Address: 10.11.1.1
10.11.1.2)
Switch
= =
: =
Supplicant Authenticator

E1-2 /&30 802.1x 1 RADIUS #H1ENF P i#1T AAA I21E
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BA

13 802.1x L&

3 EBESE

O %88

Tk &fE H B E4 T K34 AAA/RADIUS ﬁnx&a;ﬁup S e X e A 5 A
2, FHAIN “AAA F2 RADIUS il B” —= Mt =

LR, AR P IAEsEA RADIUS IR 4% L 44 e B uk,

# JF S5 45 583 11 Ethernet 0/1 (1) 802.1x 41
[Quidway] dotlx interface ethernet 0/1

# BB GEm AT AT S, B O A e A5 00T
PRI T MAC #ilikfr)

[Quidway] dotlx port-method macbased interface ethernet 0/1
# {14 RADIUS 41 radiusl JiE A ALK

[Quidway] radius scheme radiusl

# BE FIIE/E 9% RADIUS g5 23 1) 1P Hbdil .
[Quidway-radius-radiusl] primary authentication 10.11.1.1
[Quidway-radius-radius1] primary accounting 10.11.1.2

# BE MIIE/TE 9% RADIUS 2525 1) 1P Hbdil
[Quidway-radius-radiusl] secondary authentication 10.11.1.2
[Quidway-radius-radius1] secondary accounting 10.11.1.1

# WHE RS 5 IAIE RADIUS JIR 55 #5348 HAR SCIS (1) 0 %5 65
[Quidway -radius-radius1] key authentication name

# WHERG T RADIUS IR 554 3¢ B4 SCIN RN 3 i)
[Quidway-radius-radius1] key accounting money

# WHE RS RADIUS JIR 55 s H AR SCHII 1) [A) B 55 208
[Quidway-radius-radiusl] timer 5

[Quidway-radius-radius1] retry 5

# BWE ARSI RADIUS JIk 55 s 53k S IR v 2l 41 SC AR I 8] T8 B o
[Quidway-radius-radiusl] timer realtime-accounting 15

# RN RGN A4 b R ER L  A JE RE 2A% 45 RADIUS JIids 2%
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e %15 802.1x il E

[Quidway-radius-radius1] user-name-format without-domain
[Quidway-radius-radius1] quit

# % H] 4% huaweil63.net H3E A JLALE .
[Quidway] domain huaweil63.net

# J5€ radiusl iz 7 1) RADIUS [l g5 #s41.
[Quidway-isp-huaweil63.net] radius-scheme radiusl
# VR IZI R 2 AT A4 30 M
[Quidway-isp-huaweil63.net] access-limit enable 30
# RSN E VIR DRI B E A RS HL
[Quidway-isp-huaweil63.net] idle-cut enable 20 2000
# NI EANR

[Quidway] local-user localuser
[Quidway-luser-localuser] service-type lan-access
[Quidway-luser-localuser] password simple localpass
# JTJA 42 802.1x itk

[Quidway] dotlx
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Quidway S2000 %74
YA

PUKMIAZ L E4EF M
% 2 % AAA Fil RADIUS Ppil fic &

F22 AAA F1 RADIUS #Hil &

2.1 AAA #0 RADIUS ¥ &9y

2.1.1 AAA HEA

AAA & Authentication, Authorization and Accounting GAIE. AR 2%)
PIfEIRR, B3R T — R AUE . AT 90X =M 2 Th g EAT I &L 1)
—EUPEHESE,  SIFR bR T2 A — P B

X [ 2 22 4 R BORAR VT I 5], A

o FREBH] S RTLAUS ) 4% ik 552k ?

o FLAV R AT DAL 3R e 45 2

o AT IEAEAT ] M 4% BEUR G F P AT R B 2

EXF LA R, AAA DMZIERAE TR H1 k55 -

o NiE: BURH R A ARG AL

o PR FBUH A AL R RS

o b SRH AL R 2 B ARG D

AAA — R B P IR S5 2 ik . 38 7 Simds AT T B B0, RS54k
PAEBOH AR Bk, AAA FEZERA RAFT N, JF B85 Se i
ERSLOE Seikes: 8

2.1.2 RADIUS Y #EiA

WIRTHTIR, AAA E— R BIAEL, ik, ©af LU 2Rk sz, 7 seik
i, AT A8 ] RADIUS B3R SZEL AAA.

1. ft 4= RADIUS

RADIUS /& Remote Authentication Dial-In User Service GEfEiAiFik S
g5 AR, e —Far AN B UIRS S a s B A B, B
TRY N 28 A2 AR IZRCT I I T 4, N PR RE ZE SR A e Ak . NCEEsR 4
FRIZRE R P U ) (R S5 Bl I 28 RIS b (R, i ol 17 P R A8 A5 o 1 0
IR S ) KBRS ) - RADIUS £ NAS (Network Access
Server) RS EEAHIH Y
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LA

% 2 % AAA Fil RADIUS Ppil fic &

1 RADIUS RGJHENNG, WARH M ZhEE 5 NAS (PSTN M8k 54
IR S5 25 B LK R B R 5 B N T RE IR LUK I AZ L) Sl 37 B2 AT 3R 457
v FL B I 8% (1 AR sl A A ) SR o 24 D I (R BRI, NAS, /& RADIUS
P P AE . AR 2 sk id 4y RADIUS Jil%-45. RADIUS
M2 2% BA—ANH AR, a7 A P IAUEF I 28 Ik 55 U 045
o RADIUS JIRZ #8 K AR NAS A& R iR s, i) FH - £l e
Pk, BB, SERGHE EGRITESE TAE, R R e A
SRR Fevh Bk 145 NAS——EiX L, NAS #2217 # il N P RO
EVER, T RADIUS sl IELE T NAS 5 RADIUS Jil4s-4s 2 [ lifr £
LR BRI 2R R

NAS F1 RADIUS 2 [a){5 B AAS A B 5 SR 3 E UDP 0 R 52 1) .
FEIXRAN A FER,  AZ H X7 B4 2506 ek 47 2%, LLRIE ] 7 (i & 15
B CUnssng) WO Ja A AE M 2% Ak, B S e TR i . B ER.

2. RADIUS #31E

RADIUS Iz 5 # %k I R E I i o 75 0 FH e A4 4 45 e 45 TR AR 3EA
UEDIRE, A RS ERWN . H, &) RADIUS k4548 ikl sk
W CER PRSP AR N4) 5 RE, % umaicE] RADIUS it
2524 N AR S, W ACCEPT R 3¢, REJECT #f %% (i, ACCEPT ¢
R P IEEE; REJECT #RSCERMIH 7 A W AE, 752 H ) B
NH PRI 4, BT gAE4s) .

2.1.3 AAA/RADIUS 7E LA K M 32 347 # B 23R

H AT ARSR, FRATTAT LB, 7E3XAE—A4 AAA/RADIUS HE4E T, Quidway
RYNLLK S HMLAEAE R F P e N1 5% BT NAS, AT RAIDUS I 45 #5 K 1,
Quidway % #1] LA K M 42 # Ml /& RADIUS Z 48 (% /7 s s e A1) 3% 6,
AAA/RADIUS 7t Quidway F 41| LA K A 4 Bl H 5 IR 72 25 7 iy 358 4 o
Quidway F 4 LIUKMAZ#HLZ 511, i H] RADIUS TALFE 41N 7~ & B W A
7o
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A % 2% AAA FI RADIUS Bl &
g PC userl Authentication
= Server
g PC userz Accounting
: = /’?‘S)OOO-SI series 1SP1 Serverl
$2000 series = Accounting
Server2
PC user3
QPC user4
g - Authentication
1 Server
S ___
= =1 .
Accounting
S2000 series = Server
s
E]2-1 S2000 AF{E A RADIUS A A9 #1740 ] ]
2.2 AAABLE

AAA L B A5

o QR ISP b

e RO ISP BRI R I

o GlEEAH

o WEAM RN

o BRI G

EDA LML EAT S, IR ISP SR AT, FITEHER 4B A P 1 R
ARG M TR, P o LURR 45 9 00 LA SR pe s S T AT Ik B

2.2.1 BIZ/MFR ISP 13

fI4 4% ISP (Internet Service Provider) 18?2 fij ¥ fiiit, ISP $(E ISP I /' #,
—/N ISP HE HFEE T ISP M PRI P B ik, £
“userid@isp-name” &2 (Hll1 gw20010608@huaweil63.net) (114 )44
L, ‘@7 AN “isp-name” (Wil “huaweil63.net” D HIh ISP #K1)
W4 . 15 Quidway R LK AZ AL P AT E NI, X 4
“userid@isp-name” JE ISP /Y, R “userid” 1A H T 543
IR P 4, 8 “isp-name” 15 4184 .

SIN ISP BB E AN T 3452 ISP N IS AERXA IR T, ) —AM %
ABEEARNIIA T REZEAF ISP (. 114 ISP AL AL E bk (ol
a0 R R e g5 2R/ BURAE ) AT RES AR, DAL A a0 B 5 ¥
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LA

% 2 % AAA Fil RADIUS Ppil fic &

B ISP B TR E AT BT . £E Quidway £ 41 LUK RIS H LA ISP S 4 &
N, ATRCABEAS ISP B E AL RS AAA SIS (fiFH I RADIUS JIR4528 2055 ) 7E
A FE A HOBR ISP ek 1k

X Quidway R LUK MAZ LR, BN A #HE T—N ISP . &
G2 R E 16 AN ISP ik, Wi AN ARG A L ISP 1844,
M RGO e T804 1) ISP 45,

RGN HEAT AR E .

F<2-1 GIEE/MIRS ISP 55

1BR1E

3

A
~

B ISP I EiHE A 45 E ISP HALK

domain [ isp-name | default
{disable | enable isp-name }]

MHIBRFE & 1 ISP 35 undo domain isp-name

ALY, RECIET —A4N0 “system” [ ISP 3, HATUE MG
A fE .

2.2.2 BB ISP BIEXEE

ISP SR AH G J& A 5 51 I ) RADIUS 45 #4320 « ISP IFPIRAS  Ar g N
B s RBUE AL R EDIWOT R E . o

I RADIUS fli %5 #5418 € 12 1% ISP 38~ B 7 B A 1
RADIUS JIR45 220 20 44 . 1% RADIUS JIR%% 2841 nl 4 ] 1347 RADIUS
NUEAT RADIUS 9% . SO0, T B4 11 RADIUS kR4 a3 4l. It
455 RADIUS JIR 45 28 FIIR S5 S 4L M B AT, FARE S L
A S A RADIUS Bl & .

AN ISP 484 PIRIR A : active B block. 4357~ 54N ISP 4 4b T active
RERE, SVFZIL R R4 RS Fan A ISP 34t T block
ARSI, ANARVFZIR N s RN IRS, (HE AR D a AL
o —A ISP AERIME B 2 AL T active IR, Bl: ZEIXANEE,
FOVFATAR] S T 123800 FH 5 SR 9 24 IR 45

ARG N P B B KA R R 2 1% ISP sl 2 ] el 2 /b AN A H
Fro BUEEBLR, SHET AN ISP IR, AT AR AT g A P S R
il .

FH P B DI T RE AL 2 A6 BEe I TR S s/ T 88 TR N, 1)
W% H - R .

THAE ISP AL R REAT FAICE
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% 2 % AAA Fil RADIUS Ppil fic &

%2-2 B E ISP HHIEXEM

1BR1E

A
AN <

$5E 5 F i RADIUS JIRS- 2541

radius-scheme radius-scheme-name

P35 A BRIA T RADIUS 4

undo radius-scheme

HE ISP IR A

state { active | block }

VLIRSS UE VNGV (RPN

access-limit { disable | enable
max-user-number }

undo access-limit

VLIRSS L VNG EVRE (€[S 2R
)‘:l

BCE N B D)W

idle-cut { disable | enable minute flow}

BN R, B ISP Bk BI LUG, RN actives Hoal RANIHEA
B B R A BEE N E DI

2.2.3 GIERMERA

FOBAH A 7, e 7E NAS B E—4UH ) S

ZERG L  AH

JHERIEE—FR P o A ARSI SR M 26 5 55 1) 7 i] AREA T A DA, 7 224E NAS

S IAR L AL T
THEERGALIE N AT R AR E .

F2-3 SIR/MpRALA P

BIE i
IR0 H P local-user user-name
WG A A = undo local-user all

Mg s SR A b

undo local-user { user-name | all [ service-type
{lan-access | ftp | telnet } 1}

BTN, RGP AR AL

224 EAMARREMY

AU PSS & HPORE . b5 R AR B

THERGALIE MR MO BEE
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% 2 % AAA Fil RADIUS Ppil fic &

F2-4 RERMAREGREAN

BIE %
WHEAHM P %M0%E | local-user password-display-mode { cipher-force |
FR auto }
BUH B R A - % :
5 undo local-user password-display-mode

Hrpb, auto FoRg A P RCE 1 R (3% R &k password
&) ER, cipher-force RoRFTAH N 30 B oR b 250K H % 07 3.

VAU R AT R ARE

#2-5 WE/AUAEERAPREXENM

1BR1E we
W YR password { simple | cipher } password
HoHfe e H P %Sk E | undo password
WERTE MRS state { active | block }
WO e P RRES undo state { active | block }

BB E T IR 55282

service-type { telnet [ level level ] | ftp [ ftp-directory
directory ] | lan-access }

WG 4 E HL AR R 95 R

undo service-type { telnet [ level ] | ftp [ ftp-directory ] |
lan-access }

k452574 lan-access [
J YRR E

attribute { ip ip-address | mac mac-address | idle-cut
second | access-limit max-user-number | vlan vilanid |
location { nas-ip ip-address port portnum | port
portnum } }*

HUH MR 452550
lan-access F /7 (1) Je 11 15

=2

E.

undo attribute {ip | mac | idle-cut | access-limit | vlan
| location }*

2.2.5 sF|IETE P iEE

FESCLEIR, Al fEAT 6 ZEan Bl DI R AN s P & . RGP T Mifi
1y 4 LASEBLX AN H

THERGALIE FREAT M ARG E .
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LA

% 2 % AAA Fil RADIUS Ppil fic &

t

F+2-6 EHIVIMTH P ES

#R1E

=l

A
~

cut connection { all | access-type { dotlx | gcm } | domain
domain-name | interface interface-type interface-number | ip
sk V1T P &8 | ip-address | mac mac-address | radius-scheme
radius-scheme-name | vlan vlanid | ucibindex ucib-index |

user-name user-name }

2.3 RADIUS thiXEL &

Quidway F 1 LLK A H ML) RADIUS tHACE , &L RADIUS 45 2s41 0
LT AT . —/ RADIUS Ji45#s 4170 SEBR 4 I EREE H BE mT DL — S5 M7 1Y)
RADIUS filig5#s, Wrf DR SECEAMA . H 1P il AR, % RADIUS
M55 a%. MTAAE LR, FItE RADIUS IR #5410 B s £k
SRR P Muhil . SRS BRI 1P bk, JEE L RADIUS IR 4522

.
=,

S¢Fr b, RADIUS B EANA & X T NAS Fl RADIUS Server 2 8375
BT —2 S5 h TSR A2, EUAERA ISP 3k
M N e i85 L E A S50 RADIUS RS #e4l. FARRLE & 210
Ay, HSWATRK “AAATLE” 1Y,

RADIUS P8 B B3 -

o OUZ/MER RADIUS K45 %540

o X'H RADIUS JIRG#31 1P Hiuhik Al 15
o W E RADIUS I Ina 4

o W'H RADIUS JIl 45+ i 38 I 5 i

o W'H RADIUS i R SCI B K AR IE IR AL

e  #JF RADIUS it & J ik 1o

o WESUNTIFRIANG

o WE AVFSZI BRI SR G NV B KRB
o HRET LTI AR LA TN E

o WET IRV SRIE RIS I B R IR IR AL

o WESCRHMATMISAYY RADIUS s 4%

o W RADIUS IR 23 IR AS

o WHERIEY RADIUS JIRZS#51H J 4 k& 2L,
o WHERIEL RADIUS RS 2% HEE It 1) HAhr
o MdEANL RADIUS M55 #5421
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G % 2 % AAA Fil RADIUS Ppil fic &

ERL EIBC EAT S, Gz RADIUS iR g5 #34l. % 'E RADIUS 452511 IP b
HESE T HAATAE MR vl 261, 7 o] DUR 3 4% B 1 AR T SR e s 2 75
AT IX SR E

2.3.1 I/ RADIUS BR%284H

By

WHTFTR, RADIUS WAL S 2 L RADIUS 452840 Ky Bfr k4710 IR,
fEHEAT HE RADIUS P& 2 R, 556178 RADIUS fil4s 2540 Jfdk N H:
L

A U] a2 G R RADIUS iRk 55 454 -
THERGALE P AT R AR E .

%2-7 SIE/MIF% RADIUS PR 284R

B®AE ws
1|73+ £ BRI 315 HAR
I%Jﬁ RADIUS [l s A1 JF AL radius scheme radius-server-name
MIB: RADIUS JIR 45 2540, undo radius scheme radius-server-name

AT, RGO T A4 “system” [ RADIUS k55 %4, H
I MR kA {E

—~ RADIUS AR5 234lmT LARI 42 A ISP 3k5 | H . WHE RG A a1
“System” JIRFEAEN, HPREZREEECE 16 > RADIUS Jlk 55441 .

2.3.2 1% E RADIUS fR5258Y IP HhibFnim O =

M —ASHT I RADIUS k44412 Ja, 2008 T Ik #8411 RADIUS
2% 1 1P Ml FI UDP Sy IS5 3EAT 8, XSS R4 48 0 FR A UE AR 3%
R4 %, TRERN IR 45 % SE RSS2 A S 0 IR S5 28 D, DA thdse %2 ] A
B A4 IP HuHEFD UDP b1 AL, B E — AN AR RUIR S5 4% Fl
ARG 3%, DURIE A UE AU 2% TARRERS AT .

AT LA R i A 1% E RADIUS RS- 241140 1P Huhk R 115,
I /E RADIUS JIR & 25 AL N HEAT T A1
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% 2 % AAA Fil RADIUS Ppil fic &

3%2-8 % E RADIUS AR$25RY IP tltFNim O S

1BR1E

A
AN <

HE T RADIUS A TFAZ R R 27 IR 55 23 1)
IP il Fl i 115

primary { accountig | authenticaiton }
ip-address [ port-number ]

5 = RADIUS AE/FZARL T 2% Ik 55 28 1 1P
H bk R 5 ok Bs

undo primary { accounting |
authentication }

BE %1 RADIUS IMIEHZ A T % IR 55 4%
1P Ho kb A 15

secondary { accounting |
authentication } ip-address
[ port-number ]

B Ay RADIUS YIEHZRLE T 27 IR 55 2% (1)
IP b1k R 115 Wk &2 Ry A8 (.

undo secondary { accounting |
authentication }

FESEPR LIRS, EIR SRR B AR B AR T SRR e . . mT L
€ 4 AAFERESE AU 4 5 AF ) RADIUS k954 W] LLRE N G ik
55 4 B AUEHZ AU iR 95 I A2 4 CRID ARl A UE AU 55 2 A4 47
R4S N = I (SR WINTINE P N ey IR o i di € DI P AT LT )
X 4 HEAR W ER A FE, AEES N0 AR 55 25 BE A D0 VA B 55 %%
MAE R e ds fes RN, BEAED BRSS 4%, A& e ds 4%

T ARIE NAS 5 RADIUS JIRS5#sfigte IE 7 AC T, {EE RADIUS JIR% 4511
IP il A1 UDP ¥ 111 22 i, D25 % RADIUS HiR%5 235 NAS (1) HE B 1E 3
Ak, H1F RADIUS W BSCR AN ) UDP St ISR ISR IAIE AR 4R 5,
DAL S 05 200K DA IR A2 A iy 115 RO Bty 115 % B A AN [R] . RFC2138/2139 Hid
BUPIEA R 508 1812, v 2 508 1813, (HZ W] LIAiEH RFC
BUUE O B RADIUS Server, %% H 1645 15 A IAE/FZAL
Ui 5 1646 1E ik dim 5 ) .

EAEHH, 1EAE Quidway R4 LUK AS #e il 1 RADIUS AR 45 it % &5
RADIUS Jlz55#% L i 18 5 AR — 2 — B0~ RADIUS &5 #3102k
W15k 1813, INIFMAAGH 15 4 1812,

AR, E. FIAEHZAURIE 3 IR 4525110 1P Huhl44°4 0.0.0.0; AR/
FERUIR S5 11 UDP i 504 1812, 1127 k45 1) UDP i 504 1813,

2.3.3 % & RADIUS IR 3CBYINZ 4R

RADIUS & /i (BIAZ#MLER4E) 5 RADIUS RZ-2848 1] MD5 4323k hns
RADIUS 3¢, X5 & & s S PR AE IR S &bt RS —
BUATEHL R, XU A BB LB 5 R R 4R SCIFAE HH Wi Y

Al LLE R Ty 4 1% B RADIUS $SCna5 %4 .
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G % 2 % AAA Fil RADIUS Ppil fic &

TH/E RADIUS Jlu g5 a4 R 3EAT T AR

%2-9 &8 RADIUS R 3TN % 25 4A

BRIE we
WE RADIUS VAR AR LN 2 % key authentication string

T RADIUS IAEHZAER SO % 0844 | undo key authentication

e H RADIUS T 2R S 1 % 5% 4 key accounting string
TS5 RADIUS T SR s 85 57 A ik undo key accounting

B IL T, RADIUS IAUEMFZBERSCF RADIUS T 3R SCIF) s s 451
“huawei” .
2.3.4 1% & RADIUS AR %5 25 Mo iy 48 B E B 28

W RAE RADIUS 5K 4R 3 GAFFZARGHE SRk 8t i sk ) A& 326 e — Bl
NAS it 7% A #33] RADIUS R 45 25 tmi i, A b 2 F AL RADIUS i K3,
PLERAE ] 7 A 52 Re % 15 21 RADIUS filR%5 o

AT LU T T A 4 15 B RADIUS R 55 5 Wi S 68 ] 2 1] 2% o
TH7E RADIUS e g5 a4l R 3BT T AN

#2-10 1§ & RADIUS R % 25 M B A RE AT 88

BIE ws
BE RADIUS JIR 25 7 M W I 72 1 2% timer second
F RADIUS IR 55 7% i W R ) 22 I 3% k52 A 48 i undo timer

AL, RADIUS JIi 55 Wi MR IN 52 I 45 0 3 70

2.3.5 1% E RADIUS &K IR 3B & KR I1E R Y

H1 7~ RADIUS PSCRH] UDP SRR B8, P E A 2 AN T 5E .
U 2R RADIUS JIl 55 g 1 i IV IR I 0 R IR AT AT WY NAS, T NAS
A 53] RADIUS JIR 45 #5 Ffk RADIUS 5 R 43C. it Bk ife ik ket
I KARIZ R H RADIUS IR G52 /5 IHBEA MR, ) NAS CRE oy He s 24 gip
RADIUS k458 AR L4 W,  JEHRE 5T ) & ) RADIUS R4 Kk i
SRR

Al LU R T 4 1B B RADIUS 17 SR SC R B KA IR EL
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A % 2 % AAA Fil RADIUS Ppil fic &

TH/E RADIUS Jlu g5 a4 R 3EAT T AR

F2-11 R E RADIUS 15K R 3CHIm A 1512k

#BR1E

A
AN <

BEE RADIUS 7 3K 41 SC 1) dpe K AL 26 AL

retry retry-times

1 RADIUS 15 3R ARSI do K AT 3% UK A A {E

undo retry

AL, RADIUS 3RS 5 KRR IR KON 3 IR

2.3.6 FTF RADIUS i+ 0 EF £

W ECE T AT S, A HMLAZENT D 2t 2 it 5 B9 ] H i) RADIUS
TR IRSS 2585 RADIUS F 9% IR 45 83015 J S, F P 475 mT AEk &4 FH 19 2%

BRI IR T
5 7£ RADIUS g5 AL~ 3E4T RAIBCE

%2-12 $T7F RADIUS it & a1 FF X

B we
FT7F RADIUS i 2% 0] % FF ¢ accounting optional
J ] RADIUS 2% n] 38 7 5% undo accounting optional

AL, OCH RADIUS T 2% i EFF G

2.3.7 REXMItEER

H TR PSS 2, A 0 R S S K R R R . EWCE T %)
PEULJG, BERBEE IINHE], NAS 23] RADIUS 45 %8 Ki%—IRAE 2 7 (13t

PR
AT 4 S 9
i#7E RADIUS 45 234 RLIE FEAT T AIRETE

*R2-13 WE LT EE

B1E we
T S 2l [R] B timer realtime-accounting minute
SIS T 9 ) B 1A B A 4 undo timer realtime-accounting
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LA

% 2 % AAA Fil RADIUS Ppil fic &

Forb, minute SN E SR (R BRINR), A D b, SEHUE AL A0, 3 HEEAL -

SIS T 2R 1) B P (R 6T NAS FIT RADIUS IR ZS 28 IR BE AT — 5E I AH e Pk 2 sk—
—IHUEBN, X NAS Fil RADIUS 4545 I BEZE ks« @Y H P bR
K (10000 B, AR PE R ESF N2, DU R &S ok 2 (5] B 5 H
J L A HERE LU G AR

F2-14 LT ERERSHAREZEMEFLAIX SR

Dak- KRR ER (28D
1~99 3
100~499 6
500~999 12
>1000 >15

BREEDLT, ST SR ERE N 12 38

2.3.8 XERVFERETIT IR TN M A & KR EL

RADIUS ]l 55 38 5 38 o 1% B8 I 52 IR s >k 4 T FH P 2 15 4 28« i i RADIUS
IR 25 B A B TS 2] NAS AL SR (R SIS T 2R AROC, B A A ok 2 i ol 1 4% e e
fEIEXH 9. 4 THCA RADIUS R4S a8 (KIX it A7 00 BEAE ANl 1
(AR 261 R AE NAS i) 5 RADIUS iR 4523 [R5 VI H] 3% 82 . Quidway
FR LUK 0 A 45 WA AL 56 32 292 SIZ I o 28 17 SR I Wiy I8 2 £ B 1) 8 —— A
NAS [i1] RADIUS JIR 554 A H 1S I 2 sk i 43 210 ma Y. 19 o 3088 P i e
IRR B, NAS KU iz

A DU T iy B0 SR VRS T B3 SR G e Y A e KB
W/t RADIUS e g5 a4t R 2E4T AR E

#R2-15 B RFEATRIER TR A &KX RE

#BR1E we

ML

B ARSI B SRIC N ) KRS | retry realtime-accounting retry-times

PR FRVE S T 3R SR TG 1 ) de KK
A ERA

undo retry realtime-accounting

FZpE— Nz WA % RADIUS RS 25IFERGEI K T, NAS 1]
SEHFTERRIAIRE 0 t, ) NAS 1) count N EUA T BRA t GBS 5. Rk, 75
SERRRN A, NS T WE A —ANEERR R

2-12



Quidway S2000 Z 51 LK AZ Al 44 Tt
G % 2 % AAA Fil RADIUS Ppil fic &

FAANEILT, B2 VF 5 IRSEN T S sk TG R .

2.3.9 {FaeEIbiH#BIRCEFIIRE

TS 1B TE B SRS M BTE B 5L IR e sk 2 /0, T AT ISP
A LLA L T, DA NAS Nz K% e K1k 4 RADIUS i 9 Ik
%o FTEL, Wik RADIUS v 2% ik 25455 Quidway Z 41 LIK M AZ bl & th (1)
15 1 Th R SRR SCEA R, DK A B LN LR AFAE AL b, SR 5 BT
Rk HE| RADIUS T 2% Ik 4545 7= A I, B3 7 T8 026 IR B0 214 2 1
DR SR L R 700 ] DU AR 1 ) i 22k i B AS B L AR V458 T E 9 4R S
AT INRE

1t RADIUS e g5 st R 2EAT R AL

#*2-16 R EEREFILITBRIRCEFINRE

BR1E we
ffifiets 1L TH AR SCE A DI stop-accounting-buffer enable
KM b AR SCE A DI undo stop-accounting-buffer enable

BRI, (AL SO S e

2.3.10 FLEH#RXERELXIELE

TS LB TE 2R SRR S8 e BINH B 5 FR I e sk 2 /0, X AT ISP
AT LA E B2, DAt NAS Wz S i K% 4 e ik 4y RADIUS i 9 it
Fdso FTLL, WA RADIUS v 2% Ik 25 23 4T Quidway 3 41 LK 9 A2 bl A Hi 1)
5 1T S SRR SCE A MR, LUK PAS H LN G LR AEE AL b, AR5 FFr
RILHF] RADIUS TF 2 i gs-ds = Az N, B8 7 51T AT IR I BI0R 2 Fis 7 1
DR e K SL B 700 o LU AT [ () i 22K 1 B 2R A7 i AR S B K R
W 7E RADIUS I &5 #4100 F AT R AR &

FT2-17 B BERIEAER X

BR1E we
155 1T 2R S K F R B retry stop-accounting retry-times
SN vk B S K R B B undo retry stop-accounting

AT, 2 ] LU SR A I 1BV SR SRR SCHE A 500 R
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G % 2 % AAA Fil RADIUS Ppil fic &

2.3.11 & E X FMIEE R RADIUS AR5 #5

Quidway F 51| LA M AT e A ] e 2 Rk v Y RADIUS BRI b 28 7] HAT I
M) 1P Hotel. 201+. Portal 24 £ RADIUS W45 F- 4 .

AL T (1 iy R Sl B RADIUS JiR 55 #s 87
TH7E RADIUS Jlu g5 a4l R 3BT R AR

F2-18 K E X FAMEEE RADIUS ARS525

1RIE we

server-type { huawei | iphotel | portal |

BEE SR RS RADIUS il 4s 2% standard }

Tk RADIUS fili 55 #3250 i B undo server-type

BB TR, RADIUS R4 412K % standard.,

2.3.12 % E RADIUS BRE =TS

KRS RADIUS kg5 sl i) &Mk as B NIEMAUIR 55 A5 id 2
TR M EIRSS AR 5 NAS A I, NAS 25 E g
L& RS AT TN TS HIEIET G, NAS HIAL LA E 5L
WA, MEIREE S g5 4l s ELRI& MRS th Bl )5, NAS
REFHFE TR 5 RS54 S HARSC . Tl NAS £ T2 e 55 & e R i
WA SRS, w5 2l i 2T R B ARG AR FPIR A B active.

LRSS ae B A IS5 2 PR A active B#EY block I, NAS #5 E4Rk
SCRAE R TR Lo

TH{E RADIUS g5 a4 R 3EAT T AR

%2-19 % E RADIUS FRE = HIK 7S

1BR1E we

state primary authentication { block

WE T RADIUS PIFFZEUR 55 2 IR &S | active }

state primary accounting { block |

L EE N £ P ‘j\:\ H
P T RADIUS T 92 Il 45 23 (PR A active }

state secondary authentication

WE A1) RADIUS YAEHZAURSS 45 R {block | active }

state secondary accounting { block
| active }

B 44 RADIUS T 20 IR 45 Se IR 2
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LA

% 2 % AAA Fil RADIUS Ppil fic &

AU, RADIUS RS 284 % RADIUS JilR45 25 AR A A active.

2.3.13 IR EX £ RADIUS REEBHHAFAZ1ER

WIFTHTE, A LL “userid@isp-name” kg4, “@” JTfi
oy A ISP 344, Quidway F 41 LLK 9 A8 #i ALt A 1 ik i 38k 44 ke v s K P
IETHRAN ISP 38501 o {H 2, 7284 Y RADIUS kg5 s A sede sz #5471 ISP
WA 4, EXFEOT, A 0B 4y k4 255 ik ik
2% RADIUS 45 #%. ., Quidway R4 LK AZ LAt R T 1y 2 LU
B RIELT RADIUS Ik 254 - 2 2 5 45405 ISP 14 .

%2-20 B A1 RADIUS BRE 2=HIA P &&=

1BR1E we
L s s A s g . user-name-format { with-domain |
WCE KIELT RADIUS JIk g5 ds 90 7 4446 50 without-domain }

15 RA :

Je B F5 % £/~ RADIUS R4 RLA R P 4 w3 HA ISP R4, R4ER
ZHERNT;ERAVA EE ISP R T B iR B4 F iZ RADIUS JR4-%4, 1,
SR BREFRA P AR (EAREG ISP T ) . {2 RADIUS R4 %iAH A
PAAR (B AEEB|CH R P LARE ) 6945i%.

BB UL, RADIUS RE#HERIN: Ki%4S RADIUS ARSS #5110 7 42 #5407
ISP 14 .

2.3.14 BB X% RADIUS BRE SEREUIE Y BT

Quidway R F1| LK AT HALER AL N I ) fir & LU € ik 4T RADIUS 55 4% 1
B L R A

F2-21 B BEEIE RADIUS R B EIEUR R B L

1RIE we

data-flow-format data { byte |
PRTTINNIN R (] B giga-byte | kilo-byte | mega-byte }
BOE R ILLT RADIUS JIR 55 3t 10 B it 1 S packet { giga-packet | kilo-packet |
mega- packet | one-packet }

W 3% F] RADIUS JIR 45 25% BB 378 ) S Ay
e undo data-flow-format

A ERAE BEE
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G % 2 % AAA Fil RADIUS Ppil fic &

BRAAEIL T, RADIUS M55 #e41BRIA K A6 50 204 byte, ML fy s

4 one packet.

2.3.15 ELEZA# RADIUS AR55884R

4 Quidway RYIAZHALER T S FF Uy Frik B AL LM 4E ) RADIUS 27 i )
e ——R0 23 SR AR AR 25« VE 9 Mk 55 2 100 5 sCHEAT P (R GIE
AL, BERAE T AN . RADIUS M4 #imbhfe CHRFRNEFZED . K
Z AL RADIUS JIk45 #5201/, Quidway F5IAZ el ik % v LA RF 16 AN AHL
RADIUS fili55#54 .

Al LU R Ty A Sk il B AHL RADIUS R4S 25 .
IETE RGN AT AL

F2-22 BLEZAH] RADIUS BR&58

BR1E we
B3 ANl RADIUS it 45 2% local-sever nas-ip ip-address key password
MMERAHL RADIUS Jik 45 %% undo local-server nas-ip ip-address.

BRAETTOUT, AHL RADIUS JIiss as41BRIA [ 1P Hulik 2y 127.0.0.1, ERIMK)H
524 huaweis,

THEE R AL, SR A T AL RADIUS RS 25 Dh e, iF RS 1 UDP
Uiy 1454 1645, FAURSSH UDP i 145 1646,

2.4 AAA 1 RADIUS i BY & 7~ FAE

SE LIRRCE S, ETA A R IAT display iy & R LLBRECE S AAA.
RADIUS [i21T150, B &F Bonls B UEN & MR .
TEHPAET, #0047 reset 2 nliEER AAA. RADIUS HHRHBLHE .

EHPME T, $47 debugging 4 1% AAA. RADIUS 3T,
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WA % 2 % AAA Fil RADIUS Ppil fic &

$2-23 AAA #1 RADIUS i B B = F0iE

1BR1E we

WoNFTA BRE ISP I B E | display domain [ isp-name ]

display connection [ access-type { dotlx |
gcm } | domain isp-name | interface

B T P4 ) S interface-type interface-number | ip ip-address |
SRR B mac mac-address | radius-scheme
radius-scheme-name | vlan vlanid | ucibindex
ucib-index | user-name user-name ]

display local-user [ domain isp-name |

[ K e f idle-cut { disable | enable } | service-type
A HOARA B {telnet | ftp | lan-access } | state { active |
block } | user-name user-name | vlan vlanid ]

HRANL RADIUS IR 25 2840 (A0 56
5 H

display local-server statistics

R odR 2 RADIUS AR %5 2841
LR

display radius [ radius-server-name ]

7R RADIUS R X4 1HE B display radius statistics

- o display stop-accounting-buffer
SORGAFHIE AR M T | { radius-scheme radius-server-name |

TG SRR session-id session-id | time-range start-time
stop-time | user-name user-name }

FTIT RADIUS R 3R IT 2 debugging radius packet

2K RADIUS R SCIHIRTT K undo debugging radius packet

FIIFANL RADIUS g5 #4018 JT | debugging local-server { all | error | event |
BS packet }

KWAHL RADIUS g5 240 H1XJT | undo debugging local-server { all | error |
BS event | packet }

2.5 AAA F1 RADIUS 1y BB Fp B 24451

AAA/RADIUS 135 802.1x WX EC & d FH I H1+~, 152 L “802.1x it'E” —
T MBI E S Ay, BN,

2.5.1 FTP/Telnet A P ixim RADIUS RS FIAEEL &

e

Telnet Al 2 5 FTP /A P 89 3% IR % BIAEE B 72 £, F@44iL 0L Telnet
JB P 8 3% IAGE A 1) .
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BA

% 2 % AAA Fil RADIUS Ppil fic &

1. tHMEE K
BRSSP B I A LI EC B SE I RADIUS il 45 7 X6
SEASHHLIN Telnet 1 10328 S AAIE

Hr: f—% RADIUS 454 (FLAR400E RADIUS RS54 IR TT) 50t
U, JIRS4% 1P ikt ok 10.110.91.146, ¥ E AT #HAMLLINIE RADIUS R4
PR H ARSI N SRS “expert” , BB AN S 44 b 22 k44
Jo B 2 A% 4 RADIUS JiR4s 28

2. (M E

(IP address:10.110.91.164 )

Switch

—

>

E— —
= =

telnet user

E2-2 B.E Telnet A A BYiZEi%H RADIUS TAE

3.EESE
# V%N Telnet FH o

LEAL S o

AR

FTP. Telnet A / #9— e Bi5 A # (Quidway S2000 % 71| vA A LA
EFMD 65 NITRAE” 3o “A P R@icE” XA .

# B E Telnet A KM si ik 7720, B scheme 753
[Quidway-ui-vty0-4] authentication-mode scheme

# il % domain.

[Quidway] domain cams

[Quidway-isp-cams] quit
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BA

% 2 % AAA Fil RADIUS Ppil fic &

# ML '# RADIUS J5 %

[Quidway] radius scheme cams

[Quidway-radius-cams] primary authentication 10.110.91.146 1812
[Quidway-radius-cams] key authentication expert
[Quidway-radius-cams] server-type Huawei
[Quidway-radius-cams] user-name-format without-domain

# I & domain F1 RADIUS [f) 55k

[Quidway-radius-cams] quit

[Quidway] domain cams

[Quidway-isp-cams] radius-scheme cams

2.5.2 FTP/Telnet P At RADIUS AR 22N iEEL B

Telnet/FTP H /7 At RADIUS TAGE /7745 2.5.1 /N5 Hiz i RADIUS A
WETVRZRL, HFFEN 2.5.1 /NT5rh “B'E RADIUS 75”7 RS % IP i
W&k 127.0.0.1, AIFZMSE 50 huawei, TAUEARSS [ UDP S 552
4 1645,

AR

Telnet/FTP A £ 49 A3 RADIUS JAGES) — s 43R, T R F “2.3.14 Ft B A
RADIUS IR 423407 #9485 A 2.

2.6 AAA F1 RADIUS 18 ¥ FE B2 it 5 HER&

RADIUS #MXAE TCP/IP WhisUEF TN HZ, EEEME NAS 5 ISP [

RADIUS AR 45 23 ml i 22 B H PR S, BRI e R T getE Lok

o WBEZ —: HFIAUEMAZBUR S RIK

PR HE R -

1) HFPaAE “userid@isp-name” HTEI, 5L NAS %A TREGA I ISP
W15 EA R 4 B0E NAS H3E 5vE 1 ISP 1.

(2) RADIUS JIR%s 2% 85 2 % ic Bz P —H 2f RADIUS IR 45 2% 1
B R DLORIEZ ] P e A S SEA7AE

(3)  HH s N B 6 AN L E A —— (R UE N P B N R A A
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LA

% 2 % AAA Fil RADIUS Ppil fic &

(4) RADIUS #4585 F1 NAS IR S0 s 65 A A
WS, TR

(5) NAS 4 RADIUS %5+ 2 A A ks (RTLLEIL 75 NAS L ping
RADIUS IR 4528k ) ——if{#1IE NAS 5 RADIUS 452 2 A g
A .

e Wik —: RADIUS 30 ToikAk1% %] RADIUS k% %%

A R

(1) NAS 5 RADIUS JIk55#% < IR R AE 2ok ANl (B2 2D ——if
TRUF LR @ .

(2) NAS LEAWEAMNE RADIUS JiRs+#: 1P ik
RADIUS Iz 45 #4511 1P Hbdik.

(3)  TAUEMZAUHNTH 2 i 55 1) UDP i ¥ B A3 AN IE
IR 55 S A s 15— 3

o MRFEZ = SRR I SRAFHRAL, HZEARE R RADIUS JIR 55 dsftik
TR,

R

(1) PFEREG S R E AR EM——iE IEH % RADIUS 194k 15 .

(2)  THRIRSS A ANUEHZAUR S5 35 A 2 [ — G HLA . NAS HIZRINIEHZAL
A SR AE RIS %8 (P HilbAH[RD W RUE NAS I EAZ B
T2 MRS 28 (1 1 S B A )

A A B P

T RAE IR A BEE

IHREYS RADIUS

2-20



Quidway S2000 Z 51 LK AZ Al 44 Tt
e %5 3% HABP JH MRS

#33E HABP &M AE

3.1 HABP 4349

W RAZ AL G E T 802.1x, 802. 1x 354t JH 2l T 802.1x i AT HZALALE,
Ao VE e 0 2 BUI i 105 e 4R S0 o IS SR 3 A B ML 1 g 1 AT kAT
802.1x MFBLFIIALE, T AR SCH 238 802.1x FEMhLIE, A H 7 Joix)
FEAZ B LEE T 7 . HABP(Huawei Authentication Bypass Protocol) 4% 4 i]
DA R IZ A ] 8

HABP R SCHEM N HEASH ML MAC #2543 8 &8kl F B 20 7 HABP Hiik:
2 J5, HABP R 3CH2 Zug i 1 1 802.1x AUE, FEAHALZ (AT,
T A 5 P % 5 ] LSREC R A Hp LA MAC M dik, %) H: A8 b Lk 4 785 7 .

HABP fu3% HABP Server 1 HABP Client. —f& ¥ I, Server 2= 5& 1|7 Client
3% HABP i RS0, AR FHEEACHMLIY MAC Hihik. 17 Client 234 skl ¢
PTG, [FIIN )R EAS HM LS & HABP %3R4 32, HABP Server —E N %
%4 PR 5, HABP client NiZAE FHERIAZ BN Fia 5.

WEARAZHHL B SR  T 802.1x, bt A5l HABP Ik, DME X AL 2E .

3.2 HABP 4314l &

HABP H5 % i & AL 55 -

. fii & HABP Server
. fii & HABP Client

3.2.1 fig & HABP Server

JA3 T HABP server LLJE, B ELBEAAHIE ) R EEAS L & 2% HABP i 2K it
3, WAE N HEEASHHLG MAC Hihik, U6 R EAS LA B, K i% HABP
Vi SRR SR B T i ot 2 A R e AT

fic & HABP server 45 LA N5 5%
1 j5 5 HABP 5k
2 il '® HABP server;

3 BE ik HABP 135 K i ST ] 5] B o
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4 3% HABP B

THERGALE M AT R AN E .

#%3-1 HABP Server B &

1BR1E

%
2

{fihe HABP %

habp enable

VK2 HABP "k 4y 4 175 00

undo habp enable

Fo & YT #e L HABP Server

habp server vlan vlan-id

MIE% HABP Server fFC &

undo habp server

P A% HABP 7 3R SCHA I 1] 1] Bg

habp timer interval

WA 3% HABP 1 KR SC IR I (] [7] B
HERAEE

undo habp timer

BRAETEOL R, AZHAIA S B HABP H5E .

RN LR 5T HABP Rtk 2 J5, SR, ACHHLA HABP 451 T4F

1F Client #i:0 K.

BRBREMT, ASHMLRILE HABP 15 3K 4% SC (1 I a7 B& 4 20 #5 .

3.2.2 EE HABP Client

HABP Client /& FHERIASHML F 5. AZ L R 8 HABP #5E 5, A HeblL ik
BIEOLF s T{E HABP Client Bix0F . P AR S K AR H L F 5 3)

HABP $EP: T,

HEERGE FHEAT MAIBCE .

%3-2 B & HABP Client

#BR1E

%
e

{fife HABP 4§31t

habp enable

PR HABP R i 15 Ot

undo habp enable

ALY, ML EANA 5 HABP 51k
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LA %5 3% HABP JH MRS

3.3 HABP B9 & =F1iAR

1ETE LR BCE S, LT AR N AT display fir&-#8 ] LU R E 5 HABP
FePEREAT I 0. H AT BLE A & B s BERIERC B RACR . 2 HLE
MhAT debugging T H LU HABP AT i il

#3-3 HABP Z/RFAEIK

BRIE we
R HABP HFPEIBC B A5 BRRES | display habp
7R HABP 1) MAC Hii%¥{f5 5 | display habp table
B7R HABP LG HE & display habp traffic
78 HABP [ IR I SR display debugging habp
T FF HABP {1 FF ¢ debugging habp
M HABP IR T 5% undo debugging habp
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194 2% i H =

B LB ARPELE ..ottt 1-1
1L ARPTIIY oottt ettt ettt en s 1-1

1.2 ARPHIE TS oot e et st n et s st e st en et e et n s an et en et st en s 1-2
1.2.1 F LAINMHBR B S ARPIIIT IR L..oovivieiiiieeeee e 1-2

1.2.2 Tt B AN ASARPZALIE I B T oo 1-2

1.3 ARPIEIRFITHTR o.eoverieiieetee ettt 1-3

B 2 Z DHCP-SNOOPINGELEE .....ccvveivieiiie ettt ettt ettt et s et e saeeereesnneen 2-1
2.1 DHCP-SNOOPINGTT AT +..vvevieiietcteststetete sttt et ss e sess s bens 2-1

2.2 DHCP-SNOOPINGRL B +vevveiteereeteite et st st estesteesteste et e stesae s e stessaesbesbaesbesbeesaesbesreenbesreensereans 2-1
2.2.1 JFJE IR A HHLDHCP-SNOOPINGIIHE ..ot 2-1

2.3 DHCP-SN00PING B /8 FITVHTR ..ottt 2-2

g R = [T =T i RO 3-1
BL L PRI T oveveeee ettt ettt ettt ettt a s s tens 3-1
B L B TCP BN oottt 3-1

B2 IPTEREE AR FITHII cooeeeeeeeeeeee ettt ettt et tens 3-2

B B P AR B HEA oot tens 3-2
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EEESIPS %1% ARP LHE

¥1E ARPEE

1.1 ARP ﬁsﬁﬂ\
ARP (Address Resolution Protocol) ¥ IP Hulikfi#t#r & MAC bk .

1. ARP it fEAT B9 Y

IP ik ANGE B4 kA TI0 1, IR 48 4 HAETH MAC Hihik. 1P Mkl
SO EHUEM S8 2 TR gkl S BRI 2% )2 TP AR 36 IR A i R AC 25 H i =
ML, ZFNEZ EHLA MAC Hiuhik. DRI 00K 1P bk fi# b MAC ik

2. ARP i fEATBY LI T 2

PAIK Y IR & EALTT ZE8 A5 I, X7 LZUATE X 7 1 MAC ik, BE 6 3
PLESEE LS 1P Mk 31 MAC HidiE 46432, FROU ARP MUK . ARP WU
HAE IS f3i FH 21— R 5 A N VAT 2L Ad =ML 1P HuhE AT MAC Stk
IR FEFHUSBIN, ARP BUEFR A M—5&ah ARP U R IR E
I A, EHLK LN ARP WU & ip i R, DARE 48 Py A7 25 1) A
ARP [ 2 (1 2 HR I 1] o

B EHL A RN B AEF—ANMEBL EHL AT IP Htkh IP_A, B 1 IP b
A IP_B, AL A En EHL B KIEE R EHLA HEEE HOK ARP B
X, Hedlh 2GS IP_B XN ARP USRI, A1) 7 XN
MAC Huhi, WEHL A E8FH ARP Bt i) MAC Huhik, Xt 1P % (it
AT e, KA %45 FAHL B WIRAE ARP B R AN EI0 MY (1) MAC
HikE, WEHL A BZEHRAIIN ARP RIEZARIS, RE00E 1 ARP
request, LA &7 AE LRI k2% . ARP request Hod t 4 45 AL
B f# IP ik, LA ML A ) IP Hihib Al MAC Hulib. BT ARP request 4z
AL LA R 7 k%, B BT B AT LA B K, (H AT B
KREGENL (RPENL B) xfiZidRiATAbEE . FHL B H5EH ARP request
st iR #E CRPENL A 19 1P HuhkF1 MAC Hihkf7 A\ A C.) ARP
Wess b AR 5 AL B 4120 ARP 1 B A8 £, 78 B AL R SN 4L B (1) MAC
Huhk, RIELS ENL A XA CAT JEIE A URIE, A E R RE L AL
Ao ENLA YR EHR S, FRECHE AL B 1 1P Hukk J2 X R MAC H
HE, MAZIE O ARP BUGSRT, RS R IE SR NS TR R R AE AL B
(1) BT Es A kit 2o
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W 25 i

1% ARP it

—BAEWL R, ARP BhAHAT I A B TR 1P Mk 3 LUK K MAC Huhk 1 fi A,

Toits B E B AN

1.2 ARP L&

ARP BRESREE AT LA YEY, el LT T4ey. R T LRCER 1P
Huhik 3] MAC HuhE RIS, FRZ VRS ARP. SEIEAHSCH T T4 a4,
JUTRLE R . IHER ARP S R g I

ARP Jit & 55 :

o FLEIMBRERA ARP BUH I
o MUEZZA ARP EALE I A 1]

1.2.1 FILRM/MEERS ARP BETIN

THERGALIE P AT M AIBCE .

F1-1 FIRMMIBRERS ARP BRETIR

1BR1E

A
Al <

T LHRINERS ARP 10

arp static ip-address mac-address [ vlan-id
{linterface_type interface_num | interface_name } ]

T LIRS ARP LR 15

undo arp ip-address

(E SEW=N:UPY

o HHA ARP WSS IRAE LAOK AT U IEH LAER 8] — BEATR, H W R
ARP RIS V) VLAN BB, % ARP LI AR . shas
ARP WS IR G487 0K 18] 2 20 73 %

e ZH vlan-id A H T AL VLAN 1) 1D, H vlan-id 2405
THIF 522 1) LA W iy 11 2420 3% 4~ VLAN.

FATEILT, RE ARP BUEREME h 7S, HEIE ARP PRSGREG LB .

1.2.2 BB 7T ARP 4k Bt 28 By At [a]

AT RAGRCE, RGRPELL T i & AV 1R EBIES ARP ZZ1LE
IR, ARG ) B A3 ARP LI, SR 2 AN A] LA 2

T R EAG IS T T B

THERGALIE P AT MAIBCE .
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W 25 i

1% ARP it

F1-2 7S ARP Z L ER SRR B ELE

1BR1E

A
AN <

BCE B ARP AL E I ds IR 1]

arp timer aging aging-time

WA B ARP ZALE I &5 1R I 1] i (i

undo arp timer aging

BAATEOUT, 3 ARP 20 434 20 434k,

1.3 ARP BYERFAEIR

FESE BRI E S, AEPTATRLE N T display i@ rTBLE RECE G ARP
AT O, W B B s BIGAERC B I ECR .

ER P ALETE, F P LT reset v 25 % ARP B I; 14T debugging

AN ARP HE TR,

#1-3 ARP By R RF0IER

B1E we
A FH ARP i £ display arp [ static | dynamic | ip-address ]

RN ARP ZALE IR &% 1 I 1)

display arp timer aging

W5 H ARP LS 35

reset arp [ dynamic | static | interface
{ interface_type interface_num |
interface_name } ]

1T ARP A {5 BT %

debugging arp packet

KM ARP R[5 B IT5R

undo debugging arp packet
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EEESIPS % 2 % DHCP-Snooping fit &

#$2%E DHCP-Snooping &

2.1 DHCP-Snooping &ifv

WIS, TR EC A T LI BT 1P kb, A
TR 1P HHEA A FH 0 E LI MAC Mk R K 2R o = 52 LK AT 4 pL
ALl DHCP Relay idsg H P SREE 1P HikibAF B, 1 — 2 A8 e LR Bk
W DHCP ) $F4R SC 5 32:okA0 s F P SR 1P Huhk A7 L

L P 1P HuhtR), DHCP iRR4s%% &i% DHCPACK 3¢, H i
DHCPACK 35, stnfLL3RECE] IP #uhl. Wit DHCPACK i 32 & 3R B
FUAP Huhk i) —Fh vk

DHCPREQUEST R & H J1ii 3k DHCP A4 8% 4 HAr e st bk () 3840 3 o
HI 7 it DHCPREQUEST # SCHIIH 1) 1P Mkt iR 45 #% i DHCPACK #f
SCOYECES ) P M hEA A . Wi DHCPREQUEST i SC/23RBUH 7 IP b
BER S — R 7%

Jt )5 DHCP-Snooping Jifig i, LA AZ ALt vl LA 3] DHCPACK £{
DHCPREQUEST i 32 I 5% IP Husik Al MAC HuhbfE & .

2.2 DHCP-Snooping B &

DHCP-Snooping Fit & {145 :

o JFFAIKMAZ AL DHCP-Snooping I fg
2.2.1 FBIXHAZRZ N DHCP-Snooping I &
WERGWE FIHT FVIECE .

Fz2-1 FFB/XF3ZHH] DHCP-Snooping L&

it i
JFJ 58 bl DHCP-Snooping 1 fi§ dhcp-snooping
S A Wl DHCP-Snooping Ysfig undo dhcp-snooping

BAATEDL R, BUKMAZ L) DHCP-Snooping Lifig i Tk HPRAS .
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EEESIPS % 2 % DHCP-Snooping fit &

2.3 DHCP-Snooping & =K

e EREE S, A ME T AT display iy 4 v] B 7R @ i
DHCP-Snooping it s 7 1P Hihik 5 MAC Hudik (5 2% &

$2-2 DHCP-Snooping & RH0iEi

I #%

5t 7Ri8E DHCP-Snooping g s (1 7

IP Hiu ik A MAC Hsdik B B 5 %2 display dhcp-snooping
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W 25 i %35 1P PERENE

E3F IP HAEALE

3.1 IP4gERCE

IP PERE ) 32 T B 5
o IiE TCP &M

3.1.1 B2E TCP B

Al LLBCE I TCP J& s

e synwait EIES: YkIL SYN RIS, TCP JH3) synwait & 45, Ul
R synwait B ATARKEI RN SC, W] TCP EE# 2L, synwait
S0 IS 4% 1A N I TR AL 90 LRy 2~600 #8, BB 75 5,

o finwait JE N5 24 TCP [FIEBSIRA H FIN_WAIT_1 44 FIN_WAIT_2
i) 30 finwait 52 I 2%, 1R finwait 52 i 4 8 IR AR ] FIN 3R,
) TCP #Efg ¢ 1l finwait [FIHUE B 76~3600 #, finwait 1)1k

HAH K 675 .
o IS Socket MHFEMIAIZGEMFIX IR/ JEFIY 1~32K 747,
BRAAE A 4K F

THERGALE M AT R AR E .

£3-1 BLETCPEH

1RIE we
- TN o i tcp timer syn-timeout
Ho . TCP 3 37 synwait 5 1N s IHf 1] time-value
i et gy o e D S s fi undo tcp timer
VKA TCP JEREHE V7. synwait iz i a4 e i) Ay e i syn-timeout
, D tcp timer fin-timeout
it & TCP ¥ FIN_WAIT_2 5 i 2 i 1] time-value
i ; Por b B 1 N S A 20 undo tcp timer
P52 TCP 1) FIN_WAIT_2 5 i 85 ] 1) Ay k44 {8 fin-timeout
fi & TCP ¥ Socket SR & 3622 7 X [H) K/ tcp window window-size
%5 TCP [ Socket FUHIR XL P X I K/N B4 {E | undo tcp window
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25 Bl

% 3% IPMERERLE

3.2 IP %8B = FAIFIR

FE5E R LRI B 5, EFTA PR R 3T display 4l LU RICE 5 1P EAE
FI2AT R o, B A E B BRI UERC E RRCR . EA AT, el
HAT reset fir &R IP I TCP [HIR 4515 B $1T debugging ir4%) IP

PEREUEAT I
#3-2 IP e B RFIIAIR
B1E we
BN TCP RIS display tcp status

=HE IP RS

display ip statistics

#F ICMP JESTHE B

display icmp statistics

G FIB # k5 HaE

display fib

TR 1P RESHE R

reset ip statistics

FTIF 1P P35 B IFR

debugging ip packet [ acl acl-number ]

KT IP IRAE TR

undo debugging ip packet

FTIF ICMP il 15 BT %

debugging ip icmp

KM ICMP iR M5 ST

undo debugging ip icmp

F1TF UDP & #: 1R B debugging udp

KM UDP & #: 1R (5 B undo debugging udp

FIF TCP M5 B IF K debugging tcp packet

KW TCP MM AT K undo debugging tcp packet
FIF TCP FH A BRI oK debugging tcp event

KA TCP AR I % undo debugging tcp event

3.3 IP MtREFC EHEE

WIS 1P Bl S B, {H TCP A1 UDP Wil ANREIEH T AE.

HOBEHERR AT RAFT PR O¢, BRI BUE B .
o il display firSEEA IP PERERISATIEOL, RO 3T B Fa i

BATIEH

o ffifH#r4 terminal debugging # i fE B #lfEdl 4 L.
e JH debugging udp fiy4#JF UDP T, RS UDP A .
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25 Bl

LAR 2l UDP Hdj i i 5

UDP output packet:

Source IP address:202.38.160.1
Source port:1024

Destination IP Address 202.38.160.1
Destination port: 4296

e  JH debugging tcp packet @i 241 TCP XTI ¢, #RER TCP (%
(T
BAFIR

<Quidway> terminal debugging
<Quidway> debugging tcp packet
B A S i A Bk A% ) TCP RS, LR SR

TCP output packet:

Source IP address:202.38.160.1
Source port:1024

Destination IP Address 202.38.160.1
Destination port: 4296

Sequence number :4185089

Ack number: O

Flag :SYN

Packet length :60

Data offset: 10
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RGN H %

R o RO 1-1
I YL = RO 1-1
I Y v RPN 1-1
102 H S EAE oottt 1-1
R B OO RRTRRRT 1-2
I - TR 1-2
RS & Y TS O o s R 1-2
O o= R 1-3
12,1 T B AT AT oottt ettt ettt sttt n e tens 1-3
1.2.2 A LKA AL BT C B FTAR AT L e 1-3

1. 2.3 A B AT A ITTIE T oveeee ettt ettt aess e s ese e s esesn e sens 1-4
1.2.4 BEERFlash Memory L B SUAE (oot 1-4

IR I = 1 =L TSRO 1-5
(IR T = 1= T O 1-5
1.3.2 J BN IFTPIRAT RS oottt ettt s et ee st enn s aneesn s aens 1-7
1.3.3 BL B FTPHRZS BEHIIAEFIIZEL ottt en et eneaens 1-7
1.3.4 T B FTPHRSS B IIIEATZE oo 1-8
1.3.5 FTPARSS B3I TN FITEIR <o 1-8
1.3.6 FTPE I T oottt ettt ettt es sttt s et ne s aesesn e aens 1-8
1.3.7 ZZHNIAE I FTP ClientSEIUAC & ST (1) £ A FIANERAE T RBC B 28 o 1-9
1.3.8 HAHLVENFTP Serversz IC & SCLE I 2 FVERAE T B 25 oo, 1-10

I o =TSRRI 1-12
0 T 1 = 1 =1 1 O 1-12
1.4.2 BB SAFAEHIIFIC oottt aes 1-13
143 JHTFTP R SCAE oottt aens 1-13
R e o B o 3 L OO 1-14
1.4.5 ZZHHIAE N TETP ClientszBLEE & SR8 4 FURTER A THEIC B 250 1-14
2 E MACHIHEREIE ..ottt 2-1
2.1 MACHIHEZR T BETITIT oottt ettt esee et te s st ene s saesesnesntans 2-1
2.2 T EMACHIIE R T T oottt 2-2
2.2 1 BEEMACHIIEZEIN ..ottt 2-2
2.2.2 BB RGMACHIIEZALITIED oo 2-2
2.2.3 B LUK RS 1522 1] L2 2] B IIMACHEIEET oo 2-3

2.3 MACHUHER B FL T B IRFIVIIR oot 2-3
2.4 MACHIHEZE T FI I TEE L] ..ottt ettt e et 2-4
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R EN H %
R TP 3-1
T B = RPN 3-1
B2 T B LA T oottt ettt ettt ettt e ettt e et et ne s s atens 3-1
I = R VA B N a3 RO 3-1

3.2.2 F55E LK RIAZHHL R USRI IIAPP ..o 3-1

3.2.3 TFZEBOOROM ..ot s e s ettt sttt ettt eeeteseesesenanas 3-2

3.3 WA FEAT TR FITEIR .o coeeeee ettt ettt e et en ettt s et ene e seeteenenatans 3-2
3.4 R v A& H Ay 2 S UL FE T BT AL ZE ] e 3-2

B AT BRI SR oot ans 4-1
A1 BRGEFEARTETE oottt ettt ettt ettt ettt et re et 4-1
O Va3 <3 2 O 4-1
B.1.2 BB BRGEITBH ettt 4-1
IR 101 ST 4-1
.14 BEE AT ettt e 4-2

R S ) NS L5 v = SRR 4-2
A.3 ZBGEPTR oottt ettt ettt 4-3
.31 FT T TP TT Ittt e 4-3

VR I T I 5107, N . = = SR 4-5

4.4 PZEIETBIMIRIIAE oottt e et e et et et e s et st et e s et ete s e et seennenesatans 4-5
L ) N ) TSRS 4-6
O R = N 1 OO 4-6

E N = N 0] 117 OO RT 4-10

453 M B B RIE BN H ZETH it 4-14
OSR]I 4-16

4.5.5 Mt B B IE B TeINet LS BRME ZEHM ©.vvvvveeeecee et en e 4-18

E N N O R =0 - e D0 DS 4-21

4.5.7 BB B RILBEEELZIIIX oottt en et 4-23

4.5.8 LB BRILFISNMPIIET ..ottt en e 4-25

F N R N R I G R R 4-26

4.5.10 HEKIEZIUNIXHE FHUIELEZEG oo 4-27

4.5.11 HERIZEFILINUXHE FHUIICEZEB oo 4-29

4.5.12 HGERIEFIFEBEIE FIICEZEU 1ooeieieeeeeeeeeee et 4-30

SR LY L= iU 5-1
ST IS N = 2 RPN 5-1
5.2 SNMPREAS L SZHFIIMIB .ottt en et st aene s saesesn s neans 5-1
BB TILTESNMP ...ttt n ettt et ettt ettt ettt ettt n s 5-3
SRR i 2R 5-4

5.3.2 BB E L DI IIFR R B ZR TTV25 oottt 5-4

5.3.3 BB LUK BT HH LT EAE JL oottt 5-5
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R EN H %
5.3.4 B SNMP A KL cooveoeeeeeeeeeee ettt 5-5
SRR R T -0 . L - o OO 5-5
5.3.6 BETrap HAR EHUIIHIIE oo 5-6
5.3.7 BB TrapfR SCIRAEIT ] Lovovieieeeeeeeeeee et 5-6
5.3.8 BB A EELEHG BT TIEID oo 5-7
R eI a4 AT N [ =T 3 < R 5-7
5.3.10 $5 8 RIETrapfIVEHIIE oo 5-8
5.3.11 SNMPZHZS I — BT BMBR — DT e, 5-8
5.3.12 G BT B A BRI oo 5-8
5.3.13 % HAgentZ U/ AL IISNMPIH LI R/ o, 5-9
5.3.14 ZEESNMP AQENTIELT 1.vvivveeceeeeieeeteeee et en ettt seneeanens 5-9

5.4 SNMP B IRFTTIIR ..o eee ettt ettt a et es et e eaestesesaenn e 5-9
5.5 SNMPTILEEZEM] ...t e s st et es sttt ettt tee e e nenenenas 5-10
g = (@ N T 6-1
6.1 RMONTATAY oveveeeceeeeece ettt ettt ettt e ettt e et s e et et ese s et et eeesesaetese et stesene st ssenesnasatens 6-1
8.2 TILEERMON ..ottt ettt n sttt es e e et et e e et e e et et es et eeeeeenenenen e 6-2
LR B Ay e o R = R 6-2
6.2.2 ISR 5 D ZETM ottt en st en 6-2
6.2.3 IR FERMON T ZE R AR I v 6-3
LRy 4 T e o R TR 6-4

LR Ry I £ 0 e =3 TR 6-5

6.3 RMON I ZRFIHII oottt ae et neeaenn e 6-5
6.4 RMONTIE T ZEM ...ttt ettt et ae st et e st e s teesesestesessenn s 6-6
£ 0= N =P 7-1
A% LI 011 OO 7-1
% 0 N 13 RO 7-1
A B N N 20 N O TR 7-1

T2 NTPH P E ettt ettt ettt ettt et et te st e se et et et et ese s etessesesteseseennaeas 7-2
A T L R 5 VRO 7-3
722 FEBENTPEANIGUEIIHE oottt sannn e 7-5
723 BENTPIGUE B oottt eaenn e 7-6
7.2.4 BEIREE PTG oot 7-6
7.2.5 BB A R IENTPI EURE Il oot 7-6
7.2.6 BEEEE I AR LHEINTPIE L oo 7-7
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1 ARG

B1E HRAEH

1.1 XHERFEERE

1.1.1 XHRSEE N

AT ITERI XS flash 8547 fif B 3T A RN B, LUK IMAZHLER A1t 7 301
RGE . SCIFRGU I B4 T SO H 05 ) BRI g, R S
PERF RIAIE . MIER. B 4, PR BR SRR NS

BRI, AT AR P AORBURI fr e LU SCPE, 301
%), SUERGHHERI AT A

AR X G, o B SO R e 70 W LR LK.

1.1.2 BF#E

H S At

SCPFERAT
(ERra S s S (e

BCE RGP T

ARG LLEEE IR H sy o 2 i AR H R BLURSRE H 3 RS0
g H SR AR Lo T LU I T i & SRAEAT AR I (9 H SR

VAR P AL R AT R ARG E .

Fx1-1 BFRIBE

BR1E we
Bl H R mkdir directory
MR B % rmdir directory
R T AR H % pwd
SR H SO R dir [/ all ] [ file-url ]
RGPS cd directory
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ARG 01E U RGEE

1.1.3 CH#R1E

SCAERGERT LUMBRSCAE . MR A S MR MMER S s ST N 7
0 RGN I CENIY 2 2 K AN T s = e B G RO ) S TR DS el ] ]
i RIEAT AN S F A

VAR P AL BT R ARG .

FT1-2 THIRE

BRIE we
TR S A delete [ /unreserved ] file-url
PSR S A undelete file-url
A TR AT B [ S o f) S A reset recycle-bin [ file-url ]
SRS A more file-url
Hrdn 44 rename fileurl-source fileurl-dest
DA copy fileurl-source fileurl-dest
B3 move fileurl-source fileurl-dest
BoR R EOUHE R dir [/ all ] [ file-url ]

1.1.4 FHE&EIRE

SO ZRGER] LIRS SUAG TR R HOA7 il et o T LA 1 18 i 2 SRk AR SR 22 1
1A v

THAER AL R AT A .

#1-3 Fig&EiRE

1BRIE

kA AATAE 1 format filesystem

5
2

1.15 BEXHRFZRTIAR
a] P 0 A A R E A a S R PR T
AL RGBT S AL &
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Ao 91 SRS
R1-4 XHRFEIRE
1RAE we
ARG R T file prompt { alert | quiet }

1.2 BEEXHETE

1.2.1 BEEXHEEREN

C B SO RIS, BT B P AR i . e LA A7 SO SUOR A7 ]

JUO LUK AL HEAT AU R, Al N AN I E R R . ] Al AR

PR UUINEE PR RER U SW

P SO s A T

o Llim it UIRAr

o HERFIESVE NN E S 4L

o AMAR AT SR ENIEARELE, A —ar SR i & AR,
TE R4, 15 5 2 )3 AT B R ATRE T CLA# TR TR AT ) o

o U AR . RANE . W) ARCE . O
B R A .

o Llend A&,

i SCA A B A A A

o TR LDUKMIATHALH] 2 Hir e B M 46N E

o BUCRIRAE ST E

e 1EFR Flash Memory Hlic & 3044

1.22 EFUXMZIRI B LSpiic EfEIAALE

PUK MAZ bl LI, 48 Flash Memory Sz ic & S0, i LUK R A i
PLEATHIAG A o LK A b L BB A Flash Memory H sz B e & S04 Bk
HRIAlCE (saved-configuration) 3CfF. Wik Flash Memory #7137 i 3¢
fF, MRS A SHEH TGN . SRIGEEA N, REuafrd T e
TEA BB R 24 RTBCE Ceurrent-configuration) o A BLAS AR [ (1) 4 4
KA DA P AZ #1100 22 1T AR AR T

NHURCE AT LR BTAT AL R AT
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1 ARG

F1-5 EEUXMRIRINAEE

BRI we
A LUK A LI R SR T display saved-configuration

display current-configuration [ controller
| interface interface-type

A LUK A H LI 2 A [ interface-number ] | configuration

[ system | user-interface 1] [ | { begin |
exclude | include } regular-expression |

LRA:
Ao B LA 09 2 4 X G RAHEXANR .

1.2.3 &M INRFYAERE

R P a8t iy AT 4 1R DUE e DAOK I A B L) 2 BT & o SRARHEE 2 i e
EA RGN IR N PR IAEE, 1HH save ar s, F4ETHLE frf7 2] Flash
Memory 1.

THAER AL R AT R A .

*F1-6 REHAIGE

1BRIE

g
Ay

PRAF M AT & save

1.2.4 #F Flash Memory # Bt & 304

n] LL{# H reset saved-configuration iy 244 Flash Memory H G & S
RO B SO BR S, DKM AZ el Tk LN, R0 R H S48 1B E 2 50
AT HIERA .

THAER AL R AT R A

%1-7 {£F& Flash Memory B & x4

HR1E we
2 Flash Memory H i & S 1 reset saved-configuration

FELLR UM OL T, W] RER 2245 KR Flash Memory Y C B S0 F
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1 ARG

o FELLKMAZHMHI AT TR G, RGEHA R B SO A LR .
e Flash Memory HRRCE SCAF AR IR Coy WIS R R N2 17 4 5% (1 TG 5 S0
£

==
A TR

127 delete ARk, MR GG AR AERMSET, 154 & R Ak
I, 4R P2 %188 delete AWK (W REMEGTRSAF) , 1)
T A5 BA K W SR G2 10 R, AERXARALT, AP &EEEAEIK
sk RGN EF XA, 12 reset recycle-bin 474~ VA =) 4 sk ¥ 64 5 F
AR AR, VAR A,

1.3 FTP Ec &

1.3.1 FTP

FTP J& Internet F1 IP W& FAEH SCAFRIE A 7. 7E)T4ER (WWW)  HI]
DAY, HH PG a7 7 At s fF, sl N R P ate FTP. HARH
AR B0 e TS Ol Nk Email A Web &850 S0, {(HE FTP 348
HHE Rz &,

FTP BHXAE TCPNP HrsCii s+ W 2 Bisl, I 7E i i 55 s A1 A b AL
I S .

LUK P AZ A LER LI FTP M55 f 45 :

o  FTP Server li%, FIJ'alLUEAT FTP &) uife )75 sk B4 I (%
VG ST, S DT S RSB RC B LF FTP Server 1) 1P Hudik)
Vi i) iR 552 LS

e FTPClient li55, I/ 7EMAL Ll 2o {5 BURE P Telnet FEFP 7 5
LK MAZHeHL (FTP Client) FIEERS, A ftp X XXX (XXX X AR
Lkt FTP Server 1) 1P Mihib) fip4, @ZDORMACHAL Stk FTP
Server {1z, VilnliZfE FTP Server L3¢
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1 ARG

= |:|
Switch PC
E1-1 FTPEEREE
THHIAE K FTP Client I [ EC & .
#1-8 HMAEH FTP Client BTRYEL B
W& (i HhEE B & 15 A
FH B SE3RE FTP P v A fi s
Switch AT DA RAE ] ftp v d 8t i, ARJG & XIT G FTP Server.
TR FTP Server IXFEA BEHUAGAH N, H S50 SC A AL
Ja 3 FTP Server, 3+E T
PC P& R P AR & —

R E

THHIAE K FTP Server [N [(IR & .

)

#1-9 WHIEH FTP Server FTEJBELE
wE = HEE B & 1% BR
BeEEaL N, & | A LLUE ftp-server 4
JAZ) FTP Server It SR FTP | &/ L FTP Server I
0, A E A R
Switch | Bt & FTP HRS5w% i3 iE Al fiE FTP - I - 44 358
L B TAE H 3.
%% = / Ny
EEH FTP s asiisty W TP R4 MR M ]
PC ] FTP & i FE P B % B

==
A TE:

FTP 2t

STVAEFARR 6 A

KA PC Z 8] 24wy 7T 34,
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ARG 01E U RGEE

1.3.2 B#N/KHA FTP BR552

:IJH:IJ

AU T A iy AE UK AT B _E R B0 ] FTP JIeds ds o T 7E RGUHLIE

AT M AIECE
%*1-10 A#N/KHA FTP RS &R
HBRAE we
JEB) FTP 4544 ftp server enable
KM FTP 428 undo ftp server

FTP 2548 vl [A) N SCRF 2 AN H P 805 0] o iz FTP W) FTP RS 2% K %15
K, FTP RE 23 AT B0 E, I H IR BIHAT IR 45 5.

BN, REKHU FTP RS54

1.3.3 & FTP AR5 22 AVISIEFNIFAR

FTP R &4 0H7 S BAL S 3L FTP F A I TAE A k2. N KUEm
RS INEI 7, A e FTP RS2 HIRS . v LU R IR a4k
HEAT FTP MRS 25 [R50 AP AL B « FTP RSS2 (35 BBt 4S FTP
PTG TAE H 255 B

THAEAI N ALE N AT R AR S

F1-11 BLE FTP BRSS 2 AIEIEFNIZ

1BR1E we
BUEEH A FTP
HHBEAARHAH P ECEM | local-user username
B (RSEMED
Eﬁg?’ii& FTP A (A5 undo local-user [ username | all [ service-type ftp ] ]

LSRN S ) .

E?iizg}iggfﬂﬂm“ password { cipher | simple } password
EE;%Q%D}@;EE@)&&% B service-type ftp ftp-directory directory
WO FTP H IR 56 R4S & q q
CACHU R P B undo passwor
%ﬁigg)iféqf%ﬂﬁ B undo service-type ftp [ ftp-directory ]
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ARG 01E U RGEE

SRR REABRIN 7 A RERF 2] FTP I d5 3 1Rk 55 -

1.3.4 BLE FTP RS BHIEITSH

RLME S R T 6y R PCE FTP RS 45 RE R NI 8] o 1 Bk AREAUH
JURAREANAR, WERAE € N R B W) FTP 2 b AOK (IR 553 3K FTP
Hi 55 4 W KT T 15 1% FTP %0 /7 (KR, IXANI TRl 82 FTP AR S5 a3 ER N
I TH] o

ARG N AT AR E .

F1-12 BLE FTP AR5 22 BB T BR8]

BRIE we
Bi 8 FTP HR4S 28 A8 I W% i (7] ftp timeout minute
PRI FTP 5% 2% (1388 1T BT 14 1] [) (1 ol 4 undo ftp timeout

BT R, R WTE Iy 30 4y

1.3.5 FTP BRFZ IR RF0IAEIR

FESE R BRI E R, ATLAERTI AL M AT display 4, WoRBCE S FTP
M g5 s iAol T B F B SRR E N RCR .

F1-13 FTP BRZ#BHIRRFAFIR

1BR1E we
BE FTP RS 4 display ftp-server
BE G FTP H display ftp-user

display ftp-server fiy4 o247 FTP R4 S L S5 00, A3 FTP RS 4%
SRR PRI T N ) . display ftp-user SRS SR FTP A
IR Do

1.3.6 FTP B RimJ 45
FTP % /'3t & LUK W A B LA AL P (e — N BN Zh RS, B — AN R,

AHMATFT IR E . BRI, AZHAUER FTP 20 i I FE e 55 4082, OF
BN FTP 27 i (1 iy RBEAT AR (K34 Clnsdtars MIBR H 355D o
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ARG 01E U RGEE

1.3.7 Z#HIEH FTP Client SEIUEL & SRS &9 FOF0ER 4 H R BL & =645

1. tAMEK

THHUAE N FTP Client, iz PC /4 FTP Server, {& FTP Server ['{E T
WRACE: BCE T —A FTP H 404 switch, 2654 hello, XFi%H 7 42480 T
PC #l I Switch HxMIEH M. ZHHL ERF—4 VLAN 8001 1P ik
1.1.1.1, PCIP Hihitly 2.2.2.2, AZHHIA PC 2 Ja) ¥ vl ik,

A HHLII N L switch.app #7474 PC L. Ac#pLE L FTP iz ) FTP
Server N4 switch.app, [F/BPREASHHL I EC E SCHF vrpefg.txt BALE] FTP
Server ] H =% switch S BB & SO 447

2. A&

E = _45 B
-
I

Switch PC

E1-2 FTPEETR=HE

3 EELE

(1) fEPC ERELE FTP Server FAHKRZE: FLE T —/NFTP H ' 444 switch,
#i54 hello, XFiZH P #ECT PC HL I Switch HRMEEARR . thik
ANTEA B

(2) ML R E

# P Bl b (A DUEA L IS Console H 5% 242 #epl L,

WAL telnet ARG SR BIAZHAL Lo HFE 3 7 00 S W T B ) H

YD)

<Quidway>

R
A dE:

4o R ZHALE Flash memory = 18] 4% K, 5 MR Flash & & A 49 5 425 K
J& B 836 B R A2 B Z AL Flash #
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1 ARG

# AEH B NN AT FTP &8z, N IEMH ;2 F S 5 % 3 FTP
Server,

<Quidway> ftp 2.2.2.2

Trying ...

Press CTRL+K to abort

Connected.

220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user
User(none) :switch

331 Give me your password, please

Password:*****

230 Logged in successfully

[ftp]

# JE\ FTP Server IR 1%

[ftp] cd switch

# AT put 1y 2R A ML L ESCAF vrpefg.txt AL 2] FTP Server.
[ftp] put vrpcfg.txt

# AT get 2K FTP Server EIF S0 switch.app T #EIZC#HLH) Flash.
[ftp] get switch.app

# AT quit iy 2T FTP 3%z, IRBIBIH T .

[ftp] quit

<Quidway>

# J1 A LU R A4 boot boot-loader S fit & N # T A T R S I T
FERe, ARG E A AN, SEIATHALN IR TH

<Quidway> boot boot-loader switch.app

<Quidway> reboot

1.3.8 ZHAHIEH FTP Server SEINEC B LAY &9 AN 4 FH 2R BL & 24451

1. A EK

THALAE N FTP Server, imuift) PC /E4 FTP Client. {t FTP Server FAE T
WRACE: BCE T A FTP H 404 switch, 2654 hello, XFi%H 7 42480 T
LML Flash AR H g SRR . AZHHL Er—A> VLAN 2 11 1P Hitik
1.1.1.1, PCHyIP Ml 2.2.2.2, ZHHLFI PC 2 [a] % fhl ik
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1 ARG

WAL N R switch.app {R774E PC . PC i FTP [t I AS Bl
A% switch.app, [A] DB AS HALII AL & S vrpefg.ixt R 33| PC SEHLEC & S
PRI o

2. AW [E

E = _45 R
-
I

Switch PC

E1-3 FTPEETR=HE

I EBMELE

(1) AHHLLERIEE

# PGB HAL L. I AT IAEAHE L Console ISk FI5g bl L,

WA LU telnet JERE G BIAZHML Fo MR TT 08 S WA T T Al

YD)

<Quidway>

# AWML LT FTP S5, BCEL ) # ShAAR

[Quidway] ftp server enable

[Quidway] local-user switch

[Quidway-luser-switch] service-type ftp ftp-directory flash:

[Quidway-luser-switch] password simple hello

(2) f£PC Lizf7 FTP Client #2)7, FIAZHMLEENT FTP R, [FiE R
BRAEAE AT HHL I N RS switch.app 2 EIAS #HLI Flash AR H% T,

[ I A B ML R e B S0 vrpefg.txt. FTP Client N RS 1 H 2 B
IS, 223E, Quidway R AIATHH AP 7 Bk A4

==
A =]

Jo R L HALE Flash memory =18 745 K, H5 MR Flash R A 8 5 B A2 5 R
J& B L 8AT 64 5L R A2 5 B AL Flash .
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1 ARG

(3) AfEL#GEHE, ML ERAT T84T .

<Quidway>

# ) A] LU L A4 boot boot-loader S #i E N & HIFE R 4 T IR S R
FEFF, SRJEHA AL, SEIATHMLNY L7 T2

<Quidway> boot boot-loader switch.app

<Quidway> reboot

1.4 TFTP B &

1.4.1 TFTP &4/

TFTP (Trivial File Transfer Protocol) J& & s sc AL il . XI5
— PSR T FTP, TETP ANBA R 420028 O A7 IHE: D FAUEE 6, & H
T2 P it FNIR 55 o 2 T AN W5 B2 A0 A8 HL I EE . TETP Bl fE7E UDP 3%
fih L SEBL.

TFTP Wh UL S & o A i . T2 R OCEry, & TFTP R
G B RILTE KA, RJG MWIRS S Bt FFEm RS #8 Ak ; M2
AL SRR, B i) TRETP ARSS 28 A6 5iE KA, SR )5 M R 45 % R Ik 5,
FEESUR S S5 RN . TETP ARG SO AR — PP kI, T
MR SO 55— ASCIl s, T4k SeA e

BUE TFTP 207, MR R T 2w e B AT TRTP & wig AR S 25 110 1P
HE, I BAAR 7 i IP M bk RO AR 25 2% 1P Mkt J& 1 i) — > W B o

LML GEVE AN TFTP &/ difi o

E = _45 =
-
I

Switch PC

E1-4 TFTP BEERZEE

THHIAE K TETP Client IS L E .
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1 ARG

FR1-14 ZTIHHUEA TFTP Client BFIEYECE

&

=

REME

ECE % AR

Switch

PC

BCF AT #L VLAN #2111 1P
Hudik, fFHF TFTP Server
I 1P Huhik7E R — P Bt

TFTP & H T % 7 it f IR 25 2% 2 1]

AT R H RS, W RLEAS
AT VLAN £ 10 1P HuhkFl TFTP
Server (1] |P k7[5 — P B .

AL EEEH TFTP md %
S ) TFTP Server A%
e N R

Ja %)) TFTP Server, J4ET
TFTP L4E H &Ml S

1.4.2 BECENXHEEER

TETP ARG SCAFAT R —Floe —HERIRGS, AR gRe 30 )l
7t ASCIl a6, A4 SCAR SO o TR T AR i & R I B SCA A i

e

THERGAIE P AT M AIBCE .

F1-15 BLE&ECHEER

#HBR1E

A
Al <

WE TFTP i SC AL sk X

tftp { ascii | binary }

BTN, TRTP DL HERIB A g st

1.4.3 A TFTP T3

TN O, 2 1) TRTP g% s AOBBEIh KA, SR J5 MR 554454
Bl IF I IRSS S AL RN . W DU T a2 A TRTP N 8O0t

RS N AT R AR E .

*1-16 F TFTP T

BR1E we
H TFTP $RHCC#F tftp get //X.X.X.X/ path_name1 path_name2
Be & dr 2, XXXX Z8H AKX TFTP k&40 1P k. //

XX X.X/path_namel #& [ /2 Z F 4K TFTP ik %5 45 b 15 B s
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ARG 51 SRS

path_name2 Z#(A K T &5 F7 i £ 2 #eHl B S04 . path_namel Fi
path_name2 1] LAANA .

1.4.4 B TFTP b&Exx¢

ASHAL G 7] TETP R 55 s EAL SCHFI, AZHA L % i i) TRTP 55 4%
FORGHRAL, XA RS 4% A M, IR 545 (k. AT LU T
1] i3 ol w2

RS N IEAT R AR E .

#£1-17 B TFTP &30t

B1E W
F TRTP RA7 301 tftp put path_namel //X.X.X.X/path_name2

fic & @ &, path_namel Z # 10 % & L 1£ 3] ]k 45 2% 10 SC 1
IIX. XX X/path_name2 $§ 112 A AL 2] TETP MRS 85 147 H %5 X XXX
ZHURE TFTP RS 11) 1P bk,

1.4.5 ZHHAEH TFTP Client SSIREC & ST RS &4 FnFNER 4 FH 2K BL & 24451

1. tAMEK

ZWHEN TFTP Client, PC1E4 TFTP Server, 7& TFTP Server FHELE T
TETP [ TAEMAR . ML EI—4 VLAN 220117 1P #idikh 1.1.1.1, AZ#eHL
I PC AHE 55 118 1% VLAN, PC [#IP #iflkk 1.1.1.2,

AL N FHFEF switch.app fR77E7E PC L. zZ#ulilil TFTP M TFTP
Server [T switch.app, [FIREEAZ AL IIEC & SCHF vrpefg.txt FA& 2] TFTP
Server ¥ TAE H 5% SEHLEC E SO )44 o
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ARG 01E U RGEE

2. A [E

= D

Switch PC

E1-5 TFTP BB R=E

I METE

(1) 7 PC LJashT TFTP Server, fit'® TFTP Server [ TAF H k.

(2) AHHL EIREE

# PR B HNL . P AT DAEAHIE I Console 1% 5 B3 #epl |,

WA LLGEY telnet AR FBIZHAL Lo #-ME 7 S W T TEC A
®e )

<Quidway>

A e
TE:

4o R L HALE Flash memory =18 745 K, #HMIR Flash ¥ & AH 69 5 F #2545 A
J& B 860 B R A2 5 B ALY Flash # .

# HENRGRE
<Quidway> system-view
[Quidway]

#ECE VLAN 010 1P #idik ok 1.1.1.1, [RINARIES PC AHE R L8 T4
VLAN. C(A#IHLLVLAN 1 K6, )

[Quidway] interface vlan 1

[Quidway-vlan-interfacel] ip address 1.1.1.1 255.255.255.0
[Quidway-vlan-interfacel] quit

# B AL N FE P switch.app M TFTP Server & E|AZ kL.

[Quidway] tftp get //1.1.1.2/switch.app switch.app
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1 ARG

# B PN EC & S vrpefg.txt A% F] TFTP Server.
[Quidway] tftp put vrpcfg.txt //1.1.1.2/vrpcfg.txt

# AT quit dr IR B2 AL R

[Quidway] quit

<Quidway>

# F 7 a] LU i 4iv 4 boot boot-loader K45 5 N & HIFEFE A kS 8h i (8
TR, SRIGEJAASHANL, AT HHLN RS R T2 .

<Quidway> boot boot-loader switch.app

<Quidway> reboot
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RN %23 MAC Mtk 1

¥2E MAC HihFEH

2.1 MAC bt RE=BRE N

N T PO RARSC, LKA LT ZE e MAC Hilik . MAC Hihb 3R 1)3&
T T 55 LA AT 3 A LAHIZE 1) 1 46 1) MAC Hiuhil A 5 16152 #6 AHE IAZ LI
Ui 115 o MAC itk zhasR I (AETF TRCED At DUK I RS 124 2] 73
Ko LUKPIAZHeL2: >) MAC MR 773640 R s an SR 1 (ABise A i
A B — AT, DUOK A B L2 70 BT i i mi s MAC stk (fiik
4 MAC-SOURCE) JfiA4 H 1 MAC Hiik >l MAC-SOURCE 4R 3C i LLi
i I AR A0 MAC Ml /P © 4408 MAC-SOURCE, AZ#uHLE % I 2
TUEAT S8, Wi MAC bR A & MAC-SOURCE, A8 # AL IIPK 1% 4
B MAC Hihit (BA A% MAC b0 R R i 1) 1528 — N R T A 2]
MAC Mtk &,

X H T MAC i3Ik RERE /2 MAC HihlE R hHR B OC, ARG BT R F
B 05T H 0 MAC Hiht ANBEAEHIIEZR TP B BIRR O, RGOHRSCRIT) #E
Ji TR o R k)5, OCENE T H I MAC HubEXT M 2% 3246, H
(R 199 2% Ve 2 A I ) 3R AROC, BRSO AL T A 1 MAC Mk, DK
A LI I k27 ST K8 (K MAC sk I\ 21 MAC Hihib4% kb, 241 1)
— HI) MAC Hihik (1R 2635, it nd AR 212088 (1) MAC 3 bk 0 i 45 3k
TR T o WAL 3R 5 D3RI AR BN B MAC Hiulik, AZ LIRS 1%
WICEFE, IR IE G H kAT EE

MAC Address
MACA
MACB
MACC
MACD

| maco| waca| ... |

| maco| wacal . |

E2-1 LAIKM AL FI A MAC Mk =58 & 3R 3T
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RN %5 2 5 MAC HihE R E R

LUK MAZ #ALR A3 MAC il 2 A6 T RE o W SRAE— & N IH) Y BEA Rk B
WX BLRE IR SC, ACHMU A S IR A AR MAC HBhER U ER . MAC
Mt Z AR S MAC Ll R TG R

JI A DL S P 46 SE BRI LN TRCE. (AR INEVESD MAC Ml R0, s nak
B BRI RT LU A IR R I o 3 A KR 0

2.2 B8 MAC Hiit FzEE

MAC Mtk R4 PN &5

o HE MAC Huhik £ 15

. HH RS MAC Hidik 24k )
2.2.1 & & MAC bt RIR

B GRS SEBR S BT DU B a5 MAC Mk A ir e i, ] LA
MR 5 A DA BT MAC bR R B2 il , thnf LAk
MHBRFZE MAC Huhl 3R TN s AR 100 AR I, n] DU F R T 1 a2k ds <
& BN 5 MAC Hiuhik 5 P i 2610

HE ARG N T AL -

o % E MAC Hihik 3 15

1RIE we

FRINE = mac-address { static | dynamic } hw-addr interface
H I LR { interface-name | interface-type interface-num }

- undo mac-address [ static | dynamic ] [ [ hw-addr ] interface
]
MRS AR {interface-name | interface-type interface-num } ]

2.2.2 ®EZ% MAC btk 4k At a]

BRI (12 AN (8] /] AT R0 S MAC Ml 240 Thke. HH P i E 24k
I T B i, AT e P ELORAZ L) 3 R A2 H (1 MAC ik
AR, AL s TR .

BRI VA Z A T, DUK R AL AT B2 ORAFVF 2 1L I 5 MAC
HEZIH, IMFER MAC HihEZR BT, ECTHNLICTIARE X 2% (1 2210 S
MAC it . QR B E R B AN TR R, DK A HpL ) fE 2 IR AT 2%
(11 MAC Hitik 350

HEERGALE P AT P AR E .
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RN %5 2 5 MAC HihE R E R

F2-1 B RS MAC Hbhb 1k

1BR1E we

WE MAC s AR I Z4Lf 1A | mac-address timer { aging age | no-aging }

WA MAC Mk Ak I T (1) 544 (B undo mac-address timer aging

b S RGN E 4, VB T Ao 0 . Hhk 2 e ghasm () 2
fR s P IC B AT 24D MAC sl R IR A .

— R, HEREE AL T age M4 (E 300 #b. M5 no-aging
I % AT MAC Huhit I T 214k

2.2.3 EIKMim 0% /] LLF S 2B MAC k%

DL M AZ AL ] LA MAC Mtk 2% ) Dy fig SR E i 11 AHIZE 16 9 B % I 4%
P MAC Hilik. W T R AR IX S MAC HulEf3R S0, UK AT HolL o] DL B %
{5 o WIHR MAC HhhERaE T8k, AT RE S 8 LR AZ ML) % vk
AN

3 T 5 DA 9 o 1105 2 2% 2 B MAC i lk %, FH P m] A2 1 LS I AS L
YY) MAC Stk (K 05080t . SR P BB A count, i 2% 5]
F ) MAC il 5 H0E 3] count I, 130 FEEANFEXT MAC 3k EAT 24 2]

TEAE LUK R R IR 3EAT T 1 E

F2-2 WEUKXWin O &% ATLLF S8 MAC ik

81E i
T DA W B 11 85 22 0] DA% 3] 31 (1

" mac-address max-mac-count count
MAC k%

I3 4o AR 9 ity 1 e 22 AT DA 2] 3|
B MAC Hi b1k 2 g B 4]

undo mac-address max-mac-count

A TOL T, ATHAN IS T 45 2 i LS 3 21K MAC il % H AT R .

2.3 MAC it R E BB B~ FRE

FESE IR E 5, FEPT A AL AT display fir< il LG 7RI EDJE MAC 1L
B PR T oL, A A S BRI B AR .

TER AL P o] AT debug v 4% MAC il £ AT I
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RN %5 2 5 MAC HihE R E R

3%2-3 MAC it REIBAY B RFAIFR
BIE ws

display mac-address [ mac-addr | [ static |
dynamic ] [ interface { interface-name |
interface-type interface-num } ] [ vlan vlan-id ]
[count]]

BRI RAF B

BoRHhER BRI ZA LR | display mac-address aging-time

FITFHbhER A FL I IRR{E B JTF X | debugging mac-address

K HHhE R B R M5 B I | undo debugging mac-address

2.4 MAC #thiib 3= &30 HL R il B 2645

1. A EK

Hidd Console FUESERIAZHMN, Ml bR P, TR E Mk 24k )
6 %4 500 Fb, {F vlanl ' [f) Ethernet 0/2 3 %% I — A & 4 Ho hE
00e0-fc35-dc71,

2. A [E

]
PE=

Network Port

Console P -
onsole Port B

Switch

E2-2 bt R EIR AR FLH W

3 HMESLR
# HEANSHHL ARG -

<Quidway> system-view
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%2 % MAC Hihl-F B

# Hh—A MAC Ml (F5H BT VLANL 3 L CIRZESD

[Quidway] mac-address static 00e0-fc35-dc71 interface ethernet 0/2 vlan 1
# HuhkZ AL IS ) B8 500 5.

[Quidway] mac-address timer aging 500

# EFTI AL P59 MAC HLbEfC & .

[Quidway] display mac-address interface ethernet 0/2

MAC ADDR VLAN ID STATE PORT INDEX AGING TIME(Ss)
00-e0-fc-35-dc-71 1 Static Ethernet0/2 NOAGED

00-e0-fc-17-a7-d6 1 Learned Ethernet0/2 500
00-e0-fc-5e-b1-fb 1 Learned Ethernet0/2 500
00-e0-fc-55-f1-16 1 Learned Ethernet0/2 500

—— 4 mac address(es) found on port Ethernet0/2 —-
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ARG 83 WA

BIE WREH

3.1 XEEBEIMT

LK W AZ AL 1 10 447 BE D BERE NS 170 1) S SR AR AT AR S5 B AT 330
PEE R, SEUN B A RS FE TREAT de R L. JF W] 3R LS
ASCHLAR G R S, FERGUILL I RE H PUIE I R DU % 2 SR
HHE .

3.2 fABiIREEIHE

WA E PPN SR . MM, TS W& T BRI
e

WA B IO e B A5 4

o AL LUK A AL
. 8 LK AS Bl N IR A 8K ) APP
o T4 BootROM

3.2.1 EMLIKMAZHRAL
24 DK AT AL L TR B 3 S T I T DA I B R e Ak S A
VHLESH PR E R HEAT R AR

#3-1 EfLLIKM A

#BR1E we

S AL LR MAS AL reboot

3.2.2 #EEUKM ]I TR BN AR APP

APP 5 MR AR 24 Flash Memory Hi45 £ 4~ APP i, H
JAA] UFR R A H LN IE B R H IR APP.

THAER AL R BEAT R ARG
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ARG

FR3-2 BEXRITRBEHEAM APP

#BR1E

AN
Ap <

TREABN T RIEEK K APP | boot boot-loader file-url

3.2.3 #H% BootROM

ER G istrd R, /A LLE T Flash Memory H1 1) BootROM Fi /7 FH 448
il L IELEIZAT ) BOOtROM . AL EAT 45 45 I FE T+ s K i . FH v LAZE
s A H FTP 4% BootROM R 7 S AC #e bl 48 Ji5 A A iy 2 7+ 4 BootROM..

THAE P AL R HEAT R ARG E

%3-3 #4 BootROM

#BR1E

%
e

T4 BootROM boot bootrom file-url

3.3 I FEE B RIER

TESE I FIREC S 5, 7ET AP AT display dr4 rl LU /R 5 e i 2
iAo, W A A B s BRAERC B I ECR .

#3-4 FEEEMERFEIK

HRIE we
WIRTIRE SR APP display boot-loader

BRI R e TARRES

display device

IRATHALH CPU 1 RS

display cpu

RSB WAL APIRE

display memory

1. A EK

s telnet R & s RIARZHHL -, M FTP Server bR A8 #eb LAY F

3.4 FIHREFEE S HIITIEFRIIRN B & 2545

Jr2ACHHL Flash, i fir 47 SEOAZ BN L R T
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CHRE N Sl

LHHLAE R FTP Client, i) PC 1R FTP Server, {t FTP Server FAET
WNACE: BCE T A FTP H 404 switch, 2654 hello, XFi%H 4240 T
PC Bl I Switch HRIMEERIE. Bl ER-— VLAN E ) 1P Hikik oy
1.1.1.1, PCI# IP Hitibhy 2.2.2.2, ZZHAHNLM PC 2 8% T3k .

AZ WML N FEFE switch.app AT boot.app f#474E PC b, & HHLiid FTP M
3 FTP Server I~ % switch.app 1 boot.app.

2. tHM[E

Switch PC

E3-1 FTPEEETEE

3. MELE

(1) {EPC ERBCE FTP Server FIAH XSS H: BL'E T —/ FTP F /-~ 44 switch,
#A5A hello, XFiZH AT PC ML L Switch BRI SR, thib
ANVEH UL o

(2) ML LHECE

LN L CARE T telnet FHP R 4420 user, 2010 3, HI42H

hello, 461k J7 24 7 BEREAT H P 44 01 A PR BRI o

# F U AE PC 3T telnet fiv & B sk BIAC HbL L.

<Quidway>

R
A dE:

4o R L HALE) Flash memory = 18] R4 K, 5 MR Flash & & A 49 5 A 425 X
J& B 836 B R A2 B ALY Flash #

# AEH B NN AT FTP &8z, N IEMH F 2 F i 6 s 3 FTP
Server,

<Quidway> ftp 2.2.2.2

3-3


ftp://ftp 10.110.1.2/

Quidway S2000 Z 51 LK AZ Al 44 Tt

Trying ...

Press CTRL+K to abort

Connected.

220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user
User(none) :switch

331 Give me your password, please

Password:*****

230 Logged in successfully
[ftp]

# JE\ FTP Server IR 1%
[ftp] cd switch

# PUAT get iy 2 FTP Server L[ 3CF switch.app 1 boot.app 2% 248 #e#l
% Flash.

[ftp] get switch.app

[ftp] get boot.app

# YT quit dr & FTP &+, BRI R .
[ftp] quit

<Quidway>

# 712 BOOTROM.

<Quidway> boot bootrom boot.app

please wait ...

Bootrom is updated!

#1505 T RIRRE N OO S N FIRE Y, ARG R AT AL, SEBLACHILN,
IR TT 2o

<Quidway> boot boot-loader switch.app

<Quidway>display boot-loader
The app to boot at the next time is: flash:/Switch.app

<Quidway> reboot
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4% RS S

BATE RA%ET 5

4.1 REEKGE

RYFEANC BN AT

BFASHHLI 447
WAL
X

AR BE

4.1.1 BRI B AFR
THE RGN R 34T R 9184

F4-1 BEXHHU B AR

#H#R1E we

BEEATHALI 44 P

sysname sysname

PRSLAT M LA PR B4

undo sysname

4.1.2 B RGETE
THLE S PR E R 3T R AR AR

F4-2 R E RS

BRI W
WHE RG] Bh clock datetime HH:MM:SS YYYY/MM/DD

4.1.3 ZERX

T AT 25 1 T 10 A Hb IS X P 44 FR LA A2 AR B UTC ISFIX R I ) 25

THAER AL R AT R A E
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ARG ¥4 REG SR

*4-3 FIXIEE

1BR1E we
WA X clock timezone zone-name { add | minus } HH:MM:SS
WA A BAE R UTC I X undo clock timezone

B UTC X,

4.1.4 EEESH
I EAT S TR E AR IR IS . &b .
THAEH P AL R AT R AR S

*F4-4 HSMIRE

1RIE we

clock summer-time zone_name { one-off |
WE B AL AR AV E | repeating } start-time start-date end-time end-date
offset-time

I EP RS R undo clock summer-time

BB TR A B

42 BERERFNSMASZER

A RGURE R R G B L4 T e vy AR 23 2 BUR LK

o WIURRGAE M-S

o WIRRFIEATRAEN G

o SWRARZGIHE By

AR PSR- i L1 (1) display iy 2162 WAHCE . NS48 display
A T R R RPRASMGETHE B

NHRAE AT AR TAT AL R 3T
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ARG ¥4 REG SR

+R4-5 &% display 8%

1R @

WoRRGN B display clock

BIRRG A display version

S 2 P display users [ all ]

ORI AT E display saved-configuration
display current-configuration [ controller |

wrs e e beai
| exclude | include } regular-expression ]

GRS dsplay debugor [nteriace {erace e

4.3 R

4.3.1 FTF/IxAFEIRXF X

LK R A LB it 7 R == e il BE, X T UK AT HATL BT SRR 268K
R R BURITIRE, REEHIROE T AN AT RE, T LA B I 0 B iR AT
ZWTNIENT .

RPN ERSY L TN O P S R
o RBUMIKTTIC, R A o 2L OIS R KA S

o GEREIITIC, LR AR bR B
ZHRARW AR,
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ARG ¥4 REG SR

L

IS REWHES

OFF

Y
0

E4-1 AR EEMERER

R LU T 0 iy R AR A B R OT %
THAE AL AT R AR A

F=4-6 AR FFRAFTFFIXH

BRIE we
Sy SR T debugging { all | moduname
S Y SR T undo debugging { all | { protocol-name |
RHTIBRIATER function-name } [ debugging-option ] }
FIIT I e th T o6 terminal debugging
PRELE S PSS undo terminal debugging

FAR R A (A HTRE A B % U 4 2 WA Y

AR
W FERAT 60 th Aok R IEATRCE, BRI IRRF L, LE
LA debugging all 44>, EEKLERE, ¥ MAHBRT £,
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4% RS S

432 BTREAIFER

4.4 WEERB

A

FELUR A #HL DB, W e AR R 2 e 1TE B
HA T *%ﬁ%%KﬁEXTfEGLﬁTﬁ@E? T XL
RIFH AR KB AT AR 6L, BABEE AL 734

P AT EALEFITAT RLIE R 3EAT T 9134

F4T BRBARIHER

BRIE we
WIRHEARIFHE R display diagnostic-information

EER

P 42 R display diagnostic-information 4-4~3#H 3k vl K W R ALY E AT
12807, MiZEVESEARR, DARLEBLGETE LR E £ 57, VAR T3
A,

MK Th e

1. ping

AT LMEH ping iy & 7 I 45 188 S ML TR . ping fir 2 Al LAZE T A AL
TEH .

TEAER AL R EEAT R AR

$#4-8 ping 8%

1BRE we
ping [ -aip-address ] [-c count][-d ][ -h ttl] [ -i {interface-type
CHFE 1P P ping interface-num | interface-name }][ip ][-n ][ - p pattern ] [-q ]
[-r]1[-s packetsize ] [ -t timeout ] [ -tos tos ] [ -v ] host

iy AT 4 A AL A

o g ping HICHIMI NGB, G SRR I 2045 B W AR S, T
“Request time out” , & M) 7 B 4 S0 B 1 8. IROUF S
TTL A S P ] 45
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ARG ¥4 REG SR

o RIAMZGHEE, WIRAORMICE. HMERSTHE . AR RSO 2 EEA
M 7 P ) £ /N - B KR 24

2. tracert

LM tracert i PRI SO AGE EHLEN H b pred iR o<, thiy< 3=
LT B W RO AT Ak, T LRI TP 20 B 2 AR T Ak A A T e

tracert FHATIEFE & RIEFNE R RIE—AD TTL A 1 B EdE, Bk —
Bk IE A ICMP iR 8 LA W e AN BE g kit (BRh TTLIERD
2R B T %, TTL A 2, FIRESS BERM TTL B, XA R
ANWIREAT, BEFIFAH . PATIX SRR 1) H S sk A ICMP TTL
RIS R R RE, DRSS 1P Bis (L BE B b T4 D1 I % 42

tracert fir & nJ LAAEFTAT LB N AL
THAER AL BEAT R AR A

£4-9 tracert %

#HR1E we

tracert [ -a source-IP ] [ -f first-TTL ][ -m max-TTL ][ -p port]

Trace Route [ -g nqueries ] [ -w timeout ] string

45 R LIEE

451 EEHLNE

5 B AL R GUE LR MAZ AL A AN T B —F873, E e RGBT R
Bl (5 B E R HINME S, JF LREw T Eu 228, i
RERE A RCH AT EfiE . @il 5 debugging FE/F 44, {5 R M
BB I RN B 28 W 538 4T 155 DUAIZ I I 28 BB 17 ot ) RS2 8

(EFSY SN/ I
<P IR LA BRI B R N2

<priority>timestamp sysname module/level/digest:content
PUER U OAE S (< >) o 2. RUL (D L BS ) AN, 20
TP

ot 2 H S AU H SRS ]

<189>Jun 7 05:22:03 2003 Quidway IFNET/6/UPDOWN:Line protocol on
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4% RS S

interface Ethernet0/0/0, changed state to UP
PUR AN BUBCAE AR B W
1. kR

MAEH T 53 R A facility*8+severity-1, X VRP i, facility 2Rk
k23, severity FEUETERIA 1~8, & UG AR IA o

PESE RS I TRV TR AR 547 U B 2 H &S AL LN A
REAT 2o

2. BB

K] H S EHLH H S I 7 Bod date 24,

I TRER A% 8 “Mmm dd hh:mm:ss yyyy” .

“Mmm” K9tk A m4e 5, BB W R{E: Jan, Feb, Mar, Apr, May,
Jun, Jul, Aug, Sep, Oct, Nov, Dec.

“dd” 2y HI4, R HREN T 10, MAZU5 0 “ 24+ H” , m 77 .

“hh:mm:ss” JAHLEE, hh S2H 24 /Nefl, M 00 2 235 4B FIFD
M 00 %] 59,

“yyyy” JEGr.

I ()8 5 WA Z R LA — AN R B IT

3. TM%&

THARAN RS A, B “Quidway” .

" sysname iy & E LN

T G Z (R L — A A B IT .

4. ERA

BT BN B AN AR, R R T

F4-10 EHRZFERIIFE

R Z AR
AAA INIE. BZECRTTH%% (Authentication, Authorization and Accounting)
ACL Vil ¥E1513 (Access Control List, ACL)
ARP Huhk-fgHr P (Address Resolution Protocol)
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RGEH 0 AW REEY SR

HRE LA

ASPF LTI T ARSI AL g B kRS (Application Specific Packet Filter)

ATM S AR MY (Asynchronous Transfer Mode)

BGP WA (Border Gateway Protocol)

CFM B & /P (Configuration File Management)

CHAT CHAT JiE (PPP B3 ) — A ik 77 50

DCC k5 ¥4ld0 (Dial Control Center)

DHCP FATEHEE P (Dynamic Host Configuration Protocol)

ETH DYNL

FILTER RSP e

FR Mih4% (Frame Relay)

HDLC TR E ] (High-level Data Link Control)

HWCM AL E ! (HuaWei Configuration Management)

IFNET B

IKE IR 9 25 A2 e i (Internet Key Exchange)

IP HEMBEMY (Internet Protocol)

IPHC IP 3k £4i (IP Header Compression)

IPSEC IP BM¥ 2249 % Internet Protocol SECurity extensions

ISIS HIMRZH RS (Intermediate System-to-Intermediate System)

L2TP 2B MY (Layer 2 Tunneling Protocol)

LDP P24y K% (Label Distribution Protocol)

LSPAGENT | LSP ft# (Label Switch Path Agent)

LSPM LSP ¥ (Label Switch Path Management)

MODEM R A R 2%

MPLSFW ZAMFRIC AL & Multi-protocol Label Switch Forward

MSDP 2H 3% K DL Multicast Source Discovery Protocol

NAT W2 kil #5#:  (Network Address Translation)

NTP W25 i ] B0 (Network Time Protocol)

OSPF TF iU A Se i (Open Shortest Path First)

PHY Wy )z

POLICY-R | sl th

PPP FE A HMY (Point to Point Protocol)
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ARG ¥4 REG SR

IR AR

PPPOE LA #& % PPP 1Y (Point-to-Point Protocol over Ethernet)

PPPOE-CL | PPPOE [#] client %

QoS 55 FE (Quality of Service, fij#% QoS)

RM &P (Routing Management)

RSA RSA % %4 (Revest, Shamir and Adleman)

RTPRO E eI

SHELL i IRR 1]

SLIP HATLE R Internet 131X (Serial Line Internet Protocol)
SNMP faj L 2% A B B (Simple Network Management Protocol)

SOCKET B

SSH 224 F (Secure Shell)

STANDBY | & H#ih

TELNET Py SR Td

TUNNEL iR E

VLAN FE AU S5 35K

VOS HEFLERAE R ST

VRRP TUA I th 4 43% (Virtual Router Redundancy Protocol)
VTY AR &S (Virtual Type Terminal)

R4 L5 950 2 18] LL— AR (D R IT o
5. %3

THHOE RS =2 HEGE. RGBS 2GR, %E B nmEs
PR BRESE, MR RAT BRI 3 )\ ER . RS GORIEATE B
IR, SRR R AR E A OR T I8 B I B . RS
() H GRS, HEEL SN, emergencies Xox[1%54% 4 0, debugging 4
7, KL, MECE T EAAR BN A debugging I, BTA RIME BES T . e
(e ORI L R 3.
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RO 0 AW REEY SR
Fz4-11 FEERLEXRRESR (severity)
EEg & iR

emergencies 1 WAL SRR

alerts 2 Rar R IE IR R

critical 3 KT IR

errors 4 7 RATAR AN SRR P i

warnings 5 A, W RBAETE A R

notifications 6 TERME R

informational 7 — R RE R

debugging 8 WRE R

YA 155 BN 2 ) A AL ()T

6.

iF

BHE
5 R —ANEE, RETZE RN AEKRE.
HEMESHNAEZEU-ANES G BT, 5EaMEAET 32 N 7.
452 FEEFOEERE N
ASHHL RS L) 6 AN 7 TR .
HHT, RGN 7 54 40 —AME B, 1523 0N &,

F4-12 HEHEEMNERBRERBES

k) ERBES REMERRIER
Eyilh=y 0 console
A2 i 1 monitor
H & E=ML 2 loghost
HALR X 3 trapbuffer
HEZ X 4 logbuffer
snmp 5 snmpagent

0 588
AAFOGE BRI RS, BEEEEFRELT S, RANKE S ALK,

4-10




Quidway S2000 Z 51 LK AZ Al 44 Tt

4% RS S

PUR AZ AL A5 B D R G H AT LR — S8R

o SIFFEHIEG (Console ) . MiMLZu ( monitor ) ——Telnet &g, H
HX Clogbuf ) « HETHL Cloghost ) #5242 (trapbuf)
SNMP AT [ A S H o

. TR VRIS Ny )\ FPEEGR, TS R EAT AR B vk .

o (EEHORIEBIIATRI S, AT BT B vk

o (E AR IN AT DAREAT g SCIE R

(1) B EAR BAR B HE L.

F4-13 BREGEEAEEIHEEM

B RE B A& 5 B
Y SR
R R ey | A R, SR
PR HEH A%
BT S R AL
LA B HH T FUH 5 E AL AL — i 2
Switch | oghost R30S B GV IR
SR H % ML L.
FEL P AT LA SRR,
{5 BRI RIE I 2 5
LA KA U5 - R 22 T ) X
SRR T AR
B R T 6
H& | BS SR g s B
EHL | HEEEH.

(2) M B A B AR RIEHI G .
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4% RS S

*R4-14 BREEEXZIITHAE

B WE HhEE 2 5 154 B
AT, 15 e
R s LIS T Bkt
R A . HEH AR
05 7
Console
Switch FH P AT DL SRS e mp sk
= BRI R L S [ B
B BB — A L R P S

HURE R, W ZATIT A
BT 5K o

FTIT 23 B D fie

FITT Ao s Dhfe, A fg
BRI .

(3) B LR B e

#*4-15 BERRRER| BIn %R

LRSS

wE = REE B & 15 AR
BRI, fi -
R b FUWIS ST Bt
BRA. HeH Ko
TiC A A L 7 1) oy
monitor
F P AT BAGE OB LE e, WAt
Switch FRAE AL L. RN

)tk A W] i

IR R, U 24T T
BRI 5%

FTTT 224 77 28 3 s EH BE
HHNAR S 28 i Yk 7= D) g

1T Telnet £ FIME £ i,
Ziffi /] terminal monitor ¥4
I 20 &t BonThfg, H A
AREE SR

(4) BLEAR RAGR B HEZ X .
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ARG

4% RS S

F4-16 EFERAET AEREHRX
- (i HEE [N =RLz: ]
Ly .\ AT, FEYF | RE R THEERL, Lk
GEICE S SANFIFRRE. | AR AL
BB {5 B 7 A FH AT LRI N P A L H &
logbuffer ZER X RN
Switch - -
FH T DLSE SCHP bl | i
B RBE L L. BRI
fic B 5 BJR - (RS N2 an S o X
WA R, R ZEFT TR AR R
TR T % .
(5) Bt B A5 B IE I o2 X,
R4-17 REFEERARIEEEZHX
a3 (= HEE o & 1% A
. . AR, R | AR THEREFO, HALR
CREE CRFIRRE. | WA
i B B 7 A FH AT DL JR] T AT b L 45 2
trapbuffer U TN
Switch
FH 0] DUsE SCMREepiib | mf e
fa B BERE RIEH & (5 B Im
Hi & {5 B IR — [ N . S e X

RS, 2T T AN
RGP 5K o

(6) it & {5 k%3] SNMP,
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ARG ¥4 REG SR

*=4-18 BLEEE A 1ZE| SNMP

B B hafE B2 15
BRATT, 55 | Ly s oo ettt
Ry | B bR | g A e, SR
il EA A
(5 7
4 SNMP
Switch Fi AT DA OB,
1 BAERS R % . £ L
5 - R S R s S
TR B T T AR R
AR T o
SNMP $5 1 i & - iE %% SNMP 25 [k
25 L | RIAZHHLE) SNMP
TR | oo st

453 BEEFERAZEAETEN

o EAR BACR ) H S BN e i TR E

(1) JFEEEH.
THE RGN AT R o84 o

F4-19 FBRIXFAFBEH L

BIE ws
FFIa (5 B info-center enable
K AE B undo info-center enable

(358
BET SHAFATATFBRE, FEF ST AN, BTELNE.
HRE, EARELRS N, AR —R Y,

(2) AEACHML L ECE 1) H S R A S
THERGALIE N AT R AIERAT
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ARG ¥4 REG SR

#4-20 B E @ BEENMEER

BRIE we
info-center loghost host-ip-addr [ channel
A H 3 AL AR B { channel-number | channel-name } ] [ facility

local-number ] [ language { chinese | english } ]

UM m H & N A B undo info-center loghost host-ip-addr

THVE R RC B A H SN 1P Mt

AR

1% A 44 info-center loghost B2 & B & ALHY IP duakaf, i AN LA IP
Wik, 4R PN AR A, RGN T M AL

(3)  fEACHL LTS B
KRB T L SRS LA E R f B R 1 5 B,
CTIES

THE RGN AT R 28R4 o

FT4-21 EXERIR

1R we
info-center source { modu-name | default } channel
& SAF IR { channel-number | channel-name } [ { log | trap |

debug }* { level severity | state state }* ]

undo info-center source { modu-name | default }
channel { channel-number | channel-name }

T A SR P

modu-name 44 ; default K TR level 215 B 4% ) ; severity
G RGO, RGO BL R E BT channel-number J& 221 & 145 &

N v,

iS5 ; channel-name &2 E s BiHIE 4 .

758 RS H &N ERE S channel-number 5% channel-name %1%
5E A loghost J7 [ ] M. R I8 -

SRR B S W — A sk, BB 4 default, BEEHS N
Oxffff0000, {HXFFA[FIfE EadiE, shidskxf Ha, &%, il E B sy
BB T REANIA] o 2 AN B AR SO i AT DG B SR I, R G
FHIX 445 0 B 1D 5%
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ARG 4% RS S

AR

YR P E RS A AR AR 04K E &, B R AR EE LRAIEE L
KR4 4 debugging, FEHER debugging 447 248 R AE 3k 648X TF
%,

PP R DAASE R 10 P i oK lE B H SR R A ER o £ S 0 I ) e
A% e &t@ﬂﬁ%'%'ﬂﬁiﬂﬁﬁFﬁiﬂﬁ‘]fa@\ﬁ‘]ﬁﬂ‘l‘ﬂ@ﬂ%ﬁo

THERGALIE AT R AIERAT o

FT4-22 FLERTEIBEHERN

1R %
PR 2 [ A info-center timestamp { log | trap | debugging }
! - {boot | date | none }

o5 A undo info-center timestamp { log | trap |

(4)  HETLHHIECE .
H A R R B R A b Lok A EHLAIC B R — 5. S BEALAIAHE
RHECE T LA 2% I 1 [ BC B 25451

454 BEEFEERIZIEH A

M AR B AR RPN E .

(1) FFRHE B
ARG T AT T A8

%4-23 FRBKABERH L

#B1E W
TFIEfE B info-center enable
R PME B undo info-center enable
15 RA :
FaF SHAFATAFFBRE, FEY ST B, BTFEENE.

RE, EAERE GRS, M RARMRE — M.
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ARG ¥4 REG SR

(2)  AEATHHL LR ) P2 AR R
THE RGN AT R A ER AT o

F4-24 BEEMEH SMEER

#HR1E we

info-center console channel{ channel-number |

e
i} Console J7 [6) i Hi 45 B channel-name }

I3 M Console J5 {5 & | undo info-center console channel

(3)  TEASHML LI B
AR T DL SRS B A LI BRI R 1 £ R £
RS

THE RGN AT R 28R4 o

FT4-25 EXERIR

1R1E we

info-center source { modu-name | default } channel
& SUAF BJE { channel-number | channel-name } [{ log | trap |
debug }* { level severity | state state }* ]

undo info-center source { modu-name | default }
channel { channel-number | channel-name }

T A SR P

modu-name &4 ; default /K Fr A REL; level &5 8 B severity
SR BYUN, FEMGON LR BE B A T H . channel-number & 225 & 145 &
WiE5; channel-name /&2 & (115 BB IE 4 .

158 YR EREEIE EE BN channel-number 5% channel-name 2% &
4 Console 7 [ X} 3 (1 18 15 .

SPGB E W H — &A%, BB 4N default, Bidk5 R
Oxffff0000, {EX} T A BidE, Hidso Hdk. 52, #ilRE BrEs
BB AT REAR Ao 20— AR M i b AT DB G B O SR I, R G
FHIX S [ BC 5K

WA

LR P E RS A IR AR R S, B R ARES LRNEEE
k32454 debugging, FEHEA debugging 4-FF 248 R AL 64 8K
x.
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ARG ¥4 REG SR

F7 T DA T A i R H AR R XA S 75 £ R R I ) ek
A% e BRACERE SN BT A 2 BRI TRl ks 5.

THIE RGN AT F o0k

*=4-26 ELERTEBEGHER

B1E we
g b A info-center timestamp { log | trap | debugging } { boot
25 11 H I TR T B undo info-center timestamp { log | trap | debugging }

(4)  FTF % R s TR

P AP AAE S G 0 H S SR, 2 e s bl L
FIOTHIN R S A B R T Re, A REMFEHI & S 2k 1015 &

B, WRHPERE T RAeRHGIEENHEGFRE, fFEALHL L
ffi v 4 terminal logging 1 JF % 2or HEE BDhfg, XFEH A mHe M
G BRI AL ARIE R HEE R

AR AL R AT R AR

FT4-27 FTHEHRRINEE

1BR1E we
FI T2 WoR A5 B terminal debugging
PREE S TN R NN undo terminal debugging
FIIT %0 wom H &5 B terminal logging
KM% wom H &5 B undo terminal logging
FIIT & om 15845 BB R T terminal trapping
IR PA i Yo A B D RE undo terminal trapping

455 BLEEE A I1XE Telnet i el Ml £% im

e B AR B AR 3 Telnet 285 sl My 2% 3 75 22281 o E &

(1) TFREEHD,
THE RGP EEAT R AIERAT
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RO 0 AW REEY SR
%4-28 FRBKABERH L
BRIE we
FRAE RO info-center enable
KPE Bl undo info-center enable

WERR:
FEFSHREFEATATFFBRE. BEFSTRE, FREESE. il
RE, EAEL GRS, AR REH — L HRH

(2)  FEARHHL EECE ) Telnet 2 sy £ s Hi 45 B .
W RGBT FAHEAE.

$4-29 FLE [ Telnet R ML ukig HIE 2

#HR1E we

] Telnet Zui BN 243 {5 | info-center monitor channel { channel-number |
B channel-name }

U M) Telnet £ i My 28 ik f
Hj'fl:l Aﬁ\

undo info-center monitor channel

(3)  AEAZHHL L FA.
AR AT L XUR%E] Telnet 45 sME £ 1055 B R IREEHEIG A 0, 5
eI TIE

THERGALIE N AT R A ERAT o

#4-30 EXERIR
1RIE we
info-center source { modu-name | default } channel

& AR R { channel-number | channel-name } [ { log | trap |
debug }* { level severity | state state }* ]

undo info-center source { modu-name | default }

A 22 ST (T TR
AR A LR e T channel { channel-number | channel-name }

modu-name M4 ; default LR T ik level /215 B E 4 ) ; severity
Sefi B0, ARG LR BfE B AR . channel-number 52 2835 & 115 &
JIEYS; channel-name J& 24 & ({5 HIRIE 4
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4% RS S

1E g Xk ik 3 Telnet £& i s ME 28 3 (1) /5 &L I5F channel-number 5 &
channel-name £ 5E 4 monitor J5 i) %f 3 (1) 1 .

XA LI B — & B i, R IR 4 default, MBS
OXFIf0000, fFixH T ARIFl i Bl BEID T ok, #78. IRAA 0B
BT AR B eI A I R, R A
I 4K B8 IRL T B

0 $58R:
FlotA % A Telnet A P R4S A P at, &ANF P Xk F— i E A4,
Hb o deieitsh i B4 B, PRIEHE, PEFAEME, X—ANAPFKERX
X BAT, AR P shALA TR,

LR

LR P EEEA RSN LA R L, F2ARERLRITFEREL
KR4 4 debugging, FEHER debugging 44 A8 R AL 648X FF
*%.

FP AT LU T A0 i SR BC AR R T A SRR o A SR 0 ) 3
A e RGBS S M BT A 25 BRI Tl ks 5

T RS T AT AR

F4-31 EEREBHEHERX

1BRIE we

info-center timestamp { log | trap |

O Ta] Rk S .
PR T T debugging }{ boot | date | none }

undo info-center timestamp { log | trap |

ok 2 I N 2 ErL .
A2 1 e I TR B debugging }

(4)  HTIF s BRI RE .

XEFACHMURAE Telnet L sl 285 (1) H & MM S EE L, P HEE
SEAEAZHAL AT IF 2 L i Los DI RE, AR5 T T AN ) 28 3 5 Sl S s T g
A HEM Telnet £ slimE s b R0 5¢ 21 i A5 B

B, WRMHPERE T RAEEGENGEENAEGFERE, WEALZHIL L
{fH#r4 terminal monitor ¥ JF 2417 £ o IhRE, AR5 Av4 terminal
logging #TF % ui HEAE S DR, XA P A ATRE Telnet 2w Bl My 2
WEZ BN AT b Aok H A
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ARG ¥4 REG SR

THAER AL BEAT R AR AT

:4-32 FTFF LR BRINAE

BRI we

ﬂﬁ%lﬂﬁfn B 7R R G0 H BRI R/ terminal monitor
S B

KA on HiRAE BTl undo terminal monitor
FI S B alE B ohfe terminal debugging
PR AN R EY SR undo terminal debugging
FIIT 20 WoR H B3 B Ohfe terminal logging
KA e om H G5 B fe undo terminal logging
FI S AR B R D fg terminal trapping
KA # o S o 1 4 AE e undo terminal trapping

456 BEEFERAEH HEEZRX

M EAR B AR B H S G Xl e i

(1) IR
SR GSHLIE FREAT T AU

%4-33 FRBKABERH L

#B1E we
TFIEfE B info-center enable
R PME B undo info-center enable
15 RA :
AT CHEFATATFBRA. FETSF BN, BFREENE. i

G RE, AL GRS, FAGMERA —ETA.

(2)  AEATHML LM E 1) H G X A A
THE RGN AT R A 84T o
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4% RS S

3R4-34 BEERBEZEPXHHESR

H#I1E we
i ] A 22 o o 2 info-center logbuffer [ channel { channel-number |

channel-name } ] [ size buffersize ]

B ) H B X B E R undo info-center logbuffer [ channel | size ]

(3)  fEAcHbL LI L.
R LS SUREH) H b I (5 BB =2 L (5 AR
& IR

THE RGN AT R A #R AT o

FT4-35 EXERIR

1R1E we

info-center source { modu-name | default } channel
& S R { channel-number | channel-name } [{ log | trap |
debug }* { level severity | state state }* ]

undo info-center source { modu-name | default }
channel { channel-number | channel-name }

T A SR e

modu-name &4 ; default /K Fr A REL; level &5 8 B severity
SR B0, FEMGON LR BE B A T H . channel-number & 225 & 145 &
WiE5; channel-name /&2 & (145 BB IE 4 .

158 RS H AL M IX 1= KN channel-number 5% channel-name %1%
7€ 4 logbuffer J7 [a] X W i) 18 1

SPEAME BB E W — &A%, BB 4 default, #idk5 R
Oxffff0000, {EX} T A5 BidwE, Hidso Hdk. 52, kG BrEs
WA AT REA Ao 24— AN B 7 M b AT D RO TG SR N, R
FHIX SR [ C B 5K

WA

LR P EEEAXBAE LSRRG L, FEERESLRTESE L
£A7£#F % debugging, FEF1ZA debugging 4~ & 48 5 AL S 64998 X
x.

FH PR DAASE R TP iy 2 oK BE & AR R R BRI o e £ S 0 I )
A% e BURCERE RN BT 7 2 BRI TRl ks 5.
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ARG

THERGALE N HEAT F A4

4% RS S

#4-36 ECEREBMHER
#B1E we
Y ) b info-center timestamp { log | trap |
T I Tk L A oL debugging } { boot | date | none }
- undo info-center timestamp { log | trap |
2 1A B TR - B debugging }
457 RRERFERAEIEEEHX
e B ERIR B B oz X il e R .
(1) JFRE R
THIE R G T HEAT T H1HAE
F4-37 FRIKABEBH O
BRE we
TFEAE B info-center enable
KM Bl undo info-center enable
WEAR:

& SHAEHATATITBRE,
éﬁ@ . EK}E/IQ :\ffxz Bj-

&SI B, §TEES
xR G éab — R AR
(2) AELHHLLFE

o p X A
THERGALE M AT R AR A

+R4-38 BLE &

2 KUy 15
R

I 7 G o D A S

A

HD%
I fia) 5 2 2 o X i 4 £

info-center trapbuffer [ size buffersize ][ channel
{ channel-number | channel-name } ]

3)

undo info-center trapbuffer [ channel | size ]

FEAT BN L A S
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ARG 4% RS S
AN HC T LUE SORE B 75 8 G2 P XA SR MRS LT P A 1 L R SR 2
(EPSYIE/ I

T RS T AT A

+4-39 EXIEER

1R we

info-center source { modu-name | default } channel
& AR BUE { channel-number | channel-name } [ { log | trap |
debug }* { level severity | state state }* ]

1 42 B 9 undo info-center source { modu-name | default }
IR A R At e B channel { channel-number | channel-name }

modu-name &R ; default fCR T AL level f& 175 8 B2 ) ; severity
ARG, FEMZNLL T S A channel-number J& B4 ()45 B
MiE5; channel-name J& %% & M5 BIHIE 4 .

185 R IE RS2 X {115 B I channel-number 2634 channel-name %
7€ N trapbuffer 77 [a] %F WV (138 &

RN BB E WA — &k il BB Z N default, BS54
Oxffff0000, (HX}FA[E (s EImE, Hidso Hd. 5%, 2R E Brss
BB T REANA] . 2 AR AR Sl T B A O R, R
JiipEe 3 SN O] RIS

WLAR:

LR P ERE A R AR AR S, FRAREGGRNEEE
£ 3244 debugging, FlEHEA debugging 4-FF & 48 R AL SR 69 8K I
x.

F7 T DA T AR i R B AR R XA R 75 £ G R e ) e
A% e BERCERE RN BT 7 2 BRI TRl RS 5.

THERGALIE P AT R ATERAT

F4-40 ELERTEBEGHER

BRAE &S
S S e info-center timestamp { log | trap |
HECELIR ki e s X debugging } { boot | date | none}
A |t ) B ggggglgrséc}enter timestamp { log | trap |
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ARG ¥4 REG SR

45.8 BLEEE41%%E SNMP ME

fic B A5 R %3] SNMP W T4 1k tn N icE .

(1) IR,
R GHLIE FREAT T AU

F4-41 FRBKABERH O

#BR1E we

info-center enable

SIEE SR
PGPSR

undo info-center enable

D AR
fFaRSHEFEATATRBRE., BT SHFAN, BTFEELE. Hhi
HRE, EABZLESN, HAGRKIEHE — YA,

(2) FEATHRHL L E ) SNMP R i 5 B
THE RGN AT R A8 AT o

#4-42 ELEM SNMP REHHER

1R e
o g info-center snmp channel { channel-number |
11 SNMP i fri 8 channel-name }

undo info-center snmp channel

B 1) SNMP 4 45 8

(3)  {EAHHL LR .
AT AT B SURRE ) SNMP 1935 BRI BE /1 (i ELIORT, f5

(KI5
THERGALE M AT R AIERAT

FT4-43 EXERIR

1BRIE we
info-center source { modu-name | default } channel
{ channel-number | channel-name } [ { log | trap | debug }*

7 AR B
{level severity | state state }* ]
ORI undo info-center source { modu-name | default } channel
B3 LY 1
IR 15 K DR A { channel-number | channel-name }
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4% RS S

modu-name M4 ; default LR T B level /215 B EE 4 ) ; severity
faG B0, RO LR fE A . channel-number J2& 223 & 145 5

v,

&5 channel-name J& %25 & {5 BliE 4 .

i W RiEF] SNMP M4 s I channel-number 5% channel-name
LY 5E i SNMP J7 [a] % 3 ()3 3

MAFAMEBIEE A Al s, EMEHRA N default, BTSN
Oxffff0000, fHXf T AFfFEEadiE, sidson H, &%, kG B sy
BCEAE T EAN Ao 0 — MR AL IR TE P BT WA B D sk N, Rl
RBX A48 IR e Bl %

AR

YR P E RS A AR AR 04K E &, B R AR EE LIRS L
KR4 4 debugging, FEHER debugging 44-7F 248 R ALk 648X TF
%,

FPar DA T ) iy 4 R C 2 H AR R AN T £ L (R I ) ek
RS e BRC BT S 2 7 25 R B I )k 2

THERGALIE AT R AERAT o

FT4-44 ELERTEBEHERN

#BRIE we
i 2 (R 1 % info-center timestamp { log | trap |

debugging } { boot | date | none }

undo info-center timestamp { log | trap |

2 | |- A P ) S i
2% A I ()R B debugging }

(4)  AHHL L SNMP 1 HCE RN T Ak e

3 TAEAE S AT PUIEAf AR IE BISNMP W &, AZ el 1 IE 75 Z X SNMPREATHC ',
[i) Fof A 326 ity PR D00 A T A sly Al 35 SR AH Y I o IXFE A BEAE XA AR,
PRAFIEHINE E . SNMPRI LIS LS 221 55 5 %% SNMPRLHE .

459 EE40HERMEK

TESE I PR S 5, 7T A PLE N AT display #ir4 il BUB 7R EL S 5 5 Bl
bR RV DRI ST BU K SR TN =P rall HUWRE N0 Ry & S (B E DA VI < AT
17 reset fir & ] LURHAS B L gE ok BIHER

AR AL R T R AIRE. display fir &kl DU RTAT P HE T .
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RGEH % 4w ReEdgir 5K
F4-45 FRH L RRAIEIK
#B1E we
g g e display channel [ channel-number |
S R channel-name ]
Y i E X 03
[‘%;EEE SHRERAFETEIER display info-center
B H G XN A B reset logbuffer
THBREEZ X N E R reset trapbuffer
45.10 HEXZEE UNIX BEEH B E 240

1. A EK

TWHIMHEEERES Unix HETEN E, HETHWG IP HukRh
202.38.1.10, =24 =T informational [ H &3 DS RiEFIHE ML L,
s S oATEC, Ao R SR ARP AT IP

2. AW [E

— [ ]

Switch PC

E4-2 BRETREE

IEBMESE

(1) SHHLLERIEE

# TR A B

[Quidway] info-center enable

# K 1P Hbhkoh 202.38.1.10 @ EANUHAEHE TN, B ™ EEY S AE N
informational, %iHiE S AR, ARG ERECS ARP AP,

[Quidway] info-center loghost 202.38.1.10 facility local4 language english

[Quidway] info-center source arp channel loghost log level informational

4-27




Quidway S2000 Z 51 LK AZ Al 44 Tt

4% RS S

[Quidway] info-center source ip channel loghost log level informational
2) HEEH EBCE.

UEMC B2 A H S AL BT E . 1 T A AC B R B2 72 SunOS 4.0 E5E L
(1, FEFCE) R Unix $R4E R G LR E R IEA S 22 A1 A

F— LUBYH (root) WS HAT L a4,
# mkdir /var/log/Quidway
# touch /var/log/Quidway/information

oD DUBEZH P (root) 115 17 2 S {/ete/syslog.conf, A LA N ik+E
IEhE41 4 (selector/action pairs)

# Quidway configuration messages

locald.info  /var/log/Quidway/information

AR

7 %% 3 [etc/syslog.conf B &2 2 & VA T R AL

(1) AR AR RAT, AT H# Tk,

(2) LI LLAZ N s IRA— /B R Ao T, T RERI N E A

(3) EXM 4 25 NMFH % Rt EHs.

(4) letc/syslog.conf ¥ 45 & 498 & % A 4E2 69 B E45 B3| 5 b LEe E 69
info-center loghost #= info-center loghost a.b.c.d facility &% —2%, TN A
EFETHRAZEAMEE BE I,

F= M HE S information 57 H/ete/syslog.conf LB T 2 )5,
MR PAT LR fiv &4 RG89 EERE syslogd —4~ HUP {555 KA syslogd
Frisz e i e & S {1 ete/syslog.conf.

# ps -ae | grep syslogd
147

# kill -HUP 147

AT EBRAEZ )G, AHMLAR GO AT AFEA R IR H S S e R fm 8 T .

AR

AR ERE LA (facility) . S EFRBME (severity) . A3k Z 4R (filter)
VA% syslog.conf X4, STvA#EATAE S sk ek, A2MZ 8 0hiked B 69,
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4% RS S

4511 B=E

(EE] LINUX BEE R ECE 25451

1. tAMEK

ML H EE R KRR Linux HEEHN L, HEEVW P Hiskh
202.38.1.10, FE 244 =T informational 111 H &5 B2 ks HE BN,
W TE S NS, RS B R B A R

2. A [E

= O]

Switch PC

E4-3 kRETREE

JEESE

(1) B LHIECE .

# JT R A B

[Quidway] info-center enable

# K5 1P Hbhtoh 202.38.1.10 HIENUHAEHE TN, B E ™ EEL AN
informational, %iH1E S AR, SRS BRI B A AR

[Quidway] info-center loghost 202.38.1.10 facility local7 language english
[Quidway] info-center source default channel loghost log level informational
(2) HETHEREE.

WOHC B AR H A B BT RO E .

L LB (root) MSHHATLL R4

# mkdir /var/log/Quidway

# touch /var/log/Quidway/information

WP OB P (root) 115 0 4 S - /etc/syslog.conf, AL i&+E
IE4 4 (selector/action pairs)

# Quidway configuration messages
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4% RS S

4512 BE

local7.info  /var/log/Quidway/information

iR

JE 4% 48 [etc/syslog.conf B A2 & & VA T B L

(1) EBERAFIRZRAT, FAFH# K.

(2) LI LRAZNA) e IRA— /B R AF o T, T RERI N T A

(3) LM 4 Z )5 RiFAH % Rty EH.

(4) letc/syslog.conf ¥ 48 & 493X & % A 4E% 69 B 45 LB A 5 L LB F 69
info-center loghost #= info-center loghost a.b.c.d facility & & —2%, TN A
A ETHRAZEAMBE B EEN L,

= & information £ 57 H/etc/syslog.conf LB T 2 )5
MBI AT UL N 2 & H RGP HERE syslogd [H3EFE S, %4E syslogd #EFE,
JHB T -r ST AE 5 5 )53l syslogd.

# ps -ae | grep syslogd
147
# kill -9 147

# syslogd -r &

iR
2t Linux B & EZH4, sLFPRIE syslogd 2422 vA-r &R & 3.

AT EBRAEZ )G, AHMLAR G AT IAEA R IR H S SR e R fm 8 T .

UL

AR ERE LA (facility) . B EFRBME (severity) . A3k Z 4R (filter)
VA% syslog.conf XA, STVA#EATAE S task ek, A2MZ 8 0hiked B 69,

B & R BECE %0

1. A E K

ACHHLI H SR RAOR BRI G B, PHEAs% & T informational ) HE(F &
R BB BN H TN, Sl 5 o9, fevFi i E BRI ARP AL IP
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4% RS S

2. A [E

g_ console =
= =
PC Switch

E4-4 BLEREE

3.EESR

(1) AHHLERINE

# PR Bl

[Quidway] info-center enable

# MLEHIG HEMH, RUF ARP R IP Bl H &R, T E SRR S

emergencies~informational .
[Quidway] info-center console channel console
[Quidway] info-center source arp channel console log level informational

[Quidway] info-center source ip channel console log level informational
# 11T 20 Wos DI RE o

<Quidway> terminal logging
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RN % 5% SNMP it &

$5E SNMP ELE

5.1 SNMP {43

H A M 2 v B A 5 ) 72 1 4% 4 B P i 2 SNMP - ( Simple  Network
Management Protocol) . SNMP &) 72 52 JF A H 1) Tl drife, HT
PRAUEE B DAEAT P RUAMEIE, (T 0 4% 3 B 70 P 28 B IR o] 1 AR 26
5 B BSUE R FHRME 58 B I2 I BT 2 S RIS - SNMP
KHEWPUE], Rt E AR DGR, FEE AR PO AR A% 1
WEEHEH . SNMP (S T AL 5= D0l UDP, 15 B4R 2 7 i f) 3
o

SNMP 4324 NMS F1 Agent %37, NMS (Network Management Station)
SEIBAT R R 1) ARl H ArH H M- 54 Sun NetManager £ IBM
NetView; Agent fEIZfT{EM 458 IR A5/t . NMS nJ Ll Agent
% 1 GetRequest. GetNextRequest Il SetRequest 1 3, Agent £ %] NMS
B SKAR ST, HEHEIR SO A HE4T Read B Write #:4F, /1 /i Response 7 3¢,
IR SCIR[F25 NMS. Agent 711 # R I HDRTE 245 e i G DLy, tex 3230
) NMS K3% Trap #R3C,  [1] NMS JER TR B gt

5.2 SNMP fRZAR X 3 #58 MIB

AT AE SNMP 5 3CHHE—bRiRBE & P K BEAR R, SNMP R IRk fiy 47
FRVUNE B 5. MR RE M dr 44 (8 BT R At 5 — BRI, iy
MAETRE XS, N E PR BRG] LU AR TF6 1) — SR g A2l o —
SR
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RN % 5% SNMP it &

E5-1 MIB #4544

MIB (Management Information Base) [J1F i ISk b 4 11 2 1k 4544,
B T R P A AR E AR e UM AR A . E BRI, EEDN SR B ATLLA]
— L2 0. ME—ffE, IXHRECE RAEEXT 21 Object Identifier (244
PRIRFE) o

UK Az HHLH ) SNMP Agent S FF SNMP V1, V2C fil V3, SZHERH L
MIB W &R
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RGEH % 5% SNMP it &
F5-1 LUK ZHFEIE L MIB
MIB B 1% MIB A& S0 ER
ET TCP/IIP M4 %4 MIB I %I, RFC1213
%, RFC1493
BRIDGE MIB
2: I, RFC2675
RIP MIB %I RFC1724
A4 MIB
RMON MIB % |, RFC2819
LUK MIB 2, RFC2665
OSPF MIB %l RFC1253
IF MIB % RFC1573
DHCP MIB
DHCP MIB
QACL MIB
ADBM MIB
IGMP Snooping MIB
RSTP MIB
VLAN MIB
e gt
#H MIB -
QACL MIB
ADBM MIB
RSTP MIB
VLAN MIB
B
ETAmk=¢:l

5.3 Bc& SNMP

SNMP 1) 3= B0 B AL

o  WEHMMNKA
e  W'H sysContact
o AVFEUAEILKIX Trap
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RN % 5% SNMP it &

o UL Trap HAREHLIHLAL

. W'H sysLocation

o TNCE A HI B IC g R A (1) 4

o HLE A SNMP K4

o JHREKIL Trap i Hu:

o A SNMP (RS In—/NFTH

o QUEEH BRI HIE B

o I Agent REHMUKIEH] SNMP i AL/

5.3.1 REHFKZ

SNMPV1. SNMPV2C X4 AiE. SNMP [#4& (Community) J—4>

TR, FRONBIE4 (Community Name) . SNMP Z14% Ik & X

SNMP manager fl SNMP agent {56 & . HIfALE S| 7 2RLT- 2 K/EH,

A LLRR I SNMP manager 15 17 LUK AZ 4L E 11 SNMP agent. 7 Al BLIE

PR E LU E — AN 245 BIR A4 A G Re

o JEXHIA (community) BJEAYS il T4 MIB X %K 4E 1K) MIB #LE ;

o HMATTLAUTIF MIB MRS (read-write) #i# H i (read-only)
BB o BAT HA R A L e veas 5 BT &0y, iy HAT e S AR
(1) F I v] LAKER £ 3EA T I

HIERGAE T AT R AR E .

F=5-2 wERAKA

1R we

N NN snmp-agent community { read | write } community-name
BER MRS RUTFBIR | i iew view-name | [ acl acklist] |

HUH AR 4 K5 H AR | undo snmp-agent community community-name

53.2 WEEERIFEEBERG X

sysContact 2 i REYE LR LI FAF R, BER ey N ST LUR I 4Ed
B TARZBER A R AEE R, WER B AR, R R N T L
MM RBGETRAGE R, KNS RGA) WIAFRR . nTLAE i
LRV ERRYET ARG

THERGALE P AT R AR E .
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% 5% SNMP it &

#z5-3 WETERWRARKRAZE
BRI we
WO R PR R B R A snmp-agent sys-info contact sysContact

WAL B R AR S B R 71 481 | undo snmp-agent sys-info contact

5.3.3 WEUKAMZRILERER
sysLocation /& MIB ' system 411 — MBI &, ] T3R8 B & O AL
o
CIEDS i S P A P N S /N DDA K E R E NS
HERGAE P AT AR E .

#R5-4 WEUAMZTIRILERS

#B1E we
IR o A B 2 snmp-agent sys-info location
PPN N VA KRS sysLocation
e ST AKX I SE B L A7 A7 B A 1 undo snmp-agent sys-info location

Bl N sysLocation i “Beijing China” .

5.3.4 1% E SNMP B A{EE
A DL R T 0 2 15 8 LK B A L1 SNIMP (R AR 1L
THE RS E T AT FHINCE .

#5-5 &8 SNMP BIERAE 2

#BR1E we
B SNMP [l AL B, \s;grpfl-zgljle}nt sys-info version {{vl|v2c |

e ; A2 I e 3 undo snmp-agent sys-info version { { v1 |
P5L SNMP [ A LA B4 52 7 v2c [v3}*|all}

535 WAL %X Trap

Trap JEHE BB A L3 1) NMS A& AL T SR 115 5L, T TR S — 225 S
A (g B HOH A 35D .
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RN % 5% SNMP it &

AU T 0 iy R SR VF AR LR PR AE Trap £ .
THAEAT DAL HEAT R ARG E .

#*5-6 ALK Trap

#HBR1E we

snmp-agent trap enable [ standard
VRS K% Trap( REMIED | [authentication ][ coldstart [ linkdown ][ linkup ]
[ warmstart ]

undo snmp-agent trap enable [ standard
AR R IE Trap( RGMED | [ authentication ] [ coldstart ] [ linkdown ][ linkup ]
[warmstart ]

FVFASHAHLI 3 1 3% SNMP

trap (UK F3 FILED enable snmp trap

AR L AZ B AL 1 K% SNMP

trap (LA CRLED undo enable snmp trap

5.3.6 X E Trap Bir A At
AT LU T i o i B U B A i Trap 5 SV K H AR EALET 1P kit
THERGALIE P AT R AN E .

F*5-7 & & Trap BirEHAYHHE

#HR1E we

snmp-agent target-host trap address udp-domain
host-addr [ udp-port udp-port-number ] params
securityname community-string [ vl | v2c¢ | v3
{authentication | privacy }]

wE Trap BAx EHHIE

undo snmp-agent target-host host-addr securityname

MEE Trap H Fr EAL AL community-string

5.3.7 ¥ & Trap kX HIR7FRT 8]

AT LUIE YR iy & JHOR BCE Trap RSCIIORAFI ], GBI ¥ Trap 4
SCHORREE S

THERGALIE FREAT MO E .
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ARG

% 5 SNMP L&

F5-8 W E Trap IRICHIRTFATE)

#BR1E

AN
AN <

B Trap R HORAF I [A]

snmp-agent trap life seconds

WA Trap R SCARAF I TR] B 1 undo snmp-agent trap life

BRI Trap i SCERAF I TR 24 120 72,

5.3.8 REARMEITIHIZEZHISIEE ID

AT LU T £ iy A 1A B A 1 e g BE 951 5 | 2 1D

THERGALE M AT P AR E .

F5-9 & EAHMEITIHIZFAISIE ID

1BRIE

A
AN <

BCE B4 1D

snmp-agent local-engineid engineid

BCE B AT 1D Ay

18 undo snmp-agent local-engineid

BT 151D WU 16 BEFIECT:, /0 5ANFRF, LU IP Mk, MAC bk
B H o RSO, BB R A\ AL T+ B A4S S .

5.3.9 & ESMIE—1 SNMP g94H

AR T £ iy R st B st R SNMP ) —4M4L

THERGALIE P AT MO E .

#*5-10 & EMIBE— SNMP 4B

1BRIE

A
AN <

#wHE— SNMP 41

snmp-agent group { v1 | v2c } group-name [ read-view
read-view ] [ write-view write-view ] [ notify-view
notify-view ] [ acl acl-list ]

snmp-agent group v3 group-name [ authentication |
privacy ][ read-view read-view ] [ write-view write-view ]
[ notify-view notify-view ] [ acl acl-list ]

MIBE—4~ SNMP 21,

undo snmp-agent group {vl|v2c}

undo snmp-agent group v3 group-name [ authentication
| privacy ]
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RN % 5% SNMP it &

5.3.10 #EE% X Trap By BLE
AT LA I T i A R B BRI ik Trap L o
RSB AT AR .

#5-11 RERIX Trap BRI
#BRAE we

YRIEKI% Trap (Y5t | snmp-agent trap source interface-name interface-num

4 K% Trap (YEHEE | undo snmp-agent trap source

5.3.11 SNMP Aixm—# A Psmk— N R A
AT LS R T (4 6545kl SNMP 2L sl — S
THTE RS E R T R AR

#5-12 SNMP A7z ik — A P

#HR1E we

snmp-agent usm-user { vl | v2c } username
groupname [ acl acl-list ]

b SNMP 1w in—A 8 H snmp-agent usm-user v3 username groupname

[ authentication-mode { md5 | sha } authpassstring
[ privacy-mode { des56 privpassstring }]1[ acl
acl-list ]

undo snmp-agent usm-user { vl | v2c } username
groupname

kR SNMP 41— AN F
undo snmp-agent usm-user v3 username

groupname { local | engineid engine-id }

5.3.12 3Z s EHIE RIS 2SR E

HIPar DOk S 2 A, LB SNMP manager 1] A7) (1) MIB %1%, H
JUR] D IR SCRORLIE, B mr BA A AR Rt B o mT DU T £ iy 4> 21
S RLI A JE E ER R

RS N IEAT R AR E .
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RN % 5% SNMP it &

&R5-13 2. EHERESSMERIE

1RE we

- 1 P A2 B snmp-agent mib-view {included | excluded }
BT 15 view-name oid-tree

il ] undo snmp-agent mib-view view-name

5.3.13 & & Agent IZ /%X R SNMP jHE S B X/

AR ok i E Agent BERLI/ AT SNMP JH EVELI R
THERGALIE P AT R AN E .

F5-14 & E Agent BEIZIN/ A IZRI SNMP iEEBRIK /I

1RIE we

B Agent REEIT/ K%K SNMP i
AL RN

snmp-agent packet max-size byte-count

AT SNMP ¥ B LI KN A4 {E undo snmp-agent packet max-size

Agent BEFEIR/RIZERT SNMP W BB /NI BUEVE R A 484~17940, Hfy
T, B {E N 1500 T .

5.3.14 %)k SNMP Agent iz1T

LAE I SNMP Agent fig1T, 1H/E RS AT N ECE

$5-15 2k SNMP Agent iz1T

BRAE we
2% 1F SNMP Agent 15417 undo snmp-agent

2% SNMP Agent i217LAJE, F P IC B AT —4% snmp-agent 74, #BK &
)5 SNMP Agent.

5.4 SNMP S7RFA1ER

FESE R BRI E R, AEPTTRLE N AT display 4l LUR R ECE S SNMP
AT O, W A B s BIGAERC B I EOR .
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ARG

% 5 SNMP L&

#5-16

SNMP B9 & /RF0RR

1BR1E

A
AN <

275 SNMP i 3CHETHF B

display snmp-agent statisitics

BT B 5% 1D

display snmp-agent { local-engineid |
remote-engineid }

BRI B ALA L A
AL AR A DA - LA U5 K

display snmp-agent group [ group-name ]

R 42T SNMP JT
l%\

display snmp-agent usm-user [ engineid
engineid ] [ group groupname ] [ username
username ]

SR TR I R

display snmp-agent community [ read | write ]

R SRR E K MIB R

display snmp-agent mib-view [ exclude |
include | { viewname mib-view } ]

R R T

display snmp-agent sys-info contact

2 Sy

IR RGN E T

display snmp-agent sys-info location

WIoRARGA I SNMP FiA

display snmp-agent sys-info version

5.5 SNMP fit & z& 15

1. tAMEK

WA AR (NMS) 5 DIOK I AZ AU Ik UK AR, I TAESS 1P Huhk
129.102.149.23, LUKMAZHHLIK VLAN £ 101 1P #ihl 4 129.102.0.1. 7548
Bl AT FRCE : BE R AU R . B RS BERITVELUA
EHMLIIAL EAF B ARV IMLR I Trap #H 8.

2. A [E

129.102.149.23

129.102.0.1

=

Etherne

E5-2 SNMP Jic & 45451 20 7 ]
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% 5 SNMP L&

B EHELRER

# ARG

<Quidway>system-view

#WCE WA AR

[Quidway] snmp-agent sys-info version all

[Quidway] snmp-agent community write public

[Quidway] snmp-agent mib include internet 1.3.6.1

[Quidway] snmp-agent group v3 managev3group write internet
[Quidway] snmp-agent usm v3 managev3user managev3group

# VR AT TR VLAN 422 114 VLAN 2 32101, 8 T M4 (113 11 Ethernet0/3
IINE] VLAN2 1, f'E VLANZ (810 1P #ihl 129.102.0.1.

[Quidway] vlan 2

[Quidway-vlan2] port ethernet 0/3

[Quidway-vlan2] interface vlan 2

[Quidway-Vlan-interface?2] ip address 129.102.0.1 255.255.255.0

# FVFI RS TS (NMS) 129.102.149.23 k3% Trap R3¢, A#H I H11£ 4
4 public.

[Quidway] snmp-agent trap enable standard authentication
[Quidway] snmp-agent trap enable standard coldstart
[Quidway] snmp-agent trap enable standard linkup
[Quidway] snmp-agent trap enable standard linkdown

[Quidway] snmp-agent target-host trap address udp-domain 129.102.149.23
udp-port 5000 params securityname public

4. BcE NMS

WA FTAE PC ML ZEAT S BB . X T Mib-Browser, BB E N
SNMPV1. V2 fff H k4 1) 4k % public & 3%, SNMPV3 ff i A/
managev3user & [ifi .

DL M AZ el S 45464 A 7 1) iManager Quidview M5 %45, ™ a] A1) FH
ARG 5E T DL AT L 1) A v R B A, AR TS I & 2% 46 0y 8 = N
B E T

5-11



Quidway S2000 Z 51 LK AZ Al 44 Tt

% 6 & RMON i &

%$6% RMON ALE

6.1 RMON f&E 4y

RMON (Remote Monitoring) »& IETF (Internet Engineering Task Force)
& SCH)— R MIB, 2% MIB I Rk EEE A8 5. RMON =2 16—
By A AN W 4 v Bl A, A LAY A 22 B I 2 AR U
RMON (Sl 58 4T SNMP A R 45k (XA —MRESD , EHH
F71f) SNMP HEZEARAEZS, ATAHZ AT 2. RMON 45 NMS i
IBATHE R M2 % 1 Agent P37 . RMON Agent 75 P9 5% I 40 3% 5l [ 28 4%
Mg L, BRERGEVE Tl 1 P IERE R B & AR A B (A B ) py 25
PIBL BRSO, BURAER G AU IEf R SCE255) . RMON fff SNMP
HAAR. ERWR L) IR M ag %, S T M s TR g T A
R TF-Bt. RMON 8 gl /b 00 57 il [ AR ) A TR B, AT Al RAS] A T A7
D7 HE BRI B R 2%

RMON VT 2, e nl IR 7 ik e s

o —FIFERHEIH RMON probe CHRIIO WeAEHHE, NMS B M
RMON probe FRICE B B4 il 9 2 B2 o 1R 5 3] LASREL RMON
MIB #4315 5 s

o T RITIELEE RMON Agent BifEHIANMZEUEE (Hiligs. 20HpL.
HUB %5) i &A1 1HCh 5 RMON probe T g /9 % i jifi . RMON NMS Aifi
F SNMP [FEAfr 45 SNMP Agent A2 #5iiin 5 5L, ISCHE I 4 5 B
B ARIX AT 2 v TR R, — O RESRIC RMON MIB (1T 4K
W KREZBOLBEENAN AR R XA . FiE A
RN Y IR = s

DA 90 A8 $e (L LA S il 7 922528 RMON o 38 i 32 47 7 0 2% W W L= (0 57 4%

RMON [f] SNMP Agent, W75t ] LLIRAT 55 Bl B 000 286 15 2% sy I-UAH I (1) 9 B 1

IR BFRG T APE R G 5 B, HEMT SN 4 (AR R FE D

R BE o

6-1



Quidway S2000 Z 51 LK AZ Al 44 Tt

% 6 & RMON i &

6.2 Fc & RMON

0 iERR:
A E RMONZY 642 5T, 56 MHRIESNMP agent®. 2 E# B E. SNMP agent
WEEEF AN % 5% SNMPELE.

RMON fic & 55

NI BR A2 1 — AN 30

VNI B3 45 2 R 1y — AN e 33

I IIMERY i RMON 75 28 2 () — AN £ 13
VNI BR 77 s 4 i e 1R — AN 2R Tt
AR GE T2 1 — AN 10

6.2.1 AwMMREASFRI—NRIR

ARG F K8 U S S AR B )7 e ST A R LR AL 2 5 2K

B U ERP
lia) PRk K Trap T4 &L
PRl 3 AE HAER A I m A 0k Trap 78 B

THEERGALIE N AT R AN E .

+26-1 AEEHRPRMMEE—DRIR

#BR1E we

e S A rmon event event-entry [ description string ] { log | trap
&gﬂ%%ﬁbu RS trap-community | log-trap log-trapcommunity | none }

I
& [ owner text ]

FEFER T MER A&

17 undo rmon event event-entry

6.2.2 iNI/MREER—NRIN

RMON #5448 B0 i 5 ) o A0 B (g 1R ek 508t ) HEAT G, 4
L H B I SR BN 237 AR i B, AR P A (0 kAT
FARZFRIALBE o A 1) 58 SCAE S48 2 PP S
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% 6 & RMON i &

1R :
ERALE L 2 F, & EiEid rmon event AT EE LR b 5| Al egE
#.

THERGALIE P AT MAIBCE .

F6-2 AEEERPRMME— R

1RIE we

rmon alarm entry-number alarm-variable sampling-time
{ delta | absolute } rising-threshold threshold-valuel
event-entryl falling-threshold threshold-value2
event-entry2 [ owner text ]

FE T BRI — AR I

TEEER P MR | undo rmon alarm entry-number

P LT ERDUG, RGNS ERBAE T .

(1) X HIT e XI5 A B alarm-variable 1% 18 52 X1 8] 1] [ sampling-time
BEATRFE

(2) W RAAE AN E BT LLIL, 3 T SR PATAH Y (1) b B A2

#*6-3 SERALIEIIR

RERER CISESuE S

KPR T2 T BoE -

F{ threshold-valuel sk e X3 i event-entryl

KA KT B TR NPT
threshold-value? fi & B e L EEA4 event-entry2

6.2.3 K0/ B RMON £2 R —RIN

ZAr 2 RAEY e RMON 5 & AR s /I R — A7 3R 0. 47 e 7 R I m] LY
%EE%E’JK’WEI#.” B, Rk ie HAU RN E M BE LR, SCBLE .

12 AR
Ry BEEERZF, FZi@iE rmon event 42 IFEEE R+ 5| A
GO
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RN % 6 %% RMON it &

THERGALE M AT R AN E .

36-4 FEH R RMON &£ 3% diiR /g — A R I

1R1E we

rmon prialarm entry-number prialarm-formula
prialarm-des sampling-timer { delta | absolute |
7EY & RMON 2L In—A> | changeratio } rising_threshold

S| threshold-valuel event-entryl falling_threshold
threshold-value2 event-entry2 entrytype
{forever | cycle cycle-period } [ owner text ]

LEP & RMON 154 2% 55— A
TG

undo rmon prialarm entry-number

P T R BRI, RGN & R I AL B R

(1) 5 L e w57 4y 5 prialarm-formula m i 1 2425 B4 g LI IN ]
1] f% sampling-timer #E4T%FE

(2) BERFE I e X a5 A5 prialarm-formula 247 1157
(3) Kb S ah ARG e (1 BT LU, F& M 3SR PATAH N (1) b B 2

#*6-5 I REERIMALEITE

LERIER Ah38i3 32
WK TETREr k NSSUNEN
F threshold-valuel AR TE S e event-entryl
WK TETREN T

F threshold-value2 AR TE S e event-entry2

6.2.4 RANMBR D EAZH FRAT— RN

R g e Hys i P RE, T DAX Be s AT BB, B RMES Wfh: KDL
Bl SR WIRERIFORAFHRE I IR B - RS B R AR AT 36 B RN i

A DA T iy 40 2 7 S 22 R P A I R AN R I
THAE LUK R L T EAT R SR

#6-6 7E[h LI=HI R P IRINMIBR— AR

1RIE we

e et S L 3 e rmon history entry-number buckets number interval
EDI LR s A sampling-interval [ owner text-string ]
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RN % 6 %% RMON it &

e e HE P M —4T | undo rmon history entry-number

[y S 43 S TR 8 V1 1R A2 SR I T () 55 P 1 5 P s i e v . FH ) ml LA ik
display rmon history iy 4 >R i 7 JJ7 S IR 45 B

6.2.5 RM/MFRG I FREI—1 RN

A RMON Zeil & Bl ae, wl AL A RS 00 Zevtam A A Hh Ak
MR U AR R IUREIR A i/ (EGED
(AN LNE ESESN LS NI T NI 2 NI ¢ 3D SN P W& i g R

AL ARGV TR I R — AR T
T AE AR Wi PR N HEAT R B

+R6-7 FEGHRPIRIN/MIFR—A R

15 #%

TEZTHRBEIN—47 | rmon statistics entry-number [ owner text-string ]

FEE RPN —17 | undo rmon statistics entry-number

GV RINGE VK /2 M A g SR () R 46 10— A BRI A5 & . FH P AT LU
it display rmon statistics iy 2>k 2R g TH-R T B

6.3 RMON & =F1iFiK

FESER IR IR S, AEFTAT AL M T display 4 n] DUEZsACE 5 RMON
AT O, W B B s BIGAERC B I ECR .

#%6-8 RMON & RFi@i

1BR1E we
78 RMON 478 B display rmon statistics [ port-num ]
H78 RMON JJj 5245 B display rmon history [ port-num ]
78 RMON #5445 B display rmon alarm [ alarm-table-entry ]
BRY E RMON 54 (5 8 display rmon prialarm [ prialarm-table-entry ]
78 RMON {4} display rmon event [ event-table-entry ]
78 RMON FifH & display rmon eventlog [ event-number ]
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RN % 6 %% RMON it &

6.4 RMON P & 25451

1. A EK

£ RMON LK GE it b i e — AR, BEAT LA s L PERee v, DA
%ﬁiﬁ]o

2. AW [E

Network Port

Console Port

Switch

El6-1 BitE RMON A [E

3 HMESR

# fLE RMON.

[Quidway-Ethernet2/1] rmon statistics 1 owner huawei-rmon
# (EH )WL R 5% RMON L& .

<Quidway> display rmon statistics ethernet 2/1

Statistics entry 1 owned by huawei-rmon is VALID.

Gathers statistics of interface Ethernet2/1. Received:

octets : 270149 , packets : 1954
broadcast packets :1570 , multicast packets :365
undersized packets :0 , oversized packets:0
fragments packets :0 , jabbers packets :0
CRC alignment errors:0 , collisions :0

Dropped packet events (due to lack of resources):0

Packets received according to length (in octets):
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RAEH % 6 %% RMON it &

64 1644 , 65-127 :518 , 128-255 :688
256-511:101 , 512-1023:3 , 1024-1518:0
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P e 7% NTPRE

7= NTP EE

7.1 NTP f&4v

7.1.1 NTP 891EH

Bt & P2 F 0 0 H 2 R Y, SN 2% 8 2% I IR R 2D AR 1S 4y 2L, NTP
(Network Time Protocol) 5t s F K AE 2EAN W 255 P9 A AT RS 1ff B TR] 1) TCPAIP 13
W

NTP AJ LAy LU W A 42 A4 — 20 RAE -

o {ERDINSS AR L M EAT R BRI, BORX AN R G IR I
BhlA)

o MHEZANRGKMHE TN, WREANRGESHF e, FIE
FAH) IERIRUT .

o ARRZZINN RPC GERERZEIN) Aell LR AT,

o NNHRRFRMHOERBIRE . SCHFIE SRR I AE R

7.1.2 NTP WIEARTIE[RIE

NTP R TAE R E a0 R B R
‘ NTPil L ‘10200003"\ ’—»

L g LA « £ g
:00:00am 11:00:01
2. s LS_A » Ls B g

NTPH ‘

gg

E7-1 NTP EAR[RIHE
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7% NTPRE

R, DUKMASHRBL A FILUK MAZHAL B @ R AHIE, e ATI#H 3 Ok

SEI RGN B, B A RGN B BB S, MW MR

o FELLKMAZHML A FI B (KRG A 2 07, LUK MRSl A [iphix
JE A 10:00:00am, LIKMIAZ#AL B (105 & 4 11:00:00am.

o DIBUKMAZHHL B o NTP IR 554%, RIRUK A HAL A K8 E O
I b 55 LLOK I AZ bl B RIS )28

o HURAAE LUK MRS B A R B 2 5] B i A i i T BRI R 1R

ARG BIRD 1 TR R

o LUKMAZHAHL A KIE—A NTP i 2L LUK MASHbL B, %M B
BT LUK AZ B A IR N[, 1% [R] 84 10:00:00am (Ty)

o CHUL NTP R BFA LKA HANL B I, LIKMACHNL B I EH O
IR, RN 11:00:01am (T .

o UL NTP WH.EELETF LUK M ACHAL B I, LLKIMAZHAL B Fin - H O
(RIS TR, N ECh 11:00:02am (T3) .

o CHLUKMIAZHNL A BB B AL, I b —ASE R R,
[H#% 4 10:00:03am (T,)

2, PLKMASHAL A CEIA L0 M1 BRI H AN E NS4

o NTP W EKE—AEIMKE Delay= (T4-Ty) - (Ta-To) &

o LUKMAZHANL A AHXSLKM AL B (I [E] 2 offset= ( (Tp-Ty) +

(Ta-Ta) D 12,
IXFELLUR A AL A Bt BE AR IX Lo (5 Bk e B Ol {32 5 UK
ATHAL B (I ) D

PLE A ERT NTP [ LA S ER RIS H A, TR A A5 S RFC1305.

7.2 NTP B E

NTP PpSUH THEA W28 A IR TR [A) 25, NTP B A5

o M NTP T4

o WHE NTP B3I UFTHAE

o WE NTP KilF%4]

o WEIRTEHPIANEHY

o WEAMIEIE NTP BN

o WEAIMNISH I Bl UAHLIN B NTP 3 I
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RN %75 NTPHLE

o RFMAEIEE BN NTP A
o WENTAHL LUK AT He M LR 5 11905 1] 45 il AL Bl
. VB A HL F LI sessionss K% H

7.2.1 BLE NTP T

R LA W9 AZ 80 AL AT Y 285 0 U7 1 DA B X % 5 0, ] o A b DA T A8 4 A L
76 NTP Vsl i AR, 5 Gy DAAE e A e 45 4 by AS b i [ IR 25485, 1t
I A1l LUK W AZ AL TAETE client 855K 07T DA B e PR R 55 #5454 Al UK
KRS HM LI 544, A HIIZ AT AE symmetric active 120, 0 a) LA B A H DL K
P AZ BT ) — N2 LR NTP 1) 3B B, i Ax it LUK AZ e bl TAE7E
broadcast f5x0; AT LAY A HE LUK W AZ AL — AN BRI NTP 1) 7%
FEAL, BB A DIOR M A ML TAELET 378 %  BaXs thn] DATBCE AR LUK
WS e HLIR — AN R E NTP 88 B, A H LUK AS e HLis AT 78
multicast B ; 38 T LA B A H LUK W AZ e pLIr) — A2 D4l NTP 40863 5
£, At DUK A AN LIS AT ELLIR & A

o i NTP R4 stz

o MLE NTP X2zt

o JilHE NTP /) 4B 4wtz

o [E NTP/) 3% H

o T NTP 414% iR 45 aapiial

o TFE NTP 41455 /M Hiak

1. BCE NTP RS £iER

WHELL ip-address i € (KRR 55 28 /F A A H I 18] R 25 4% - ip-address /&
—ATHMhE, AN R/E. AHEH RS A 1P Huhk . A DLR N AS
HHL TAELE client £, 7EXFD TR, HERREAH R P LI D B Rk
i, MITFENRSS 2R AN R B A KK P L

HIE RGN AT T AIRCE

#=7-1 BB NTP AT E R %25

1R1E we

n ntp-service unicast-server ip-address [ version number ]
[ authentication-keyid keyid ] [ source-interface
{ interface-name | interface-type interface-number } ]

[ priority ] *

BB NTP I [ i 55 2%

HUH NTP 42383 | undo ntp-service unicast-server ip-address
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7% NTPRE

NTP A5 number JG[H 2 1~3, 4 1{HA 3: SHRIUESH ID 5 keyid i
0 ~ 4294967295 ; # Il interface-name #{ interface-type
interface-number $i & A< i LUK P AS BBLZS 5] ) I 55 2% A% NTP Y RIS, 7
SR 1P bk A iZ42 13RI priority $5 5 1 1] AR SS 8% A AR 50 1k 3611
I 8] IR 55 7% o

2. BLE NTP &R

WE LA ip-address JIT 5 i 1 F2 M 55 48 1E 4 A Hi 10 06 5544, RIS AT 78
symmetric active £, ip-address j& /N TEHLHAE, ASEER) HE. AL
USRI 1P k. EXAPECE T, ACHL LUK M AS #LRE R A0 2 R IR 5%
v, TR R S5 At RE R 2D BA b IR 554
HIERGME N AT MR E .

#7-2 BB NTP M EHEK
#B1E we
ntp-service unicast-peer ip-address [ version number ]

[ authentication-key keyid ] [ source-interface
{ interface-name | interface-type interface-number } ]

[ priority ] *

Bo & NTP X454 2,

I NTP X 4544455 | undo ntp-service unicast-peer ip-address

NTP A5 number Ju [ & 1~3, HEEA 35 S ID 5 keyid i
0 ~ 4294967295 ; # Il interface-name #{ interface-type
interface-number $i5 & Al LUK B AT L 45 0 2544 0% NTP 1 B, 56
U 1P U AZAR I 3RIG priority 485 206 S8R L IG IR (K I 1) iR 55
Ao

3. BE NTP [ #BEPER

i 78 A H LUK AT 4L b (0 42 PR NTP T # B, IFHEA T #%
JURE . AR DUK W AS H L BT ST o B RS54 1) 36 A, 3 205
— AN AL, ASHL DK A AR T AT 48 G IR S — AN
client/server 53X 15 T F2 g 25 28 A4 S, ARG A HL LUK W A A Lt 2E T H
FRE, R R B I Bk, ARYE BRI R S0 AR i i
AT .

IH/E VLAN £ R R T FAIBCE -
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ARG B 7% NTPRCE
*7-3 BB NTP [ BEFERX
#B1E we
BiH NTP 355 s ntp-service broadcast-client
B NTP % F 4 undo ntp-service broadcast-client

i A D AAE AR NTP ) B 0 FidE .
4. Bt E NTP BB X PIER

AR H LUK P AZ AL 1382 R NTP 4138 7H S8, ASHL LUK A # 1L
BATEA R P e AH LUK I S L S i >k IR S5 2% 1 418k 5 A,
MERUCE N RS S B, A H LUK AL T Ak v 9 28 4B 3R 5 e
— MR client/server £ 5 R IR 25 25 A H B, AR5 A HE UK AT e AL
EE AN AR, ARSI BRI SRR, M 2k A 7R B A
XA b b Bt AT R 25

THAE VLAN 42 DRLE R 2EAT R UG

*7-4 BB NTP HiEZPiER

e we
Bl E NTP 3% % P i ntp-service multicast-client [ ip-address |

HUHRLE NTP A% i undo ntp-service multicast-client

4% IP Hudil ip-address 645 4 224.0.1.1; A A U JAE AR NTP 41451
SO R RCE

7.2.2 BB NTP B8 iEThfE

J38h NTP S I UEThfE, W& MD5 SR uE 24, JFHRe {5 %4, client
SR B E 3 I e 2548 W R e 5 e PR AL () 3 A AN & RIS TR 2541
W4 client Az 5H

HEERGALE N AT AR E .

%7-5 BB NTP S48 iETh st

B1E W
Ja3 NTP S350 FE ) 6e ntp-service authentication enable
151k NTP S5k DB undo ntp-service authentication enable
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RN %75 NTPHLE

7.2.3 i%E NTP IS IF 4R
IS EAT S5 R B & NTP B03E %4 .
THAE ARG R BT SRS &

#7-6 BLE NTP WiE%4A

L
24

1R1E

%

ntp-service authentication-keyid number

L YRk
BeH NTP S0k ] authentication-mode md5 value

I7H NTP B AR5 4H undo ntp-service authentication-keyid number

B g number YU 1~4294967295; 4 4H value i 1~32 4~ ASCII
755

7.2.4 REREZHAFIEEH

G EAT A5 HIR SR 2 SR al fE 1
THERGALE M AT R AR E .

R1-1T RERERANEES

1B we
fREHHLTER ntp-service reliable authentication-keyid key-number
B R e v AR = ) undo ntp-service reliable authentication-keyid key-number

FHS 5 key-number Y5 [F 4 1~4294967295.

7.25 WERMAIENTPEHERIZED

TR A IGE T NTP IS, B R 1P HUhEH ] — MR g 1P Bl
P bk E T iR € 8 1 B3R

THERGALIE P AT R AN E .

7-6



Quidway S2000 Z 51 LK AZ Al 44 Tt
RN %75 NTPHLE

R7-8 WEARMAIE NTP HERED

#BR1E we

ntp-service source-interface
WEAM K NTP M ERED { interface-name | interface-type
interface-number }

I e EAS L R 28 NTP V& [ undo ntp-service source-interface

$% 0 th interface-name &, interface-type interface-number fifi 2, 1 86 )
J5IP Hudik M iZ B2 I3REL, 40 % ntp-service unicast-server & ntp-service
unicast-peer HiRE 7KL, WL ntp-service unicast-server Y
ntp-service unicast-peer 3&5& 1) Ak

7.2.6 RERIH/AIFEOKKNTPIER

T AT 55 H R e B A5 1 Bl Ao 1R LB NTP T S .
TH7E VLAN 220 K T R AR -

F7-9 WEEIL/AFEOZKNTPER

BRIE we
BEE SRR 4 NTP 78 B ntp-service in-interface disable
BEE VR D4 NTP 78 B undo ntp-service in-interface disable

M EAT 55 A Ty ZEAR IR NTP I R 1 M
7.2.7 R E XA LA M 32 HATLAR 55 RO 7 (] F2 H A PR

BEE XA BRI AT BN L NTP 55 1K U5 i P2 R o X HLGE I TPl MR
FER) 2 A g, AN TR AT B R AT AT R SRIN, 4%
e/ ) PR A B KD 1) BRAIK IR UL RS, LS —ASULECHI D, VS ECIY 2

peer. serve, serveonly. query only.

THE RS AT R A1 fir 2 OB AT
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R7-10 L E XA LUK W 3 HRALBR 55 B 77 151 F= 5 4R

#BRIE ws
WE A A HDUOK A LRSS | ntp-service access { query | synchronization |
FAI 7 1] 42 A B serve | peer } acl-number

TN BB AL LUK IS #e bl | undo ntp-service access { query | synchronization
G55 7 T 42 A B | serve | peer}

IP Huht- 15 W) %1 % A5 acl-number 3 [F ) 2000~2999 ., H& 15 [ B & S
query: HRVEGASH NTP IR 45 HE47 5 i A i)
synchronization: HSEVFRACH NTP 25 12E4T I [A]35 5K o

serve: 1] LU ASHE NTP [ 45 3EAT I [R) 35 SRAN ) A id), (HAHBIN B AN 23 ]
A BRI SS A5 o

peer: HER] DLXACHE NTP AR 253547 i [a) i KR4 il &b, Ao S n) BLIF]
SRR RSS2
7.2.8 B AR 2 1FE LAY sessions £ H

B0 AT 45 fe 5 B A Hb oV 57 1) sessions BI%LH .
HIE RGN T T AR

FT7-11 WEKH 72 FE LAY sessions £ B

1BR1E we

BEE A ARVFEE LY sessions #UH | ntp-service max-dynamic-sessions number

PRAE A Fo V5 57 1F) sessions % H
k=X IEN

undo ntp-service max-dynamic-sessions

AHb SR VFE T sessions [F3H number, JEFE 0~100, #4515 % 100,

7.3 NTP x5

TESEN EIRECE T, AEFTHERLE T $AT display i 4 il LLE R ICE G NTP
AT, A R E BRI E I ROR .

EH S HE R, 4T debugging fird 6 NTP #E47HK
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#£7-12 NTP B 5iEiR

BRAE we
B8 NTP R4 HIIRSE display ntp-service status
B NTP R4 4E47 1) sessions R4 display ntp-service sessions [ verbose |

SR A v 45 198 210 25 25 T B %

A NTP 1T 46 58 0 o 245 display ntp-service trace [ ip-address ]

FITF NTP [T % debugging ntp-service

7.4 NTP HLEVFL & 2545

1. FiE NTP fR% 28

(1)  AMTEK
Quidwayl ¥ BEA M £{E R NTP 4k, 2504 2, Quidway2 Ll Quidwayl
VE R R 25 2%, K H¥ A server K52, H &0 client #i3L.

(2) AWK
[N .. "." Viar -.[ erfac ez
= ... S 3.0.131 N,
g Vlan-interface2: .. Quidway3 ™,
10111 ‘
/ Quidwayl L &sF
! 1.0.1.@ 3.0.1.2 Vlan-interface: s
; i 30.1.32
' Quidway0 Quidway4
\ g Vlan-interface2:
idway2 oL Vlan-interface2: 4=
‘.\Qw way. 30.133
- : Quidway5-

E7-2 NTP B8 F A 4H M &

(3) HlEDIE
JiC 2 AR M A2 # A 1L Quidway 1 :

# N RS
<Quidway1> system-view
# WEAHEE D NTP 08, 24500 2.

[Quidway1] ntp-service refclock-master 2
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7% NTPRE

P B UK AZ et Quidway?2:

# HEANRGHE

<Quidway2> system-view

# B Quidwayl I a] B 55 2% .

[Quidway?2] ntp-service unicast-server 1.0.1.11

DA ERCE K Quidway2 [m) Quidwayl BEAT I R[22, [R5 FiU ¢ Quidway?2 1)
REN

[Quidway?2] display ntp-service status

Clock is unsynchronized, stratum 16, no reference clock

nominal freq is 99.8562 Hz, actual freq is 99.8562 Hz, precision is 2**7
reference time is 00000000.00000000(00:00:00.000 UTC Jan 1 1900)
clock offset is 0.0000 msec, root delay is 0.00 msec

root dispersion is 0.00 msec, peer dispersion is 0.00 msec
i) 25 J5 L Quidway2 PR K«

[Quidway?2] display ntp-service status

Clock is synchronized, stratum 3, reference is 1.0.1.11

nominal freq is 250.0000 Hz, actual freq is 249.9992 Hz, precision is
2**19

reference time is BF422AE4.05AEA86C (17:03:32.022 UTC Thu Sep 6 2001)
clock offset is 198.7425 msec, root delay is 27.47 msec

root dispersion is 208.39 msec, peer dispersion is 9.63 msec

I Quidway2 B4 5 Quidwayl [A)2, 2%tk Quidwayl K 1, 4 3.
W% Quidway?2 [1] sessions &, Quidway2 5 Quidwayl #1371 % .

[Quidway?2] display ntp-service sessions

address ref clock st when poll reach delay offset disp
*~1.0.1.11 127.127.7.1 3 1 64 377 26.1 199.53 9.7
* master (synced), # master (unsynced), + selected, - candidate, -~

configured

2. BCE NTP XJZ (k2451

(1) Mk

Quidway3 ¥ B A 21 E N NTP i, E40Ch 2, Quidway4 LL Quidway3
D I 1) Bl 55 4 » F5 HLBEh server #55X, H A client B, [A]If, Quidway5
¥ Quidway4 ¥l 54K

(2) AM
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7% NTPRE

e 7-2 iR

(3) MELE

Bic B LUK A #eHL Quidway3:

# EANRGE

<Quidway3> system-view

# UCE A EIE ) NTP 08, 240y 2.
[Quidway3] ntp-service refclock-master 2

fic & LUK M AZ # A1 Quidway4:

# ARG

<Quidway4> system-view

# B'E Quidway3 I Al RS54, 2D e 2500 3.
[Quidway4] ntp-service unicast-server 3.0.1.31
Bt B LUK M AZ 41 Quidway5:  (Quidway4 44 [f] Quidway3 [f] 5 )
# ARG

<Quidway5> system-view

# WE AN EED ntp W, JRECN 1.
[Quidway5] ntp-service refclock-master 1

# AMFD S, BOE Quidwayd A6 Sk,
[Quidway5] ntp-service unicast-peer 3.0.1.32

DL L E ¥ Quidway4 F1 Quidway5 Bt B o %454k, Quidway5b 4b-T- 32 3l ) 45
B, Quidwayd b T-# a4 AR, 1T Quidway5 HIEHA 1, 1M
Quidway4 1124508 3, Frlh Quidway4 [1] Quidway5b [f]25

72 J5 A Quidway4 IR Ay«

[Quidway4] display ntp-service status

Clock is synchronized, stratum 2, reference is 3.0.1.33

nominal freq is 250.0000 Hz, actual freq is 249.9992 Hz, precision is
2**19

reference time is BF422AE4.05AEA86C (17:03:32.022 UTC Thu Sep 6 2001)
clock offset is 198.7425 msec, root delay is 27.47 msec

root dispersion is 208.39 msec, peer dispersion is 9.63 msec
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7% NTPRE

KIS Quidway4 L4 5 Quidway5 [F122, JZ#Lt Quidway5 K 1, 4 2.
W% Quidway4 [¥] sessions i, Quidway4 5 Quidway5 #:37 T iE#: .

[Quidwad4] display ntp-service sessions

address ref clock st when poll reach delay offset disp
*3.0.1.33 127.127.7.1 3 1 64 377 26.1 199.53 9.7
* master (synced), # master (unsynced), + selected, - candidate, -~
configured

3. BLE NTP i&fa=t

(1) AWK

Quidway3 B E A I i g NTP 4, 240k 2, 3 W H M Vian-interface2
) A ) HE W A, WE Quidway4 AT Quidwayl 43 5 5 [ )32 [
Vlan-interface2 W) #&7H & .

(2) 41MKE
Wl 7-2 fross

(3) MEILHE

Hic B LUK M AZ #4711 Quidway3:

# ARG

<Quidway3> system-view

# W EAHN BED NTP W5, 2508 2.
[Quidway3] ntp-service refclock-master 2

# A1 Vian-interface2 fL1&] .
[Quidway3] interface vlan-interface 2

#BCE N RIS 4
[Quidway3-Vlan-Interface2] ntp-service broadcast-server
Be LUK M AE #AL Quidway4:

# ENRGALEL

<Quidway4> system-view

# Ut N$: 1 Vian-interface2 #1 .
[Quidway4] interface vlan-interface 2

[Quidway4-Vlan-Interface2] ntp-service broadcast-client
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7% NTPRE

P B UK AZ et Quidwayl:

# HEANRGHE

<Quidwayl1> system-view

# HEA$Z 1 Vian-interface2 #L1A

[Quidway1l] interface vlan-interface 2
[Quidwayl-Vlan-Interface2] ntp-service broadcast-client

PLERCE R Quidway4 A Quidwayl BL'E 4 Mz [ Vian-interface2 MiWr) %
WL, 1 Quidway3 M#% [ Vlan-interface2 &%) # W B4, T Quidwayl
5 Quidway3 ANTEAHFEIIR B, Tt LAFECAS 21 Quidway3 & 1)) #& L, 1M
Quidway4 Y5 3] Quidway3 & HifK)) k5 5 H A2

A28 5 W Quidway4 FrRA N -

[Quidway4] display ntp-service status

clock status: synchronized
clock stratum: 8

reference clock ID: LOCAL(O)
nominal frequency: 100.0000 Hz
actual frequency: 100.0000 Hz
clock precision: 2717

clock offset: 0.0000 ms

root delay: 0.00 ms

root dispersion: 10.94 ms

peer dispersion: 10.00 ms
reference time: 20:54:25.156 UTC Mar 7 2002(C0325201.2811A112)

I Quidway4 U485 Quidway3 [F]20, JZ2%itE Quidway3 K1, K 3.
M EZ Quidway4 1 sessions 15, Quidway4 5 Quidway3 H 7 T & # .

[Quidway?2] display ntp-service sessions

source reference stra reach poll now offset delay disper
[12345]127.127.1.0 LOCAL(0) 7 377 64 57 0.0 0.0 1.0
[5]1.0.1.11 0.0.0.0 16 0 64 - 0.0 0.0 0.0
[5]1128.108.22.44 0.0.0.0 16 0 64 - 0.0 0.0 0.0

note: 1 source(master),2 source(peer),3 selected,4 candidate,5

configured

4. Fg B NTP HiEHE=
(1)  AMTHEK
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7% NTPRE

Quidway3 B E A I 5 NTP 4, 240k 2, 3 W H Vian-interface2
AR LA TR AL, W E Quidway4 1 Quidwayl 43 7l 5 [ 11132 [
Vlan-interface2 YW 40 3% &

(2) MK
WE 7-2 Fios.

(3) MHLEDHE
He B LUK M A2 bl Quidway3:

# ARG

<Quidway3> system-view

# VAL EIE ) NTP 08, 40y 2.
[Quidway3] ntp-service refclock-master 2

# A1 Vian-interface2 (ALK

[Quidway3] interface vlan-interface 2

# WCE ARG

[Quidway3-Vlan-Interface2] ntp-service multicast-server
fic B UK AZ el Quidway4:

# HENRGALE

<Quidway4> system-view

# UEN$: 1 Vian-interface2 (AL .

[Quidway4] interface vlan-interface 2

# BOE AR

[Quidway4-Vlan-Interface2] ntp-service multicast-client
JC 5 DAK M A2 #AL Quidway1 :

# ARG

<Quidwayl1> system-view

# HEAFZ 1 Vian-interface2 (ALK

[Quidwayl] interface vlan-interface 2

# BUE AR R
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7% NTPRE

[Quidwayl-Vlan-Interface2] ntp-service multicast-client

DL E K Quidway4 F1 Quidwayl fit'& 4 MW $% 11 Vian-interface2 Wi Wr 20 4%
M, 1M Quidway3 M Vian-interface2 & iX41#% W B4, 1T Quidwayl
5 Quidway3 AFEAHFEIMMBE, bl IAE] Quidway3 A 4Lk,
Quidway4 £ £ Quidway3 & H A% )5 5 HFE

5. BB % SR 1R NTP PR 254&5K

(1) HAMFER

Quidwayl & B AL EiE N NTP 268, 2404 2, Quidway2 A Quidwayl
VEJ ISRl SS 5%, LB server #5238, H 4 client #55X, RN & 4
Bk

(2) AWK

e 7-2 s

(3) MELE

Pic & LUK M AZ # AL Quidwayl :

# ARG

<Quidway1> system-view

#WCEAHN BED NTP W45, 2508 2.
[Quidwayl] ntp-service refclcok-master 2

i B UK AZ el Quidway?2:

# ARG

<Quidway2> system-view

# B Quidwayl I R AR 45 2%

[Quidway?2[ ntp-service unicast-server 1.0.1.11
# RS SRR

[Quidway?2] ntp-service authentication enable
# WEEY.

[Quidway?2] ntp-service authentication-keyid 42 authentication-mode md5
aNiceKey

# AR E P AR =

[Quidway?2] ntp-service reliable authentication-keyid 42
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RN %75 NTPHLE

PA LA EH Quidway?2 [1] Quidwayl HEATIS H] [/, t1T- Quidwayl &A1 3
S0 5AE, ATl Quidway?2 it 2 Joik ) Quidwayl 25 . ILAEAE Quidwayl 14
DA e A

# S SRk,
[Quidwayl] ntp-service authentication enable
# WEEY.

[Quidwayl] ntp-service authentication-keyid 42 authentication-mode md5
aNiceKey

# AR T (.

[Quidwayl] ntp-service reliable authentication-keyid 42
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Quidway S2000 FF LKA bl 4Tt
SR ZE 11 %1% Quidway R LUK AT AL/

F1FE Quidway RFILAUKMIAZ AL A

1.1 Quidway Z %I LK M 32 #5411 v

EOHER R 22N Quidway R LUKMAZHMNL, 755 17 MK 2=
Bt MNEEAZIRZL AT, RO E I IR SRR MG R, i
SRR L 5 R . A0k Quidway FR A1 AK I AT A LAL MY 7 3R
W vl AR F- Aok ki 2, ] LU T8 5 AR 98 5 A 2%

£ 1R
kT RBAARBG N, T ASIUAR L = o 69 ) P Tt

1.1.1 {iim LAK M 3T 3l

A ARt R LR A bl 1 A T N8 I3 N2, L FE S2008B. S2016B.
S2026B. S2000 %% (S2008. S2016. S2026. S2403H) . S3000 %%
(S3026. S3026 FM. S3026 FS. S3026E. S3026E FM. S3026E FS) .
S2000-S1/S3000-S| %41 (S2026C-Sl. S202Z-Sl. S3026C-SI. S3026G-SI.
S3026S-SI) . S3000-ElI %41 (S3026C-El. S3026G-El. S3026T-El) .
S3500 %41 (S3526. S3526 FM. S3526 FS. S3526E. S3526E FM. S3526E
FS. S3526C. S3552) . H:A1 S3500 R4 HA —=)JZThRE, & —/=JZLIKM
L, FE AT HAA A ZAH AL

1.1.2 A LUK W 32 34

Ay i 224 DAK A el L 3= 3247 T M4 (K28 2, 45 S5516. S6500 %
B ] = R PR AS el Lo

1.1.3 HimbA KMl

Ay v LK AT B LA T M 2% 1% 0 2, BL4% S8016 % HAS#ell. S8500
A s AT Hb 1A%

1-1



Quidway S2000 FF LKA bl 4Tt
SR ZE 11 %1% Quidway R LUK AT AL/

1.2 ARIRERE 5T

2 Quidway R FN LUK AZHALALI 7 3R, BEmT LN T Tk k2%,
LTl N, AR 3 S 41 P R LUK WSS LI J L i 2R 21 ) 5
B, AAETEHT DXL N RE R
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e ESY B2 5 G X K

H2E WX ML

2.1 HMEK

G NK IOALI, BERATIAE. TR, ATRERG, RIS LT A A,
B AEITIE R . AT R,

2.2 {£F CAMS #i& 5w/ [X W 2%

221 BRRAE

LEFEHT /NI LUK T, S3026 LICK A HAMURAE NX SIS, T A
ANH P EcE S S2000 RAILUKMASHHEEA ', ) ErfLbE GE. FE
RN s (a1 S3526 LUKMASH#AL) , S3526 il —A> L3 (4
S8016 &5) e N I K

IERIR %

A MRS w5 (DHCP,
RADTUSHIZ 45 %)

WNZB#%

REPHENZ B

E2-1 NXAKMFENEAMNTEE
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L ES Y

B2 5 G X K

222 BESE

FEALW A TR AT IE . SRBONE 2, R EiCE 802.1x; [AlIN 75
SRR AT R D TAET MY, TREECE SNMP; O TR AT
BHARTE G ), AL 5 ZERC B i 5 30 ACL 24

A 2% % F VLANLO 75 A4 FE VLAN, FTaAs#HL - VLANLO 32 114 1P #
HEAE RSB 10.110.110.0/24, 3= RADIUS iR #5 6 IP 4 10.110.10.18;
W4 T AESL ) 1P Hulik 4 10.11.10.1.

7F S3026 FAEGn FECE : isolate-user-vlan FCHE, Kf/NXEAH 2 Al HEAT
TR, BN EAE A Secondary VLAN P 802.1x AIEACE, A
U H Ol RADIUS JIRg5 @ a FH P BEATIGIE; 453 VLAN BCE . R
BCE . SNMP L&, &My 77 :U) ACL #5HIlC & :  hybrid S I E .

7F S3526 AT an FACE: MOCHIE . hybrid i HECE . SNMP BLE . &5
Yie) )7 ) ACL = hiIlc & .

I HL ] S A AL B RE AL

AR

ASARHI ZHAL LM AT E . CAMS T oA JE W 453 AT AZ b 2 ettt
ATH AP A% 32 K T CAMS JofT 2 S it AT B & i 2 JL CAMS #9 8 P F#F,
X2 AAILA.

Switch A

Switch B =

EO/l E0/24

E2-2 AMREE
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L ES Y

B2 5 G X K

1. Bc & Switch B
N LA S G Switch B 451 i B R AR i B R

fic & Switch B: fit & isolate-user-vlan (isolate-user-vlan 2 VLANS) . #i47
B VLAN i E (FEE & H VLAN 1P il —4c8 ) « fid'E 802.1x A
UE W7 72U ACL #2464 B VLANLO 1) IP Hihl>h 10.110.110.2,
WA Sl (1) 1P Mk 2 10.11.10.2, [n) YAt X £ Hs 1 — Bk 4 10.110.110.1.

(1) AL isolate-user-vlan.

# & isolate-user-vian.

[Quidway] vlan 5

[Quidway-vlan5] isolate-user-vlan enable
[Quidway-vlan5] port ethernet 1/1

# Wi & Secondary VLAN.

[Quidway] vlan 2

[Quidway-vlan2] port ethernet 0/1
[Quidway-vlan2] quit

[Quidway] vlan 3

[Quidway-vlan3] port ethernet 0/2
[Quidway-vlan3] quit

WU HE

[Quidway] vlan 25

[Quidway-vlan25] port ethernet 0/24
[Quidway-vlan25] quit

# BL'E isolate-user-vlan i1 Secondary VLAN [a] (BRI SC R
[Quidway] isolate-user-vlan 5 secondary 2 to 25

(2) FEEH VLAN K
# 3 VLAN Jy VLAN 10, FCE B0 1P Hofil,

[Quidway] vlan 10
[Quidway-vlan10] quit

[Quidway] interface vlan 10



Quidway S2000 FF LKA bl 4Tt

L ES Y

B2 5 G X K

[Quidway-Vlan-interface10] ip address 10.110.110.2 255.255.255.0
# FCE#H, By 10.110.110.1.

[Quidway] ip route 10.11.10.1 255.255.255.248 10.110.110.1

(3) Mo 802.1x hilk

# 3 A& bR 3) 802.1x AIE.

[Quidway] dotlx

[Quidway] dotlx interface ethernet 0/1 to ethernet 0/24

# BCE 802.1x AT MAC Hitik,

[Quidway] dotlx port-method macbased interface ethernet 0/1 to ethernet
0/24

[Quidway] dotlx dhcp-launch

B 15 AR:
B BT, 802.1x R 69IAEF Kb AL T MAC #iMEZ X, P T VA
TR AT E

# FLE S| RADIUS LT AAA TAIE.

[Quidway] aaa authentication-scheme auth radius

# BCE VRIS IR SEVERT S E L

[Quidway] aaa accounting-scheme acctl enable online

# MCE ISP SRS ME, vk 3 5ik. AR5

[Quidway] domain risp

[Quidway-isp-risp] authen-scheme auth

[Quidway-isp-risp] acct-scheme acctl

[Quidway-isp-risp] state active

[Quidway-isp-risp] radius-scheme hostrmt

# Ii'% RADIUS J&1E (F RADIUS lR%5#5 ¥ 1P 5 10.110.10.18) .
[Quidway] radius scheme hostrmt

[Quidway-radius-hostrmt] primary authentication 10.110.10.18

[Quidway-radius-hostrmt] primary accounting 10.110.10.18
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[Quidway-radius-hostrmt] key authentication huawei
[Quidway-radius-hostrmt] key accounting huawei

(4) W' AT Ethernetl/1 24 hybrid i 1]

# MCE % o4 hybrid 3 11, f6iF VLANS A1 VLAN1O 4R SCid it
[Quidway] interface Ethernetl/1

[Quidway-Ethernetl/1] port link-type hybrid
[Quidway-Ethernetl/1] port hybrid pvid vlan 5
[Quidway-Ethernetl/1] port hybrid vian 10 tagged

(5) HE SNMP

# BEANRJRACE B,

<Quidway> system-view

# VA IR AT AR o

[Quidway] snmp-agent community read huawei

[Quidway] snmp-agent community write beiyan

# BCEE BRI BRARTTVE L A LUK M A AL ) B &
[Quidway] snmp-agent sys-info contact Mr.Wang-Tel:3306
[Quidway] snmp-agent sys-info location telephone-closet,3rd-floor
# FUVFRIE Trap.

[Quidway] snmp-agent trap enable

# 58 XTSI .

[Quidway] acl number 1

[Quidway-acl-basic-1] rule O permit source 10.11.10.1 0

# QU SNMP 41, Jf5E V545 .

[Quidway] snmp-agent group v3 huaweigroup acl 1

# 4 SNMP 41— H F* huaweimanager, % & AIE# S0 hello, JFHEC
B A, ARV T AR U [ A2 L.

[Quidway] snmp-agent usm-user v3 huaweimanager huaweigroup auth
md5 huawei acl 1
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L ES Y

B2 5 G X K

(6) W'E X} TELNET H ) Hvhs i, X evF IP 24 10.110.110.46 A
10.110.110.52 i ik TELNET Vi ) 22 #efl .

# 58 ARG R FEHI51 3

[Quidway] acl number 20

[Quidway-acl-basic-20] rule O permit source 10.110.110.46 0

[Quidway-acl-basic-20] rule 1 permit source 10.110.110.52 0

# SIHVs RS8R .

[Quidway] user-interface vty 0 4

[Quidway-ui-vty0-4] acl 20 inbound

(7)  BCEX HTTP H 7 Vs inl 45460, A A vF 1P #itik 2 10.110.110.46 (1) 341
i3 WEB J5 35 [ A2 Heh L

# 58 CEEAV R PEHIIE

[Quidway] acl number 30

[Quidway-acl-basic-30] rule O permit source 10.110.110.46 0

# SRS .

[Quidway] ip http acl 30

2. Bt & Switch A

FHILL—5 Switch A I/ HRlLE

(1) Hd'® Ethernet0/1 24 hybrid i 1.

# TiL'E Switch A [¥3ii 1 Ethernet0/1 >y hybrid 3 11, 3 S8 ¥F VLANL F1 VLAN5
HIE S @l

[Quidway] interface Ethernet0/1
[Quidway-Ethernet0/1] port link-type hybrid
[Quidway-Ethernet0/1] port hybrid pvid vlan 5
[Quidway-Ethernet0/1] port hybrid vlan 1 tagged

(2) Hc'E VLANS (4% 0 1P Hudik
# G4 VLANS,

[Quidway] vlan 5
# Wit & VLANS [F82 10 1P Huhik .
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[Quidway] interface vlan 5

[Quidway-Vlan-interface5] ip address 10.110.11.1 255.255.255.192
# filid VLAN1O,

[Quidway] vlan 10

# ML & VLANLO ffJ35 11 1P Ml

[Quidway] interface vlan 10

[Quidway-Vlan-interface10] ip address 10.110.110.1 255.255.255.0

(3) MLHE SNMP
# LRI AR

<Quidway> system-view

# W WA RIS ) AP .

[Quidway] snmp-agent community read huawei

[Quidway] snmp-agent community write beiyan

# WEEH AR, BERITVEL UK AL P AL E
[Quidway] snmp-agent sys-info contact Mr.Wang-Tel:3306
[Quidway] snmp-agent sys-info location telephone-closet,3rd-floor
# VFRIE Trap.

[Quidway] snmp-agent trap enable

# o XU dlsR, DMEZE TN SNMP S s A8 B LIk H - 3847 ACL
Pl

[Quidway] acl number 1

[Quidway-acl-basic-1] rule O permit source 10.11.10.1 0
# QU SNMP 41, Jf5E X7l FEhl

[Quidway] snmp-agent group v3 huaweigroup acl 1

# J SNMP i hn—2 5 huaweimanager, # & AIE%5 4 hello, FEHEd
B A, ARV T AR A L.

[Quidway] snmp-agent usm-user v3 huaweimanager huaweigroup auth
md>5 huawei acl 1
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L ES Y

B2 5 G X K

(4) BECEX TELNET H P BvrE 4], ARV IP 24 10.110.110.46 Fl
10.110.110.52 ffJHH Fadiid TELNET V1) 22 #ebfL o

# 58 ARG R FEHI51 3

[Quidway] acl number 20

[Quidway-acl-basic-20] rule O permit source 10.110.110.46 0

[Quidway-acl-basic-20] rule 1 permit source 10.110.110.52 0

# SIHVs RS8R .

[Quidway] user-interface vty 0 4

[Quidway-ui-vty0-4] acl 20 inbound

(5) BCEXT HTTP A7 vy inl 4446, A A vF 1P ik 10.110.110.46 (1) 341
i3 WEB J5 35 [ A2 Heh L

# 58 CEEAV R PEHIIE

[Quidway] acl number 30

[Quidway-acl-basic-30] rule O permit source 10.110.110.46 0

# SRS .

[Quidway] ip http acl 30

00 iA:

Switch A 7T 48 T #4& % Switch B, ‘& £8 & % 4~ VLAN #= VLAN 4 0 |P bk,
ABMLAEL B VLANS 2 4.

B EFRE W —RCR A S2000 %7 (4= S2008. S2016. S2403H) AR
F.

2.3 FIF MA5200 #4338 35 5 /)y [X 7 4%

23.1 R AE

T B8 5 IR 2 Y B, S3026  LAK I AZ H HLAE Ay 5 5 S 9 1) /N X N 2
AZHHL, E SRS MAS200 [WELA SEILRE AT ARG, P TR
{5 A HGMP (Huawei Group Management Protocol) K # 2 . i ik S3026
(] HGMP RELFEF, & HLB4 MAS200 AJLUSEELNT S3026 4 & EE

MA5200 AJ DL EAT @i B EE S iy M, £ & S3026 LAT
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LEREETESY

B2 5 G X K

232 BEESE

HHHE/E MAS200 1) 100Mbit/s PLRMGR: O E, FATEEI X P T
ML E.

“MA5200” fin “S3026” AL 24 T H & #E . AIE. SRR N fZ & vt
LI I AR, A2 BEA LUK B NG e KA, A S
B P FRARE B BE . 38 T N ORI i R, tn) BLis T Mk
) 5 A4 o

¥
=
NI
e
R

S3026

$3026
RN Z B

MAS5200 FFE & A BAZ L MAS200 FH 7 FlF, X HE AU . S3026 F& T
HEAT—SEREARUE LAY, 3BT 2 A 3) HGMP Client,  LASEBUAE thA FASIE

D {%AR:
S3026 vA K W Z#HAAE A HGMP Client B, 5640 2@ it B % 69 AT 0 5%
IR &ARE, X4k F 4755 0 A Ethernet0/24. Ethernetl/l. Ethernet2/1.

1. Bo & S3026
LA LS A S3026 9 A AR S B

Bl'E—& S3026: HEATE L VLAN & . & 802.1x TAUE. At & Ujin) /7 2
ACL #ifil. &2 VLAN1O [ IP Huht>4 10.110.110.2, W& T IP Huhth
10.11.10.1.
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(1) ME VLAN.
[Quidway] vlan 2

[Quidway-vlan2] port ethernet 0/1
[Quidway-vlan2] quit

[Quidway] vlan 3

[Quidway-vlan3] port ethernet 0/2
[Quidway-vlan3] quit

IR

[Quidway] vlan 25
[Quidway-vlan25] port ethernet 0/24
[Quidway-vlan25] quit

(2) MEEHF VLAN K%
# P VLAN 4 VLAN 10, FCE HB: 0 1P Hihk,

[Quidway] vlan 10

[Quidway-vlan10] quit

[Quidway] interface vlan 10

[Quidway-Vlan-interfacel10] ip address 10.110.110.2 255.255.255.0
# BCEMH, FBkh 10.110.110.1,

[Quidway] ip route 10.11.10.1 255.255.255.248 10.110.110.1
(3) MAcHE 802.1x iAilk

# it VR BE#% E 3l 802.1x A

[Quidway] dotlx

[Quidway] dotlx interface ethernet 0/1 to ethernet 0/24

# IiA 802.1x NikEHE: T MAC Hithit.

[Quidway] dotlx port-method macbased interface ethernet 0/1 to ethernet
0/24

[Quidway] dotlx dhcp-launch
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SR I 1 H28 gEi X
L 52ER:
BT, 802.1x KA 4IMEF XL RAT MAC #93KIEF X, P 7T VA
TR H#ATHIABE .

# FLE 2] RADIUS kAT AAA TAIE.

[Quidway] aaa authentication-scheme auth radius

# ECE T RIS IR SR VE T R

[Quidway] aaa accounting-scheme acctl enable online

# MCE ISP SRS ME, vk 25k, AR5
[Quidway] domain risp

[Quidway-isp-risp] authen-scheme auth

[Quidway-isp-risp] acct-scheme acctl

[Quidway-isp-risp] state active

[Quidway-isp-risp] radius-scheme hostrmt

# MCE RADIUS J&7E (3 RADIUS JIk45 #4511 IP 24 10.110.10.18)
[Quidway] radius scheme hostrmt
[Quidway-radius-hostrmt] primary authentication 10.110.10.18
[Quidway-radius-hostrmt] primary accounting 10.110.10.18
[Quidway-radius-hostrmt] key authentication huawei
[Quidway-radius-hostrmt] key accounting huawei

(4) HdE AT Ethernetl/1 24 trunk i 1]

# JiC B 1% o4 trunk S 1, SR VERTA ARCCGE .
[Quidway] interface Ethernetl/1

[Quidway-Ethernetl/1] port link-type trunk
[Quidway-Ethernetl/1] port trunk pvid vlan 5
[Quidway-Ethernetl/1] port trunk permit vlian all

(5) MCE SNMP

# BEN4 RN B

<Quidway> system-view
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L ES Y

B2 5 G X K

# W AR R ) AP o

[Quidway] snmp-agent community read huawei

[Quidway] snmp-agent community write beiyan

# WEEH AR BRRITVEL LR AT AL P EAL &
[Quidway] snmp-agent sys-info contact Mr.Wang-Tel:3306
[Quidway] snmp-agent sys-info location telephone-closet,3rd-floor
# SVFRIE Trap.

[Quidway] snmp-agent trap enable

# € V5 8K

[Quidway] acl number 1

[Quidway-acl-basic-1] rule O permit source 10.11.10.1 0

# QU SNMP 41, Jf5E L7 il .

[Quidway] snmp-agent group v3 huaweigroup acl 1

# J SNMP A n—2 7 huaweimanager, # & iAE2% 4 hello, FEHd
B EEL, ARV TR [ A2 L.

[Quidway] snmp-agent usm-user v3 huaweimanager huaweigroup auth
md5 huawei acl 1

(6) HLEXT TELNET M igvsm 44, X Aadr IP 24 10.110.110.46 #i
10.110.110.52 ffJHH Fadiid TELNET 1 1) 28 #eblL o

# 58 AT R FEHI1 3

[Quidway] acl number 20

[Quidway-acl-basic-20] rule O permit source 10.110.110.46 0

[Quidway-acl-basic-20] rule 1 permit source 10.110.110.52 0

# SNV SR .

[Quidway] user-interface vty 0 4

[Quidway-ui-vty0-4] acl 20 inbound

(7) ECEXHTTP H P Bgvi 4], AL e ir IP itk 10.110.110.46 1 EHL
mit WEB 5 2015 [ AS el L.
# 0 SUEEART ) 351 2R
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L ES Y

B2 5 G X K

[Quidway] acl number 30

[Quidway-acl-basic-30] rule 0 permit source 10.110.110.46 0

# SIHVs RS .

[Quidway] ip http acl 30

# )8 HGMP client

RN B LE S3026 | 3 HGMP Client:

(8) EH A HAL

(9)  FELLRMACHALIE B i il 40 582 “Ctrl+B” 1E Bootrom S i

(10) #EHEIEIN“6. Set switch HGMP mode ” {f 22 H ik £ HGMP i) 5 .

(11) RSP ZH HGMP BAGE R, Rl 2 S HAST I HGMP £
A.“Current HGMP mode is OFF. Are you sure to turn on HGMP mode?
Yes or No(Y/N)” .

(12) [HIE“Y”, MRS R HGMP £ 4T 7, 5o “Turn on HGMP mode
successfully!” . LN R FEHEA Bootrom £, ol DLEFRik
I “0. Reboot” K )i 5 LK ATl .

S3026 /33 T HGMP Client )5, MA5200 7] LAYE 45 B 45 % R H: 1 S3026
AT,
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SR 1 ZE A1) 535 AN RI AN A TR ALIN

HIFE AN R AR 7SI M

3.1 AMEK

NI, A IIE. V13 BRBLEETTR, I EORUE N B 2% 2 4
FNHR T PR AN A LT Pt AT EL T

3.2 MAEHNZIRANE A W 2%

321 BRRAE

FEF N ANE SR AP IR 73 SCHUR R, )2 LUK AL D — SR ISR AT HebL
AR, EATHEERR S /=R VUK MAZHAL, AT LU o 2 1 31
e B B E 7 SEHUR IR P 45

Internet/ixMb P 38 194 2%

Server
VYN
AL

E3-1 Auhibll, Rl s> A AR T EE

LEA BN TRIAE— VLAN 15 8 T T, 5250 E SNMP;
H T 95 bR R AR 1), A el b T G U7 ) 2 ACL A

FEAS 28K F] VLANLO 750 & B VLAN, FrAC#:HL - VLANLO £ 10111 1P #i
HELE R — NP B 10.110.110.0/24, = RADIUS IR45#%1¢) IP 4 10.110.10.18;
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LEHIEES

(!

95 35 R ARE > SCHLRIAL K

3.2.2 B

[m

Sk

oy

S

H%I1”Ei£ﬁﬁ IP Hbik % 10.11.10.1. ¥ ey IP #itik% 10.100.11.1, —/
ZERHAEL VLAN2 058 2SAE, VLAN2 $#H IP Hiht s
10.100.11.2,

TE 2B EAE T PR : &P VLAN FCE . MRS iCE . SNMP Bt .
SRR iR 7 = ACL #E L & ;s hybrid i FRCE

E =22 LTI ARG E . WOCHEL E . hybrid 3 S . SNMP B .
BRh7 i) 77 2 ACL IR E . &N H T IR AE B 7 o) 436 .

MR VE LT I I 2 K, X S AN A LA T I o 3 ST B it I AT e AL 1)
[

THRAEWIRS A
129 110 12

Switch A

Switch B ggs=

£0/1 £0/24
[E3-2 S3026 RYSEERAMIER

1. Bc & Switch B

T LA 4 ST TG Switch B 8 B8 SEAHE B R . ST BT 5L
HURCEAE— VLAN .

(1) ME VLAN.
[Quidway] vlan 5

[Quidway-vlan5] port ethernet 0/1 to Ethernet 0/24 ethernet 1/1
[Quidway-vlan5] quit

(2) MEEH VLAN &
# P VLAN 4 VLAN 10.
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[Quidway] interface vlan 10

[Quidway-Vlan-interface10] ip address 10.110.110.2 255.255.255.0

# FCEMH, By 10.110.110.1.

[Quidway] ip route 10.11.10.1 255.255.255.248 10.110.110.1

(3) TFcHE LATHE I Ethernetl/1 2y hybrid i 1, fu1F VLAN1O I VLANS ff]
B

[Quidway] interface Ethernetl/1

[Quidway-Ethernetl/1] port link-type hybrid

[Quidway-Ethernetl/1] port hybrid pvid vlan 5

[Quidway-Ethernetl/1] port hybrid vian 10 tagged

(4) HcE SNMP

# BNl E R,

<Quidway> system-view

# BUE PR A AT R AR .

[Quidway] snmp-agent community read huawei

[Quidway] snmp-agent community write beiyan

# BCEEBLOIR IR BRAR TR LUK A HA L ) B B

[Quidway] snmp-agent sys-info contact Mr.Wang-Tel:3306

[Quidway] snmp-agent sys-info location telephone-closet,3rd-floor

# VPRI Trap.

[Quidway] snmp-agent trap enable

# € XUF R, DMEBE TR SNMP U inl S #eHLI T 2847 ACL

Pl o

[Quidway] acl number 1

[Quidway-acl-basic-1] rule O permit source 10.11.10.1 0

# Qg SNMP 4, Jf5e s 45 .

[Quidway] snmp-agent group v3 huaweigroup acl 1

# y SNMP 415 in—AH P huaweimanager, & AIEZ S, hello, FET
BV RS, ARV TR [ 2 L.
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[Quidway]snmp-agent usm-user v3 huaweimanager huaweigroup auth md5
huawei acl 1

(5) MCEX TELNET FI/7 i £, MV IP 4 10.110.110.46 A
10.110.110.52 ffF Fidid TELNET 5 o) A HehL

# 58 AV R FEHRIT

[Quidway] acl number 20

[Quidway-acl-basic-20] rule O permit source 10.110.110.46 0

[Quidway-acl-basic-20] rule 1 permit source 10.110.110.52 0

# SIS SR .

[Quidway] user-interface vty 0 4

[Quidway-ui-vty0-4] acl 20 inbound

(6)  HCEXS HTTP A B 7], STV IP iy 10.110.110.46 4L
i WEB J5 sy [ A2 4L o

# 58 ARG R FEHI51 3

[Quidway] acl number 30

[Quidway-acl-basic-30] rule O permit source 10.110.110.46 0

# SIS SR .

[Quidway] ip http acl 30

2. Bt & Switch A
N LA—%& Switch A HHINBHE .

(1) Ad'® Nifiz Switch B )3 1 Ethernet0/1 & hybrid ¥ 11, 3 7044 VLAN10
F1VLANS [ SCid i
[Quidway] interface Ethernet0/1

[Quidway-Ethernet0/1] port link-type hybrid
[Quidway-Ethernet0/1] port hybrid pvid vlan 5
[Quidway-Ethernet0/1] port hybrid vian 10 tagged

(2) fid'® VLANS ({4 1 1P ik
# A VLANS,

[Quidway] vlan 5
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# TL'E VLANS (¥ 01 1Ptk
[Quidway] interface vlan 5
[Quidway-Vlan-interface5] ip address 10.110.11.1 255.255.255.192

(3) AcE | Switch B & # VLAN [WEH S o
# BLE 3 Switch B 5 # VLAN HIifA M, LUEXT Switch B #H7 8 2.

[Quidway] ip route 10.110.110.2 255.255.255.0 10.110.110.1

(4) T E R % i AR

% EH AR 1P #idlh 10.100.11.1, Switch A 383k VLAN2 322 115 1% 24404,
VLAN2 #2111 1P Huhk>h 10.100.11.2,

# Bl VLAN2 B0, JFRCE 1P Hubik.

[Quidway] vlan 2

[Quidway] interface vlan 2

[Quidway-Vlan-interface?2] ip address 10.100.11.2 255.255.255.248
# W0 E 2% h AR R A B

[Quidway] ip route 10.100.11.1 255.255.255.248 vlan 2

(5) ME SNMP
# A RRCERA.

<Quidway> system-view

# BB VR A R .

[Quidway] snmp-agent community read huawei

[Quidway] snmp-agent community write beiyan

# WEEH AR, BERITVEL LR M A B EEA E
[Quidway] snmp-agent sys-info contact Mr.Wang-Tel:3306
[Quidway] snmp-agent sys-info location telephone-closet,3rd-floor
# FUVFRIX Trap.

[Quidway] snmp-agent trap enable

# E XV AEEHIAE, DMEIT T SNMP & sk AZ #AL H P k4T ACL
il

[Quidway] acl number 1
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[Quidway-acl-basic-1] rule O permit source 10.11.10.1 0

# QI SNMP 41, I Uy .

[Quidway] snmp-agent group v3 huaweigroup acl 1

# 4 SNMP A7 —ANH P huaweimanager, #E A% 524 hello, FFHC
BV, SRV ARG U A A L.

[Quidway] snmp-agent usm-user v3 huaweimanager huaweigroup auth
md5 huawei acl 1

(6) MCEXS TELNET HI/ £, N avF IP 24 10.110.110.46 A1
10.110.110.52 ffJHH Fadid TELNET 1 1) 28 #ebiL o

# 58 ARG R FEHI5 3

[Quidway] acl number 20

[Quidway-acl-basic-20] rule O permit source 10.110.110.46 0

[Quidway-acl-basic-20] rule 1 permit source 10.110.110.52 0

# IV RS .

[Quidway] user-interface vty 0 4

[Quidway-ui-vty0-4] acl 20 inbound

(7)  FECEXT HTTP A7 (o7 el fihl, e vr IP ik’ 10.110.110.46 1) EHL
i3t WEB J5 U5 [ A2 b L

# 58 SCHAV] | 1514 o

[Quidway] acl number 30

[Quidway-acl-basic-30] rule 0 permit source 10.110.110.46 0

# S5 =S8 .

[Quidway] ip http acl 30

(8) HCHE ARSI X T8t g5 4% U5 il KRR, 7E 8:00~18:00 £5 1115 i) T3¢ /IR 55
o

# € IR 8 i3 18 £, 44 A time8tol8.

[Quidway] time-range time8to18 from 8:00:00 to 18:00:00

L ERR:

HT"(E‘?J:@ 9 B 1) 56 B e B oF A% A A BK
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# 4 10.110.0.0 PIZ& [ T % k55 #% 129.110.1.2 KIEMIFRCE L—45001),
4} Rdeny.

[Quidway] acl name Rdeny advanced

[Quidway-acl-adv-100 ] rule O deny source 10.110.0.0 255.255.192.0
destination 129.110.1.2 255.255.0.0 time-range time8to18

# Wk e Y H Rdeny.

[Quidway] packet-filter ip-group Rdeny

[ARTY:

Switch A TT4¢ F#4k % 4 Switch B, & 28 E %/ VLAN #= VLAN #1 |P
Hoht, KAUIABLE VLANS A 4],

F£ Switch A L& T 46F 28t B b — 230112 TR B 4935 x4, K4
AVA FL o —ANBR T 2 45
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N N T AV NN LT3 =R A-5
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s Bk A AT 2 B e e

fifs A M E BT R e

Al 5|

B DRV R [ e e, AATDRPEAS (K oK C ML SR LG . (R, A dies
AR 55 32 T 1) ey o PR AL P N L TR LT o AU 9 5 9 7 N 55 TS
o PGS B R 1 SR R sy, UK AN DR AR A8 A
T RE R MAE 52 TH I I ORI o TR TR A JRE 1K) 98 1ty P 48 i BE R K, SO0 A mIAR
PRI % P ALK, #EH T Quidway FR 81 LA M AS L 2 HL e I 45 15 45
AN A R 28 e, FTLUMEETIs s . rE B 2. IR ALE 2,
Bl 2 SRR A I 7 A SR 17 L TR B £ AT 45 W) 245 v B A R o

A2 BIERFELARTE
TS A H MR =l DE

IRIR %

L=

AR #R A (DHCP.
RADTUSHR 45 %% )

WNZ B

RPN Z B

EA-1 NXEMREE
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s

Bk A AT 2 B e e

7 LEF, L3 KR =2ZZHML, GSR N Gigabit Switch Router 1455,
Bl G LLAr AT #e 1% 11 2%, ICP 4 Internet Content Provider (1455, B PRSI/ 4
PEHERT o

TEH M, FNJE % S2000 FF1IHT S3000 F 41 LUK A #edl. 12K
JZ B4 S3500 R A1 LUK M AZ el 5 # S5516.S6506 %5 — 2% LAK W AT et .
NX B AAA (Authentication, Authorization and Accounting) Ai%5%5
DHCP (Dynamic Host Configuration Protocol) fli%5 %%+ DNS (Domain Name
Server) Jk45%5.

0 RR:

ERRAM S, B P AT R AN AR Z IP, APpBTELIP ERNE3)
AWiFIP EMARLL, 24V T B4 IP dbbiXx —id 42, PV T @ g )
b, WA Pt B AUE L DHCP #il3h A& % 3F 1P #u bk 2 ) 4T A48

B Pt AR B A B ShRIK IP Mok,

NN RO I RO R, 0 R RIIA I R ) )i R A 4

P SENLUITALG &l DHCP R SCHE IP Hulik. B2 N2l IR EAS
PH LA B SR 4R S K 25 DHCP JIR45 %% . DHCP IR 45 2l idd b & 025
FPC AP Hitik. AT 1P ks, AL BT .

NATIRE—> | &ssiblisie T

DHCP I 45 %5 «

S2000 & 41

JUITHL, K
HIDHCPiR, I

5 TPH

EA-2 1P ik iE K52

HEAS H 1P Mk AR R

A-2



Quidway S2000 F 51 LKAl #4E Tt

s

Bk A AT 2 B e e

1)

(@)

®3)

(4)
(5)

(6)

% P L DHCP Discover |3 H i K o 41 % P WA — AN K AR
FLRIHhE, e ] DA s SR A

45 o — FLSCE 1P ik, 23 A bttty A BCH — Aotk & [3]— AN B nT
i 1P sttty DHCP Offer 3.

WARE PRI ZA 1P, BB — BRI R—A.
BRI S5 251K DHCP Request i 04545

T MRS ERSL, #7RIAZ RN, EaEZAMC Upis
IR S A T 4RSS, B2 K IBl—A> DHCP Ack #R3C, iR ik
(1 1P 4 7y P AR a2 iR A b ik, 3% [0 DHCP Nak 3.

WA PR E] DHCP Ack 43, & rTLAITAREH] 1P ik, dn ek
#| DHCP Nak, ‘B4 HEFIIFHEANERE. B 1P A, BPjlak
i%—> DHCP Decline #3455 a4 I HH T A .

=

DHCP client DHCP zerers

IP leaze regquest

-

IP leaze offers

IP leaze zelection

ﬂF‘ leaze acknowledgment

ElA-3 1P it ik EREE

[ma|

iR

XEH AP o RBHANF P G HFANT P, 2F2KZ IP i,
TAEFRE, LRIE, FA—RELT, MEAA P SEGZABRA IP, @
FEH ey L3 LI NAT 4.

A.2.1 [§— VLAN HHEE

F AR ARP A PC LS. —AN IP 5 MAC Huhk (i v &A% Gt
VLAN ZR1 1P M hEKs X Bk VLAN BSCH 1P Mkl o IX AN AR K ARP
[ ARP #1762 49— cache, X/ cache # 4 ARP cache. & 1
JIVHSEENUEE 0] Z0 Sk RSO CIEAT 3045 1R I FH R /A S0 0T i (14 47 2
i AW
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B

Bk A AT 2 B e e

1)

)

®3)

(4)

(5)

/8% ARP cache X H I IP BEATULAL, WiRULEC %L, ARP a5t
1P b1k B MAC HuhEZS BEA 73845 10 N AR 7 s B se A VE I sty gt
ity ARP 3%, WRULECECTS, ARP i 1P ik () MAC ik 45
HEAT AR 1 B AR o

B ARP #edk B —ANTEL 1P shik, St Mg Bk A e, x4
BN ARP 13K . ARP R4 HE R RN L — A g
R A A AE H 1P O B, Wi a2 1) Ak ARP 35 KT
SIHUR BRI, H5 A QY MAC Ml S8 FH P i 5HL. i SRRk
AAELEH I 1P O 3%, UM DG 2K B O MAC Hibhik s 5i4s F ot
WL

PSR EEATE A 1N AR AR TR R B MAC sl P33R s, JF
% F . R T EHLE R ARP 206058 3 2 1 MAC Hiutik R
(1) 1P kAo — RIS N ) ARP &A1 ARP cache .
ACHASCRI R P VSRR SC,  BEAT I, Gt SRE A 1o A1 H PR3 78
[Fl—A VLAN i, ST Rk, iR FHATER—A VLAN i,
AL W AT = R R

PRI AELR] A VLAN WSS, s 2T — 2 10 B A

[RA]

1L RR:

VLAN 2 & BLE 3R, ZA5H 48R F K 4G W 449X B IE 4 L X2 —/> B3k W
R, MAAERBHIELE RS> ERN. VLAN ¢ mbiE T vl 20 IEEE
802.1Q thiXA=ft & 45+ VLAN A B ALk,

%ﬁﬂi&iﬁﬂ

S

[ —VLAN Py 356 fr) o 142 e
ML R R AT

il

|

EA-4 E— VLAN BB ET~=EE

A4
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B 3 i A ASH S i R AR

A.2.2 A [E VLAN [E8YE S

LG PR A A E PVLAN, WASE VLAN 8] 0 S Tl AE T 4
S H RS, X AN

A2.3 RREXEFMIETERE

AR AR B, WG R R SCAOR ST MO WO FFREAT = JR (1 i e
— MR P o Al P A% SR U e DRRE I, SN X i B S 1R I 3l 2 A — Ak
PARHTIRE R R A S, THEHLS RN R R 55 A AR A
DNS T# R, /N 144 ik 55 4 2 1) 3R IR 44 6 B TP itk (R
TSRO b o R G A IR S5 4R 0 1P k) .

NATDJRE—P |HEasliei e T

DNSHz 45 %5

2, 4 A R
P

S3500% 41
S3000% 41 TR H R

S2000 %41 /
AR
BRA R K,
ISR 55 s A
A AT A 1P

ElA-5 maf@iaidiz

BT R

LR W4 A L DNS IR425, mfem X WM& 69 DNS R 4% H,%A
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